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1 Scope 878 

The present document specifies the communication protocol(s) for oneM2M compliant Systems, M2M Applications, 879 

and/or other M2M systems. 880 

The present document also specifies the common data formats, interfaces and message sequences to support reference 881 

points(s) defined by oneM2M. 882 

2 References 883 

References are either specific (identified by date of publication and/or edition number or version number) or 884 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 885 

reference document (including any amendments) applies. 886 

2.1 Normative references 887 

The following referenced documents are necessary, partially or totally, for the application of the present document. 888 

Their use in the context of this TS is specified by the normative statements that are referring back to this clause. 889 

 [1] W3C Recommendation:  "Extensible Markup Language (XML) 1.0 (Fifth Edition)", 26 November 890 

2008. 891 

[2] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax". 892 

[3] W3C XMLSchemaP2: "W3C Recommendation (2004), XML Schema Part 2:Datatypes Second 893 

Edition". 894 

[4] Void. 895 

[5] Void. 896 

[6] oneM2M TS-0001: "Functional Architecture". 897 

[7] oneM2M TS-0003: "Security Solutions". 898 

[8] IEEE 754-2008: "IEEE Standard for Floating-Point Arithmetic", 29 August 2008.  899 

NOTE: http://ieeexplore.ieee.org/servlet/opac?punumber=4610933. 900 

[9] IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings". 901 

[10] IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet 902 

Message Bodies".  903 

[11] IETF RFC 3987: "Internationalized Resource Identifiers (IRIs)".  904 

[12] IETF BCP 47: "Best Current Practices 47". Concatenation of IETF RFC 4646: "Tags for 905 

Identifying Languages" (2006) and IETF RFC 4647: "Matching of Language Tags" (2006). 906 

[13] IETF RFC 3588: "Diameter Base Protocol".  907 

[14] IETF RFC 6733: "Diameter Base Protocol".  908 

[15] 3GPP TS 23.682: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 909 

Telecommunications System (UMTS); LTE; Architecture enhancements to facilitate 910 

communications with packet data networks and applications (3GPP TS 23.682 Release 11)". 911 

[16] 3GPP TS 29.368: "Universal Mobile Telecommunications System (UMTS); LTE; Tsp interface 912 

protocol between the MTC Interworking Function (MTC-IWF) and Service Capability Server 913 

(SCS) (3GPP TS 29.368 Release 11)". 914 

http://ieeexplore.ieee.org/servlet/opac?punumber=4610933
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[17] 3GPP TS 23.003: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 915 

Telecommunications System (UMTS); Numbering, addressing and identification (3GPP 23.003)". 916 

[18] Void. 917 

[19] IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format". 918 

[20] IETF RFC 4234: "Augmented BNF for Syntax Specifications: ABNF" 919 

[21] IETF RFC 3629: " UTF-8, a transformation format of ISO 10646". 920 

[22] oneM2M TS-0008: "CoAP Protocol Binding". 921 

[23] oneM2M TS-0009: "HTTP Protocol Binding". 922 

[24] oneM2M TS-0010: "MQTT Protocol Binding". 923 

[25] oneM2M TS-0011: "Common Terminology". 924 

[26] IETF RFC 6837: "Media Type Specifications and Registration Procedures". 925 

[27] ISO 8601:2004: "Data elements and interchange formats -- Information interchange -- 926 

Representation of dates and times". 927 

[28] OMA-TS-REST-NetAPI_TerminalLocation: "Open Mobile Alliance; RESTful Network API for 928 

Terminal Location", Version 1.0. 929 

[29] IETF RFC 4632: "Classless Inter-domain Routing (CIDR): The Internet Address Assignment and 930 

Aggregation Plan". 931 

[30] IETF RFC 5952: "A Recommendation for IPv6 Address Text Representation". 932 

[31] 3GPP TS 32.299: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 933 

Telecommunications System (UMTS); LTE; Telecommunication management; Charging 934 

management; Diameter charging applications (3GPP TS 32.299) Release 11". 935 

[32] IETF RFC 4006: "Diameter Credit-Control Application".  936 

[33] W3C SPARQL 1.1: "Query Language". 937 

[34] W3C RDF 1.1 XML Syntax. 938 

[35] IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace". 939 

[35] oneM2M TS-0012: "Base Ontology". 940 

[36] oneM2M TS-0021: "AllJoyn Interworking".  941 

[37] 3GPP TS 29.336: "Home Subscriber Server (HSS) diameter interfaces for interworking with 942 

packet data networks and applications (Release 13)". 943 

[38] IETF RFC 7049: "Concise Binary Object Representation (CBOR)", October 2013. 944 

[39] oneM2M TS-0023: "Home Appliances Information Model and Mapping". 945 

[40] ISO 3166-1:2013: "Codes for the representation of names of countries and their subdivisions -- 946 

Part 1: Country codes". 947 

2.2. Informative references 948 

References are either specific (identified by date of publication and/or edition number or version number) or 949 

non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 950 

reference document (including any amendments) applies. 951 

The following referenced documents are not necessary for the application of the present document but they assist the 952 

user with regard to a particular subject area. 953 
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[i.1] oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 954 

[i.2] Fielding, Roy Thomas (2000): "Architectural Styles and the Design of Network-based Software 955 

Architectures", Doctoral dissertation, University of California, Irvine. 956 

[i.3] OMA-TS-REST_NetAPI_NotificationChannel: "Open Mobile Alliance; RESTful Network API 957 

for Notification Channel", OMA-TS-REST_NetAPI_NotificationChannel-V1_0. 958 

[i.4] OMA-TS-MLP: "Open Mobile Alliance; Mobile Location Protocol", OMA-TS-MLP-V3_4-959 

20130226-C Version 3.4. 960 

[i.5] W3C Resource Description Framework https://www.w3.org/RDF/. 961 

[i.6] W3C SPARQL Query Language for RDF https://www.w3.org/TR/rdf-sparql-query/. 962 

[i.7] IETF RFC 7515: "JSON Web Signature (JWS)", 2015. 963 

[i.8] IETF RFC 7516: "JSON Web Encryption (JWE)", 2015. 964 

[i.9] IETF RFC 7518: "JSON Web Algorithms (JWA)", 2015. 965 

3 Definitions and abbreviations 966 

3.1. Definitions 967 

For the purposes of the present document, the terms and definitions given in TS-0011 Common Terminology [25] and 968 

the following apply: 969 

Complex Data Types: data type that has a child element 970 

Enumeration Type: data type that enables for a variable to be a set of predefined constants 971 

Group Hosting CSE: CSE where the addressed group resource resides 972 

Hosting CSE: CSE where the addressed resource is hosted 973 

Location Server: server offering location capabilities 974 

M2M Area Network:  network providing connectivity between Application Service Nodes or Application Dedicated 975 

Nodes and Middle Nodes in the field domain 976 

Mca: Reference Point for M2M Communication with AE. 977 

Mcc: Reference Point for M2M Communication with CSE. 978 

Mcc' : Reference Point for M2M Communication with CSE of different M2M Service Provider. 979 

Originator:  in case of a request traversing a single reference point, the Originator is the AE/CSE that sends the request 980 

NOTE: In case of a request that traverses multiple reference points, the Originator is the AE/CSE that sends the 981 

first request in the sequence. 982 

Receiver: entity that receives the Request 983 

Receiver CSE: any CSE that receives a request 984 

Registrar CSE: CSE where an Application or another CSE has registered 985 

Registree/Registrar CSE: CSE that registers with another CSE 986 

Request: message sent from the Originator to the Receiver 987 

Response: message replied to the Request from the Receiver to the Originator 988 

https://www.w3.org/RDF/
https://www.w3.org/TR/rdf-sparql-query/
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3.2. Abbreviations 989 

For the purposes of the present document, the abbreviations given in TS-0011 Common Terminology [25] and the 990 

following apply: 991 

3GPP2 3rd Generation Partnership Project 2 992 

ACP AccessControlPolicy 993 

AD Anno Domini 994 

AE-ID Application Entity Identifier 995 

ARC Architecture 996 

ASN-CSE Application Entity that is registered with the CSE at Application Service Node 997 

BCP best current practices 998 

CDT Common Data Type 999 

CIDR Classless Inter-Domain Routing 1000 

CMDH Communication Management and Delivery Handling 1001 

CoAP Constrained Application Protocol 1002 

CRUD Create Retrieve Update Delete 1003 

CRUD+N Create Retrieve Update Delete Notification 1004 

CSE-ID Common Service Entity Identifier 1005 

CUDN Create Update Delete Notify 1006 

DAA Device Action Answer 1007 

DAR Device-Action-request 1008 

DNA Device Notification Answer 1009 

DNR Device Notification Request 1010 

DTLS Datagram Transport Layer Security 1011 

FFS For Further Study 1012 

FQDN Fully Qualified Domain Name 1013 

GPS Global Positioning System 1014 

HTTP HyperText Transfer Protocol 1015 

IANA  Internet Assigned Numbers Authority 1016 

ID IDentifier 1017 

IEEE Institute of Electrical and Electronics Engineers 1018 

IETF Internet Engineering Task Force 1019 

IN-AE Application Entity that is registered with the CSE in the Infrastructure Node 1020 

IN-CSE  CSE which resides in the Infrastructure Node 1021 

IRI Internationalized Resource Identifier 1022 

ISO International Organization for Standardization 1023 

JSON  JavaScript Object Notation 1024 

MA Mandatory Announced 1025 

MIME Multipurpose Internet Mail Extension 1026 

MN-CSE Reference Point for M2M Communication with CSE of different M2M Service Provider 1027 

MQTT Message Queue Telemetry Transport 1028 

MTC-IWF  MachinetType Communications - InterWorking Function 1029 

NP Not Present 1030 

OA Optional Announced 1031 

OMA-DM Open Mobile Alliance Device Management 1032 

RD Retrieve Delete 1033 

RFC Request For Comment 1034 

RPC Remote Procedure Call 1035 

RSC Response Status Codes 1036 

RUD Retrieve Update Delete 1037 

SCS Services Capability Server 1038 

SP Service Provider 1039 

SP-ID Service Provider Identifier 1040 

TBD To Be Determined 1041 

TCP Transmission Control Protocol 1042 

TLS Transport Layer Security 1043 

UDP User Datagram Protocol 1044 

URI Uniform Resource Identifier 1045 

URL Uniform Resource Locator 1046 

UTC Coordinated Universal Time 1047 
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UTF UCS Transformation Format 1048 

UUID Universally Unique Identifier 1049 

WLAN Wireless Local Area Network 1050 

XML  eXtensible Markup Language 1051 

XSD XML Schema Definition 1052 

4 Conventions 1053 

The key words "Shall", "Shall not", "May", "Need not", "Should", "Should not" in the present document are to be 1054 

interpreted as described in the oneM2M Drafting Rules [i.1]. 1055 

To improve readability: 1056 

¶ The information elements of oneM2M Request/Response messages will be referred to as parameters. 1057 

Parameter names will be written in bold italic. 1058 

¶ The information elements of resources will be referred to as attributes and child resources. Attributes will be 1059 

written in italics. 1060 

¶ Abbreviated short names for information elements (see clause 8) will be written in bold italic. 1061 

5 Protocol design principles and requirements 1062 

5.1 General introduction 1063 

Clause 5 contains the design principles and requirements for the oneM2M protocol. 1064 

5.2 Introduction 1065 

5.2.0 Overview 1066 

The oneM2M architecture is resource-based (oneM2M TS-0001 [6]). The functionality of the system is exposed by 1067 

means of APIs over all reference points specified in oneM2M TS-0001 [6]. Operations upon resources hosted by a CSE 1068 

are carried over an established channel that constitutes the communication on the reference points Mca and Mcc. All 1069 

resource operations could be fulfilled with the considerations in terms of scalability, extensibility, fault tolerance and 1070 

robustness, energy efficiency, and self-operation. 1071 

Offline Charging using the Mch reference point is described in [6] and specified in Annex A 1072 

Each resource operation comprises a pair of primitives: Request and Response. The Request and Response primitives 1073 

can be represented as XML documents or JSON texts. This process of representing a primitive as XML documents or 1074 

JSON texts is denoted serialization in the present document. Serialization translates primitives into a format that can be 1075 

stored or exchanged between network entities. This is exploited when transmitting primitives over communication 1076 

protocols such as HTTP, CoAP or MQTT. 1077 

In order to provide a well-defined interface for the reference points in oneM2M TS-0001 [6], the following aspects need 1078 

to be provided: 1079 

¶ the collection of primitives carried over a specific reference point; and 1080 

¶ the definitions and procedures of resource types in relation to the underlying protocols and reference points 1081 

involved. 1082 

The current document provides: 1083 

¶ protocol design principles and requirements 1084 
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¶ data type definitions and representations; 1085 

¶ primitive format and generic procedures; 1086 

¶ common operations of originators and receivers; 1087 

¶ resource type-specific procedures; and 1088 

¶ XML definitions and schema. 1089 

NOTE: The actual binding of the interface to a specific protocol is not part of the present document, but is 1090 

specified in a separate Technical Specifications [22], [23], [24]. 1091 

In accordance with the oneM2M architecture, each reference point is applicable to a wide range of underlying network 1092 

technologies and transport protocols. oneM2M defines a set of bindings for specific underlying network technologies 1093 

and transport protocols, these bindings are not limiting the applicability of the interfaces when used in other underlying 1094 

networks and transport protocols. However, the behaviour of the interface needs to be respected in accordance to the 1095 

present document and oneM2M TS-0001 [6]. 1096 

5.2.1 Interfaces to the underlying networks 1097 

The CSEs access the network service functions provided by the underlying networks such as 3GPP, 3GPP2 and WLAN 1098 

via Mcn reference point. The following services are provided by the underlying networks: 1099 

¶ Device triggering (see B.1) 1100 

¶ Location request (see Annex G) 1101 

¶ Device Management (see clause 7.3.4) 1102 

5.3 API design guidelines 1103 

The following are the guidelines for designing APIs: 1104 

1) APIs shall follow the principle of RESTful architecture, as described in [i.2]. 1105 

2) APIs shall indicate which features are supported and not supported over the reference points specified in TS-1106 

0001 [6]. 1107 

3) APIs shall define how to address resources and how to manipulate resources, in accordance with oneM2M 1108 

TS-0001 [6]; the resource is identified by a Universal Resource Identifier (URI), [2]. 1109 

4) APIs shall provide the format and syntax of the operation primitives for all resources defined in TS-0001 [6]. 1110 

In case that for a particular protocol binding an operation cannot be supported it has to be clearly stated in the 1111 

specific protocol binding technical specification. 1112 

5) Resource has a representation (see [i.2]) that shall be transferred and manipulated with the verbs. These verbs 1113 

are identified as operations in TS-0001 [6]: CREATE. RETRIEVE, UPDATE, DELETE and NOTIFY. 1114 

6) All primitives as well as the way that those primitives are sent shall be defined. The functionality of the 1115 

primitives shall be compliant to the resource type specific procedure as specified in TS-0001 [6], clause 10.2. 1116 

7) Primitives shall include attributes in accordance with TS-0001 [6] for a specific resource. 1117 

8) Primitive shall be self-descriptive and contain all the information needed for the receiver of the primitives to 1118 

handle the primitives. 1119 

9) Primitive should be idempotent operations which mean no matter how many times the primitive is sent, the 1120 

result does not change, in accordance to [i.2]. 1121 

10) Primitives shall be mapped on the transport layer protocols. 1122 
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5.4 Primitives 1123 

5.4.1 Introduction 1124 

Primitives are common service layer messages exchanged over the Mca, Mcc and Mcc' reference points. 1125 

There are two use cases: 1126 

¶ communication between an Originator and a Receiver which are collocated on the same M2M Node (e.g. ASN 1127 

or MN) in the Common Service layer, 1128 

¶ communication between an Originator and a remote Receiver via an Underlying Network. 1129 

In the first use case the primitives may be exchanged directly between the Originator and Receiver processes. 1130 

In case of using an IP-based Underlying Network as illustrated in Figure 5.4.1-1, the primitives are mapped to 1131 

application layer communication protocols such as HTTP, CoAP or MQTT which use TCP or UDP on the transport 1132 

layer. The specification of primitives, however, is independent of underlying communication protocols and allows 1133 

introduction of bindings to other communication protocols. 1134 

 

 

Binding Function 
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IP- based Underlying Network 

Response 
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Request 

Application/Common Service Layer 

Application Layer Communication 
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Primitives 
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Protocol (e.g. HTTP, CoAP, MQTT) 

Transport Layer  Protocol 
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Transport Layer  Protocol 

(UDP/TCP) 

 1135 

Figure 5.4.1-1: Communication model using Request and  1136 

Response primitives over an IP-based Underlying Network 1137 

A single primitive in the common service layer may be mapped to zero or more transport messages by the 1138 

communication protocol. 1139 

The Originators shall send requests to Receivers through primitives. The Originator and Receiver may be represented 1140 

by either an AE or a CSE. The CRUD request primitive addresses a resource residing in a CSE. The Notify request 1141 

primitive may address an AE or CSE. 1142 

Each CRUD+N operation consists of request and response primitives. 1143 

5.4.2 Primitives modelling 1144 

Primitives are modelled as follows. 1145 

A primitive is represented in form of a data structure which defines with appropriate parameters specific procedures to 1146 

be executed by both originator and receiver entities. 1147 
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The data structure of a primitive consists of two parts: 1148 

¶ a control part, which contains parameters specifying the processing of the primitive; and 1149 

¶ an optional content part, which represents resource data, either the complete resource or only part of the 1150 

resource (i.e. values of one or more resource attributes) in the partial addressing case. 1151 

 

 

Control  part  

Content part  

 1152 

Figure 5.4.2-1: Primitives modelling 1153 

5.4.3 Primitive principles 1154 

Execution of one primitive shall finish completely before execution of a subsequent primitives starts that affects the 1155 

same resource. 1156 

When creating or updating the resource, its representation (full or partial) shall be contained in the content part of the 1157 

primitive. Based on the representation of the resource, the Hosting CSE can create or update the entire resource without 1158 

need for further information. 1159 

The operations on resources triggered by primitives shall be idempotent. This means no matter how many times the 1160 

same primitive is targeted to the same resource, the resource does not change after the first execution of this primitive, 1161 

with the exception of the creation of child resources. 1162 

5.4.4 Serialization of primitives 1163 

When transferred over a oneM2M reference point while using a communication protocol such as HTTP, CoAP or 1164 

MQTT, the way oneM2M Request and Response primitives are represented shall be defined by a specific oneM2M 1165 

protocol binding that is being used for the message transfer. The originator and receiver of each primitive use the same 1166 

binding, and thus they will be using compatible serialization and deserialization techniques. Clause 8 of the present 1167 

document defines canonical approaches for serializing primitives as JSON objects or XML documents used by 1168 

oneM2M protocol bindings. 1169 

5.5 Design principles 1170 

5.5.1 Introduction 1171 

The following clauses (5.5.2 to 5.5.7) present the design principles which could wrap up the perspectives and ways in 1172 

terms of definitions and procedures of APIs and resources for the oneM2M core protocol specified in the present 1173 

document. These design principles shall cover all characteristics and advantages of oneM2M protocols including 1174 

specifications of bindings to transport protocols such as HTTP, CoAP, and MQTT. 1175 

The design of oneM2M protocols consider and mitigate the risk of unintended consequences, such as extensibility and 1176 

interoperability issues, operational problems, or efficiency. 1177 

5.5.2 Extensibility 1178 

The oneM2M protocols are designed to allow continued development and to facilitate changes by means of 1179 

standardized extensions. 1180 

The impact of the extensibility on the existing oneM2M protocol functions shall be minimized. 1181 
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Extensibility can be related to one or more of the following aspects: 1182 

¶ handling a wide range of transport protocols as well as a different number of devices, 1183 

¶ adding, removing or modifying oneM2M protocol functionality, 1184 

¶ new oneM2M protocol routines, 1185 

¶ new primitives and data types. 1186 

5.5.3 Scalability 1187 

For provisioning scalability as a requirement in the design of oneM2M protocols, one or several of the following 1188 

mechanisms are used: 1189 

¶ Ensuring direct addressability to the CSEs hosting target resources, to minimize network hops. 1190 

¶ Asynchrony in terms of data processing, with the objective of minimizing the number of discarded packets. 1191 

¶ Caching mechanisms that allow all the received packets to be processed. 1192 

¶ Efficient load distribution to avoid bottlenecks and data loss. 1193 

¶ Data compression and/or aggregation, in order to reduce the amount of data sent through the network. 1194 

5.5.4 Fault tolerance and robustness 1195 

One or more of the following mechanisms in terms of link availability can be exploited in the design of oneM2M 1196 

protocols to account for a variety of exception conditions. 1197 

¶ To provide reliable transmission of data packets, packet recovery will be dealt with by using mechanisms 1198 

appropriate for the operating environment (e.g. constrained devices, unreliable networks). 1199 

¶ When oneM2M protocols are employed over unreliable links, multiple data dissemination paths can be 1200 

provided and maintained. 1201 

5.5.5 Efficiency 1202 

oneM2M protocols are designed with consideration of efficiency for networking involved resource-constrained devices. 1203 

¶ As energy consumption directly affects the overall system performance, oneM2M protocols should consider 1204 

energy efficiency, especially in resource constrained environments with battery-powered oneM2M devices. 1205 

¶ Energy efficient oneM2M protocols aims at reducing the overall energy consumption while maintaining the 1206 

performance required by the oneM2M Applications. 1207 

5.5.6 Inter-operability 1208 

API inter-operability between different protocol stacks is expected. For example, oneM2M API over HTTP/TCP/IP 1209 

needs to inter-operate with CoAP/UDP in a local network using oneM2M API. oneM2M protocols are specified to 1210 

provision the API inter-operability. 1211 

5.5.7 Self-operation and self-management 1212 

Devices employing the oneM2M API inter-work with established management protocols (e.g. security, discovery, 1213 

bootstrapping etc.). The inter-working with legacy management protocols via the oneM2M API shall be carried out in 1214 

self-operation methods. 1215 
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6 oneM2M protocols/API overview 1216 

6.1 Introduction 1217 

The present document describes message formats and procedures to communicate with oneM2M compliant M2M 1218 

Platform System. 1219 

The present document describes: 1220 

¶ Data representation for communication protocol messages. 1221 

¶ Normal and exceptional procedure. 1222 

¶ Status codes. 1223 

¶ Guidelines for drafting APIs. 1224 

For wide acceptance by industrial markets, the present document describes structured and non-structured data for 1225 

oneM2M Protocol using XML Schema Definition (XSD) language [3]. 1226 

The actual format of data in request and response messages partially depends on the applied protocol binding. Mapping 1227 

rules between the data formats defined in the present document types and protocol-specific native data formats are 1228 

specified in the protocol binding specifications TS-0008 [22], TS-0009 [23] and TS-0010 [24]. 1229 

The core data types of XML elements defined in the present document for use in oneM2M protocols shall use the 1230 

namespace: 1231 

¶ http://www.onem2m.org/xml/protocols. 1232 

Specializations of the <flexContainer> resource type (See clause 7.4.37) may employ a different target namespace. 1233 

The present document, and any XML or XML Schema Documents produced by oneM2M shall use the prefix m2m: to 1234 

refer to that namespace. 1235 

The XSD files referenced in the present document shall serve following purposes: 1236 

1) Provide an unambiguous definition of XML element names and data types used for 1237 

1) resource representations,  1238 

2) resource attributes, 1239 

3) Request and Response primitives (including Notification primitive), 1240 

4) parameters used in Request and Response primitives.  1241 

2) Help to identify and avoid that equivalent data types are defined multiple times with different names. 1242 

3) Provide a testable definition of the value range of data elements (e.g. allowed number range, allowed 1243 

characters or character patterns, allowed enumeration values). 1244 

NOTE 1: The XML schemas do not fully check the value ranges of all data elements. This particularly applies to 1245 

XML elements which represent string patterns (see Table 6.3.2-1). For full compliance with this 1246 

specification, an implementation shall respect both the schema definition and any additional constraints 1247 

given in the tables of data types defined in the present document. 1248 

4) Provide a testable definition of the presence of mandatory elements (minOccurs="1") and of cardinality of 1249 

data elements (e.g. maxOccurs="2") in XML representations of data objects (i.e. resource instantiations and 1250 

primitive parameters). 1251 

http://www.onem2m.org/xml/protocols
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NOTE 2: The XSD files referenced in the present document are intended to validate instantiations of complete 1252 

resources at the Hosting CSE. When requesting a CRUD operation and receiving the response, the 1253 

Content primitive parameter however typically includes partial representations of a resource. 1254 

Implementations compliant with this specification may employ modified versions of the XSD for schema-1255 

validation of partial resource representations. 1256 

5) Provide a testable definition of the correct sequence of occurrence of each element of a data object (where 1257 

correct sequence is required). 1258 

6) Enable the use of development tools that generate executable code for data object processing from the XSD. 1259 

7) Enable the use of XML development tools which allow automatic generation of valid templates for XML and 1260 

JSON objects, and validation of the compliance of any XML or JSON objects with the XSD.  1261 

Parameters and resource representations exchanged in primitives between oneM2M entities shall comply with data 1262 

formats defined in the present document based on the referred XSD documents. The present document defines 1263 

procedures for validation of received messages and the error handling in case of reception of non-compliant message 1264 

content. 1265 

NOTE 3: M2M implementations are required to validate the data received in incoming primitives in accordance 1266 

with the present document, but the present document does not intend to impose restrictions on 1267 

implementation of the validation procedures. In particular the validation procedure is not required to use 1268 

the XSD documents directly. 1269 

6.2 Addressing 1270 

6.2.1 Introduction 1271 

This clause describes the method of addressing oneM2M entities (e.g. AE or CSE) and oneM2M resources using 1272 

identifiers described in the oneM2M TS-0001 [6]. 1273 

6.2.2 Summary of oneM2M Identifiers 1274 

Table 6.2.2-1 shows the summary of M2M Identifiers defined in oneM2M TS-0001 [6]. 1275 

Table 6.2.2-1: M2M Identifiers 1276 

Identifier Data Type Description 

M2M-SP-ID m2m:ID 
(see clause 6.3.3) 

A globally unique ID as specified in [6] 

App-ID m2m:ID (see clause 
6.3.3) 

The identifier is specified in[6] 

AE-ID m2m:ID  
(see clause 6.3.3) 

A globally unique ID as specified in [6] 
 

CSE-ID m2m:ID  
(see clause 6.3.3) 

A globally unique ID as specified in [6] 
 

M2M-Node-ID m2m:nodeID 
(see clause 6.3.3) 

A globally unique ID as specified in[6] 

M2M-Sub-ID m2m:ID  
(see clause 6.3.3) 

A globally unique ID as specified in [6] 

M2M-Request-ID m2m:requestID 
(see clause 6.3.3) 

A unique ID as specified in [6] 

M2M-Ext-ID m2m:externalID 
(see clause 6.3.5) 

The identifier is specified in [6] 

UNetwork-ID m2m:ID  
(see clause 6.3.3) 

A unique ID as specified in [6] 

Trigger-Recipient-ID m2m:triggerRecipientID The identifier is specified in [6] 

Role-ID m2m:roleID 
(see clause 6.3.3) 

A globally unique ID as specified in [6] 

Token-ID m2m:tokenID  
(see clause 6.3.3) 

A globally unique ID as specified in [6] 
 

 1277 
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6.2.3 oneM2M Entity Addressing 1278 

The oneM2M entities (e.g. AE or CSE) are identified and addressable using M2M Identifiers. Since an M2M Identifier 1279 

is protocol independent, an IN-CSE shall accommodate address resolution functionality to get actual PoA addresses for 1280 

communicating with other M2M entities using a specific protocol binding.  1281 

The present document assumes each oneM2M entity has the CSE-PoA address of its Registrar CSE in advance. 1282 

When the oneM2M entity is communicating to another oneM2M entity , the address appearing in the oneM2M 1283 

primitive (e.g. From or To parameter) shall be the absolute form of AE-ID or CSE-ID defined in oneM2M TS-0001 [6].  1284 

The CSE-ID shall be assigned by M2M Service Provider. The syntax of CSE-ID is defined by following ABNF 1285 

notation [20]. 1286 

CSE- ID =  absolute - CSE- ID / SP - relative - CSE- ID 1287 

absolute - CSE- ID = M2M- SP- ID  SP - r elative - CSE- ID 1288 

M2M- SP- ID = "//" FQDN 1289 

SP- relative - CSE- ID = "/" 1*unreserved  1290 

unreserved = ( ALPHA / DIGIT )  *( ALPHA / DIGIT / " - "  / " . "  / " _")  1291 

FQDN = LABEL / (FQDN " . " LABEL)  1292 

LABEL = LC- ALPHA [ *(LC_ALPHANUM / " - "  ) LC - ALPHANUM ]  1293 

LC- ALPHANUM = %x61- 7A / DIGIT  1294 

LC- ALPHA = %x61- 7A 1295 

 1296 

EXAMPLE 1 Starts: 1297 

EXAMPLE: //myoperator.com/cse1   1298 

This is an example of an absolute-CSE-ID, "//myoperator.com" is the M2M-SP-ID and "/cse1" is the SP-relative 1299 

CSE-ID. 1300 

EXAMPLE 1 Ends: 1301 

The AE-ID is either assigned by the M2M Service Provider (S-type AE-ID Stem), or by the AE's Registrar CSE (C-1302 

Type Stem). 1303 

The syntax of AE-ID in ABNF notation [20] is as follows: 1304 

AE- ID = absolute - AE- ID / SP- relative - AE- ID  1305 

absolute - AE- ID = M2M- SP- ID SP - relative - AE- I D 1306 

SP- relative - AE- ID = (SP- relative - CSE- ID "/" C- AE- ID- Stem ) / ("/" S - AE- ID- Stem )  1307 

S- AE- ID- Stem = "S" SP - assigned - AE- ID- Stem 1308 

C- AE- ID- Stem = "C" CSE - assigned - AE- ID- Stem 1309 

SP- assigned - AE- ID- Stem = 1*unreserved  1310 

CSE- assigned - AE- ID- Stem = 1*unreserved  1311 

 1312 

EXAMPLE 2 Starts: 1313 

EXAMPLE: //myoperator.com/S563423  1314 

This is an example of an absolute-AE-ID that was assigned by the M2M-SP (//myoperator.com).  1315 

EXAMPLE: //myoperator.com/cse2/C3532ea3  1316 
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This is an example of an absolute AE-ID, which registered on the Registrar CSE //myoperator.com/cse2. 'C3532ea3' 1317 

is the AE-ID-Stem which is assigned by //myoperator.com/cse2. 1318 

EXAMPLE: /cse2/C3532ea3  1319 

This is the SP-relative version of the absolute AE-ID that is shown above. 1320 

EXAMPLE 2 Ends: 1321 

All M2M Identifiers are case-sensitive, so for example you could have two distinct CSEôs one called  1322 

//myoperator.com/cse1  and the other one called //myoperator.com/ Cse1.  1323 

Note that the M2M-SP-ID portion of an identifier contains the FQDN of the service provider. In general Domain 1324 

Names are case-insensitive, but the FQDN component of an M2M Identifier shall always use lowercase characters 1325 

as required by the ABNF and as shown in the examples given above. 1326 

6.2.4 oneM2M Resource Addressing 1327 

Authorized oneM2M entities can operate on a oneM2M resource by addressing the resource identifier as the target 1328 

address (i.e. To parameter) in a request primitive. There are two resource addressing methods: 1329 

1) Structured resource identifier (used in Hierarchical Addressing): the identifier is constructed as a relative path 1330 

from the CSEBase resource via parent resources. 1331 

2) Unstructured resource identifier (used in Non-hierarchical Addressing): the identifier uniquely identifies the 1332 

resource in the domain of its Hosting CSE. 1333 

Virtual resource addressing is specified in clause 6.8. 1334 

Furthermore each resource identifier can be expressed in either  1335 

a. CSE-relative format, or 1336 

b. SP-relative format, or 1337 

c. Absolute format 1338 

A single attribute of the targeted oneM2M resource shall be addressable adding the sub-address,(targeted - attribute -1339 

name) following a "#" character after the resource address. This sub-address representing an attribute name shall be the 1340 

short name (clause 8.2). 1341 

The syntax of the resource identifier in ABNF notion [20] is as follows: 1342 

resource - identifier = (structured - resource - identifier / unstructured - resource - identifier) [ "#" targeted -1343 
attribute - name ]  1344 

structured - resource - identifier = [CSE - ID "/"] first - segment *("/" resource - name) 1345 

first - segment = res ource - name / " - " / unstructured - CSE- relative - resource - identifier  1346 

unstructured - resource - identifier = [CSE - ID "/"] unstructured - CSE- relative - resource - identifier  1347 

unstructured - CSE- relative - resource - identifier = 1*unreserved  1348 

resource - name = 1*unreserved  1349 

If the resource-name is used in the first-segment production rule, it must be the resourceName of the <CSEBase> 1350 

resource. The character "-" (dash) can be used in the first-segment as a shortcut for the resourceName of the 1351 

<CSEBase> resource. 1352 

When including resource identifiers into the Content parameter of response primitives (clause 7.5.2), the resource 1353 

Hosting CSE shall use the CSE-relative format since the Originator knows the Hosting CSE ID. 1354 

All resource identifiers are case sensitive, so for example you could have two distinct resources one with identifier 1355 

cin00856 and the other one with identifier CIN00856. 1356 
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6.3 Common data types 1357 

6.3.1 Introduction 1358 

The following clauses (6.3.2 to 6.3.6) define the data format of resource attributes and parameters used in primitives. 1359 

All strings in oneM2M are case sensitive. Any primitive parameter or resource attribute name (or the name of any 1360 

element contained therein)  that has a datatype of xs:string or has a datatype derived from xs:string shall be treated as 1361 

case-sensitive. In particular: 1362 

¶ An AE or CSE shall preserve the case of the characters in any strings that it processes.  1363 

¶ Any comparison of strings (for example the comparison made when evaluating a Filter Operation) shall take 1364 

account of the case of the characters involved.  1365 

6.3.2 Simple data types incorporated from XML schema 1366 

The following 'built-in data types' defined in Table 6.3.2-1 are incorporated from XML Schema definition [3]. 1367 

Note that name space identifier for 'http://www.w3.org/2001/XMLSchema' shall be referred to using the prefix xs: in 1368 

the present document. 1369 

http://www.w3.org/2001/XMLSchema
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Table 6.3.2-1: Data Types incorporated from XML Schema 1370 

Data Type Description Notes 

xs:anyType A special complex type definition whose name is 
anyType in the XSD namespace, is present in each XSD 
schema. The definition of anyType serves as default type 
definition for element declarations whose XML 
representation does not specify one. 

 

xs:anySimpleType The anySimpleType is considered to have an 
unconstrained lexical space for all built-in simple 
datatypes. 

 

xs:string The string data type represents character strings in XML  

xs:boolean boolean represents the values of two-valued logic.  

xs:decimal decimal represents a subset of the real numbers, which 
can be represented by decimal numerals. The value 
space of decimal is the set of numbers that can be 
obtained by dividing an integer by a non-negative power 
of ten, i.e. expressible as i / 10 n where i and n are 
integers and n Ó 0. Precision is not reflected in this value 
space; the number 2.0 is not distinct from the number 
2.00. The order relation on decimal is the order relation 
on real numbers, restricted to this subset. 

 

xs:float The float data type is patterned after the IEEE single-
precision 32-bit floating point data type IEEE 754-2008 
[8]. Its value space is a subset of the rational numbers. 
Floating point numbers are often used to approximate 
arbitrary real numbers. 

 

xs:double The double data type is patterned after the IEEE 
double-precision 64-bit floating point data type 
IEEE 754-2008 [8]. Each floating point data type has a 
value space that is a subset of the rational numbers. 
Floating point numbers are often used to approximate 
arbitrary real numbers. 

 

xs:duration duration is a data type that represents durations of time.  

xs:hexBinary hexBinary represents arbitrary hex-encoded binary data.  

xs:base64Binary base64Binary represents arbitrary Base64-encoded 
binary data. For base64Binary data the entire binary 
stream is encoded using the Base64 Encoding defined in 
IETF RFC 4648 [9], which is derived from the encoding 
described in IETF RFC 2045 [10]. 

 

xs:anyURI anyURI represents an Internationalized Resource 
Identifier Reference (IRI). An anyURI value can be 
absolute or relative, and may have an optional fragment 
identifier (i.e. it may be an IRI Reference). This type 
should be used when the value fulfils the role of an IRI, 
as defined in IETF RFC 3987 [11] or its successor(s) in 
the IETF Standards Track. 

 

xs:normalizedString normalizedString represents white space normalized 
strings. The ·value space· of normalizedString is the set 
of strings that do not contain the carriage return (#xD), 
line feed (#xA) nor tab (#x9) characters. The lexical 
space· of normalizedString is the set of strings that do 
not contain the carriage return (#xD), line feed (#xA) nor 
tab (#x9) characters. The base type of normalizedString 
is string. 

 

xs:token token represents tokenized strings. The ·value space· of 
token is the set of strings that do not contain the carriage 
return (#xD), line feed (#xA) nor tab (#x9) characters, that 
have no leading or trailing spaces (#x20) and that have 
no internal sequences of two or more spaces. The lexical 
space· of token is the set of strings that do not contain 
the carriage return (#xD), line feed (#xA) nor tab (#x9) 
characters, that have no leading or trailing spaces (#x20) 
and that have no internal sequences of two or more 
spaces. The base type·of token is normalizedString. 

 

xs:NCName The·value space of NCName is the set of all strings 
which can be used as XML element names, omitting 
strings that contain ':' characters. 
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Data Type Description Notes 

xs:language language represents formal natural language identifiers, 
as defined by BCP 47 [12]. 

 

xs:integer integer is derived from decimal by fixing the value of 
fractionDigits·to be 0 and disallowing the trailing decimal 
point. This results in the standard mathematical concept 
of the integer numbers. The ·value space· of integer is 
the infinite set {...,-2,-1,0,1,2,...}. The ·base type of 
integer is decimal. 

 

xs:nonNegativeInteger nonNegativeInteger has a lexical representation 
consisting of an optional sign followed by a non-empty 
finite-length sequence of decimal digits (#x30-#x39). If 
the sign is omitted, the positive sign ('+') is assumed. If 
the sign is present, it shall be "+" except for lexical forms 
denoting zero, which may be preceded by a positive ('+') 
or a negative ('-') sign. For example: 1, 0, 
12678967543233, +100000. 

 

xs:positiveInteger positiveInteger is ·derived·  from nonNegativeInteger by 
setting the value of minInclusive·to be 1. This results in 
the standard mathematical concept of the positive integer 
numbers. The ·value space· of positiveInteger is the 
infinite set {1,2,...}. The base type·of positiveInteger is 
nonNegativeInteger. 

 

xs:unsignedLong unsignedLong is derived· from nonNegativeInteger by 
setting the value of ·maxInclusive· to  be 
18446744073709551615. The base type·of 
unsignedLong is nonNegativeInteger. 

 

xs:unsignedInt unsignedInt is ·derived·from unsignedLong by setting the 
value of·maxInclusive·to be 4294967295. The base 
type·of unsignedInt is unsignedLong. 

 

xs:unsignedShort unsignedShort is ·derived· from unsignedInt by setting 
the value of maxInclusive· to be 65535. The ·base 
type·of unsignedShort is unsignedInt. 

 

 1371 

6.3.3 oneM2M simple data types 1372 

Table 6.3.3-1 describes oneM2M-specific simple data type definitions. XML Schema data type definitions for these 1373 

data types can be found in the XSD file called CDT-commonTypes-v2_11_0.xsd. 1374 

The types in table 6.3.3-1 are either: 1375 

¶ Atomic data types derived from XML Schema data types by restrictions (other than enumeration) or union. 1376 

¶ List data types constructed from other XML Schema or oneM2M-defined atomic data types. 1377 

The oneM2M-defined enumeration data types are defined in clause 6.3.4. 1378 
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Table 6.3.3-1: oneM2M Simple Data Types 1379 

XSD type name Type Name Examples Description 

m2m:resourceName Resource name  myLightBulb 
123Sensor 
 

Used for resource name 
attribute. Can be formed 
by  (ALPHA / DIGIT) 
*(ALPHA / DIGIT / "-" / "." 
/ "_") as described in 
6.2.3. 

m2m:ID Generic ID //globalm2m.org Used to represent 
generic IDs generated 
and used within oneM2M 
(M2M-SP-ID) 

//globalm2m.org/C190XX7T (CSE-ID) 

//globalm2m.org/CSE1/123A38ZZY (AE-ID) 

m2m:nodeID Node ID urn:gsma:imei:90420156-025763-
0;svn=42 

Used for Node IDs. The 
constraints on this type 
are different from those 
on Generic IDs 
(IMEI as node ID) 

m2m:deviceID Device ID urn:dev:ops:012345-
Set%2DTop%2DBox-0123456789 

A Device ID uniquely 
identifies a device using 
a URN. The format of the 
URN is one of IETF RFC 
4122([35]) UUID, OPS 
URN, OS URN, IMEI 
URN, ESN URN, or 
MEID URN.A  

m2m:externalID M2M-EXT-ID urn:gsma:imei:90420156-025763-
0;vers=0 

The External Identifier 
allows the Underlying 
Network to identify the 
M2M Device (e.g. ASN, 
MN) associated with the 
CSE-ID.In 3GPP case, 
the accessID is mapped 
to External Identifier as 
specified in TS 23.003 
[17]. 

m2m:requestID Request ID ab3f124a, CSE1/98821 Used for Request IDs. 
This type may include the 
ID of the target CSE as 
well as a part that varies 
for each ID 

m2m:nhURI Non Hierarchical 
Identifier 

/CSE090112/ C190XX7T Used where a resourceID 
is required to be non-
hierarchical 

m2m:acpType List of ACP Resource 
IDs 

//IN-
CSEID.m2m.myoperator.org/93405 

Used to represent a list 
of AccessControlPolicy 
identifiers.  

m2m:labels list of xs:token printers networkwifi1 home_energy A list of tokens used as 
keys for discovering 
resources (searching wifi 
connected printer from 
vendor 1) 

m2m:triggerRecipientID Trigger Recipient 
Identifier 

3010 Used when device 
triggering services are 
requested from the 
Underlying Network, to 
identify an instance of an 
ASN/MN-CSE on an 
execution environment, 
to which the trigger is 
routed. Defined as port 
number in the range 0 to 
65535. 

m2m:listOfM2MID List of M2M identifiers  xs:list of elements of data 
type m2m:ID 

m2m:listOfMinMax List of Time Limits 10  2560  xs:list of two xs:long 
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values defining min and 
max limits of time 
intervals in units of 
milliseconds (value -1 
representing infinite time) 

    

m2m:ipv4 IPv4 address string 
with optional CIDR 
suffix 

10.125.0.0/16,122.77.12.1 Used in 
m2m:accessControlRules 
specified in the section 
6.3.5.27 

m2m:ipv6 IPv6 address string 
with optional CIDR 
suffix 

::/0,  Fadf:ddd0::/32,  
abcd:ffff:abb0:aaaa::/64 

Used in 
m2m:accessControlRules 
specified in the section 
6.3.5.27 

m2m:countryCode Country Code KR 2-character country code 
as defined by ISO 3166-1 
[40] 

m2m:poaList List of PointOfAccess 
strings 

http://172.25.0.10:8080, 
coap://m2m.sp.com:5683, 
mqtt://172.25.0.10:1883 

list of xs:string. Each 
pointOfAccess entry in 
list is represented as a 
string containing the 
underlying transport 
protocol as well as the IP 
address and port (or an 
FQDN in all lowercase).  

m2m:timestamp Time stamp string 20141003T112032 DateTime string using 
'Basic Format' specified 
in ISO8601 [27]. Time 
zone shall be interpreted 
as UTC timezone. See 
below for more details. 

m2m:absRelTimestamp absolute or relative 
time stamp string 

20141003T112032 (absolute time),or 
3600000 (relative time) 

defined as xs:union of 
m2m:timestamp and 
xs:duration data types 

m2m:typeOfContent Type of Content application/xml The media type shall be 
an IANA registered 
Media Types name, or an 
experimental Media Type 
(See [26]) ':' 

m2m:serializations Serialization types application/xml application/json 
application/cbor 

A list of IANA registered 
media types that can be 
used for serialization of 
primitives. The permitted 
values are  

¶ application/xml 

¶ application/json 

¶ application/cbor  

m2m:contentInfo Content Information application/xml:1 
application/xml:1:0 
application/xml:1:5 

A string consisting of a 
media type followed by a 
m2m:encodingType and 
optional 
m2m:contentSecurity, 
each separated by ':' 
character. If the 
m2m:contentSecurity 
value is not present, then 
the preceding ':' shall 
also be not present. If the 
m2m:contentSecurity 
value is not present then 
this has the same 
interpretation as a value 
of 0 for 
m2m:contentSecurity. 
See note. 

m2m:eventCat Event Category 2 Either 
1. One of the values 

from 
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m2m:stdEventC
ats or 

2. A user-defined 
category in the 
range 100-999 

m2m:eventCatWithDef Event Category with 
default 

0 Either 
1. A value from 

m2m:eventCat , 
or 

2. The value 0 which 
has the special 
meaning 
"default" 

m2m:listOfEventCat List of (applicable) 
Event Categories 

1 101 

 
xs:list of elements of data 
type m2m:eventCat 

m2m:listOfEventCatWithDef List of 
m2m:eventCatWithDe
f 

0 1 101  

m2m:scheduleEntry Schedule Entry * 0-5 2,6,10 * * * *  The string is used to 
describe a duration of 
enablement. The string 
format is described in 
clause 0 

m2m:attributeList List of xs:NCName poa rr Used for the Content 
parameter of Retrieve 
request primitives and in 
m2m:eventNotificationCri
teria. Attributes 
represented with their 
short names. 

m2m:roleID Role-ID 1234abcd@role-issuer.com A string pattern 
consisting of a name (the 
issuerRelativeID) and an 
FQDN in all lowercase  
(the issuerID) separated 
by the ó@' character, not 
including any whitespace 
characters. The 
issuerRelativeID shall be 
comprised of any 
combination of the 
Roman alphabet, 
numerals, '.', '_' and '-' 
characters. 

m2m:descriptorRepresentation Semantic content 
representation 

application/rdf+xml:1 A string consisting of a 
media type followed by a 
m2m:encoding separated 
by ':' character. The only 
permitted value is 
application/rdf+xml:1 

m2m:sparql SPARQL content SELECT ?functionality  
WHERE {   
?functionality rdf:type 
base:Measuring. 
 ?functionality base:refersTo ?aspect. 
?aspect rdf:type 
instance:Temperature  } 

The string is used for 
SPARQL content, e.g. in 
semanticsFilter 

 m2m:missingDataList List of  
absolute timestamp or 
list of relative 
timestamp 
 
 
 
 
 

absolute time: 
20141103T111832 ,   
20141103T112435 , 
20141103T113633 
or 
relative time: 
10000 ,  
10005 , 
10020 

Used for storing the time 
information of missing 
data points in Time 
Series. 
defined as xs:union of list 
of m2m:timestamp and 
list of xs:duration data 
types 

m2m:tokenID Token-ID 1234abcd@token-issuer.com A string pattern 
consisting of a name (the 



 © oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC) Page 36 of 327 
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1. 

issuerRelativeID) and an 
FQDN in all lowercase  
(the issuerID) separated 
by the ó@' character, not 
including any whitespace 
characters. See 
constraints above for the 
issuerRelativeID. 

m2m:dynAuthJWT JSON Web Token  
(JWT), which uses 
either JSON Web 
Encryption (JWE) 
Compact Serialization 
JSON Web Signature 
(JWS) Compact 
Serialization 

See m2m:e2eCompactJWE and 
m2m:e2eCompactJWS 

Defined as xs:union of 
m2m:e2eCompactJWE 
and 
m2m:e2eCompactJWS 

m2m:e2eCompactJWS JSON Web Signature 
(JWS) Compact 
Serialization, used in 
End-to-End Security 
Features TS-0003 [7] 

eyJ0eXAiOiJK. 
eyJpc3MiOiJqb2UiLA0KIC. 
dBjftJeZ4CVP 
 
(line breaks for display purposes 
only) 

Of the form [a].[b].[c], 
where components [a] 
and [c] are non-empty, 
while component [b] can 
be either empty or not 
empty. When not empty, 
each component is 
base64url encoded (IETF 
RFC 4648 [9]). See [i.7] 

m2m:e2eCompactJWE JSON Web Encryption 
(JWE) Compact 
Serialization, used in 
End-to-End Security 
Features TS-0003 [7] 

eyJ0eXAiOiJK. 
eyJpc3MiOiJqb2UiLA0KIC. 
dBjftJeZ4CVP. 
5eym8TW_c8SuK. 
SdiwkIr3a. 
XFBoMYUZo 
 
(line breaks for display purposes 
only) 
 

Of the form 
[a].[b].[c].[d].[e], where 
components [a] and [d] 
are non-empty, while 
components [b],[c] and 
[e] can be empty or not 
empty. When not empty, 
each component is 
base64url encoded (IETF 
RFC 4648 [9]). See [i.8] 

NOTE: The media type and m2m:encodingType in m2m:contentInfo describe the content data to which the End-to-End 
Security of Data (ESData) processing, if any, was applied as indicated by m2m:contentSecurity. The 
m2m:contentInfo indicates a sequence of processes to be applied to the content after being obtained from the 
CSE. First, the ESData processing (if any) as indicated by m2m:contentSecurity is applied. The result of this 
processing then has transfer decoding (if any) applied as indicated by m2m:encodingType. The result of this 
processing is then processed according to the media type. 

 1380 

The m2m:timestamp datatype uses ISO8601 [27] Complete Representation using the Basic Format as described here: 1381 

¶ The timestamp shall be a string containing Year, Month, Day, Hours, Minutes and Seconds components using 1382 

the format YYYYMMDDThhmmss as defined in [27]. In this representation the character "T" is to indicate 1383 

the start of the time of day portion.   1384 

¶ All these components shall appear in the string; reduced representations are not permitted. 1385 

¶ The Seconds component may optionally contain a decimal fraction. In this case the string shall contain two 1386 

integer digits, followed by a comma and then one or more fractional digits, up to a maximum of six. For 1387 

example YYYYMMDDThhmmss,ssssss 1388 

¶ The timestamp string shall not contain Timezone information. All timestamps shall be interpreted as being in 1389 

UTC. 1390 

A receiving or Hosting CSE shall accept a timestamp that contains fractional seconds, but it need not act on a timestamp 1391 

with the level of precision that is implied by its fractional part. For example it is acceptable for a Hosting CSE to round 1392 

up an expiration time when interpreting it. 1393 

NOTE 1: Care should be taken when developing an application that compares timestamps. This is because AE's and 1394 

CSE's are not required to have their clocks synchronized. 1395 

NOTE 2: As the m2m:timestamp is expressed in UTC, an AE has to be aware of the Timezone in which it is 1396 

operating if it is to be able to relate the timestamp to its local time. 1397 
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6.3.4 oneM2M enumerated data types 1398 

6.3.4.1 Introduction 1399 

The oneM2M Enumeration Types are defined as extension from 'enumeration type' which is defined in XML Schema 1400 

definition [3]. The oneM2M Enumeration Types are based on <xs:integer>, and the numeric values are interpreted as 1401 

specified in clause 6.3.4.2. Table 6.3.4.1-1 shows the example of Enumeration Type definition for m2m:enumFooType. 1402 

Table 6.3.4.1-1: Example of oneM2M Enumeration Type Definition 1403 

Value Interpretation Note 

1 Interpretation-1  

2 Interpretation-2  

3 Interpretation-3  

NOTE: See clause x.x.x "title of clause"  

 1404 

The oneM2M Enumeration Type definition shall be implemented as part of  1405 

CDT-enumeration-v2_11_0 .xsd. Figure 6.3.4.1-1 shows the example of XSD representation of 'm2m:enumFooType'. 1406 

 1407 

Figure 6.3.4.1-1: Example of XSD version of oneM2M Enumeration Type 1408 

<xs:simpleType  name="enum FooType" > 

 <xs:restriction  base ="xs:integer" > 

  <xs:enumeration  value ="1" />  

  <xs:enumeration  value ="2" />  

  <xs:enumeration  value ="3" />  

 </xs:restriction>  

</xs:simpleType>  
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6.3.4.2 Enumeration type definitions 1409 

6.3.4.2.1 m2m:resourceType 1410 

Table 6.3.4.2.1-1: Interpretation of resourceType 1411 

Value Interpretation Note 

1 accessControlPolicy  

2 AE  

3 container  

4 contentInstance  

5 CSEBase  

6 delivery  

7 eventConfig  

8 execInstance  

9 group  

10 locationPolicy  

11 m2mServiceSubscriptionProfile  

12 mgmtCmd  

13 mgmtObj  

14 node  

15 pollingChannel  

16 remoteCSE  

17 request  

18 schedule  

19 serviceSubscribedAppRule  

20 serviceSubscribedNode  

21 statsCollect  

22 statsConfig  

23 subscription  

24 semanticDescriptor  

25 notificationTargetMgmtPolicyRef  

26 notificationTargetPolicy  

27 policyDeletionRules  

28 flexContainer  

29 timeSeries  

30 timeSeriesInstance  

31 role  

32 token  

33 trafficPattern  

34 dynamicAuthorizationConsultation  

10001 accessControlPolicyAnnc  

10002 AEAnnc  

10003 containerAnnc  

10004 contentInstanceAnnc  

10009 groupAnnc  

10010 locationPolicyAnnc  

10013 mgmtObjAnnc  

10014 nodeAnnc  

10016 remoteCSEAnnc  

10018 scheduleAnnc  

10024 semanticDescriptorAnnc  

10028 flexContainerAnnc  

10029 timeSeriesAnnc  

10030 timeSeriesInstanceAnnc  

10033 trafficPatternAnnc  

10034 dynamicAuthorizationConsultationAnnc  

NOTE: See clause 6.4.1 "Request message parameter data types". 

 1412 

6.3.4.2.2 m2m:cseTypeID 1413 

Used for cseType attribute of <CSEBase> resource. 1414 
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Table 6.3.4.2.2-1: Interpretation of cseTypeID 1415 

Value Interpretation Note 

1 IN_CSE  

2 MN_CSE  

3 ASN_CSE  

NOTE: See clause 7.4.4 "Resource Type remoteCSE".  

 1416 

6.3.4.2.3 m2m:locationSource 1417 

Used for locationSource attribute of <locationPolicy> resource. 1418 

Table 6.3.4.2.3-1: Interpretation of locationSource 1419 

Value Interpretation Note 

1 Network_based  

2 Device_based  

3 Sharing_based  

NOTE: See clause 7.4.10 "Resource Type locationPolicy".  

 1420 

6.3.4.2.4 m2m:stdEventCats 1421 

Used for ec parameter in request and eventCat attribute of <delivery> resource and cmdh policy resource types. 1422 

Table 6.3.4.2.4-1: Interpretation of stdEventCats 1423 

Value Interpretation Note 

2 Immediate  

3 BestEffort  

4 Latest  

NOTE: See clause 7.4.11 "Resource Type delivery" and Annex D.12 "Resource cmdhPolicy".  

 1424 

6.3.4.2.5 m2m:operation 1425 

Used for Operation parameter in request and operation attribute in <request> resource as well as operationMonitor. 1426 

Table 6.3.4.2.5-1: Interpretation of operation 1427 

Value Interpretation Note 

1 Create  

2 Retrieve  

3 Update  

4 Delete  

5 Notify  

NOTE: See clause 6.4.1 "Request message parameter data types". 

 1428 

6.3.4.2.6 m2m:responseType 1429 

Used for Response Type parameter (as a part of responseTypeInfo, see Clause 6.3.5.30) in request. 1430 

Table 6.3.4.2.6-1: Interpretation of responseType 1431 

Value Interpretation Note 

1 nonBlockingRequestSynch  

2 nonBlockingRequestAsynch  

3 blockingRequest  

4 flexBlocking  

NOTE: See clause 6.4.1 "Request message parameter data types". 

 1432 
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6.3.4.2.7 m2m:resultContent 1433 

Used for Result Content parameter in request. 1434 

Table 6.3.4.2.7-1: Interpretation of resultContent 1435 

Value Interpretation Note 

0 nothing  

1 attributes  

2 hierarchical address  

3 hierarchical address and attributes  

4 attributes and child resources  

5 attributes and child resource 
references 

 

6 child resource references  

7 original resource  

8 child resources  

9 modified attributes  

NOTE: See clause 6.4.1 "Request message parameter data types".  

 1436 

6.3.4.2.8 m2m:discResType 1437 

Used in metaInformation attribute in <request> resource 1438 

Table 6.3.4.2.8-1: Interpretation of discResType 1439 

Value Interpretation Note 

1 structured  

2 unstructured  

NOTE: See clause 6.4.1 "Request message parameter data types".  

 1440 

6.3.4.2.9 m2m:responseStatusCode 1441 

See clause 6.6.3 "Current Response Status Codes". 1442 

Table 6.3.4.2.9-1: Interpretation of responseStatusCode 1443 

Value Interpretation Note 

('Numeric Code' in Clause 6.6.3) ('Description' in clause 6.6.3)  

 1444 

6.3.4.2.10 m2m:requestStatus 1445 

Used for requestStatus attribute in <request> resource. 1446 

Table 6.3.4.2.10-1: Interpretation of requestStatus 1447 

Value Interpretation Note 

1 COMPLETED  

2 FAILED  

3 PENDING  

4 FORWARDED  

5 PARTIALLY_COMPLETED  

NOTE: See clause 7.4.12 "Resource Type request".  

 1448 

6.3.4.2.11 m2m:memberType 1449 

Used for memberType attribute in <group> resource. 1450 
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Table 6.3.4.2.11-1: Interpretation of memberType 1451 

Value Interpretation Note 

0 mixed A mixture of all the resource 
types (except mixed itself). 

1 accessControlPolicy  

2 AE  

3 container  

4 contentInstance  

5 CSEBase  

6 delivery  

7 eventConfig  

8 execInstance  

9 group  

10 locationPolicy  

11 m2mServiceSubscription  

12 mgmtCmd  

13 mgmtObj  

14 node  

15 pollingChannel  

16 remoteCSE  

17 request  

18 schedule  

19 serviceSubscribedAppRule  

20 serviceSubscribedNode  

21 statsCollect  

22 statsConfig  

23 subscription  

24 semanticDescriptor  

25 notificationTargetMgmtPolicyRef  

26 notificationTargetPolicy  

27 policyDeletionRules  

28 flexContainer  

29 timeSeries  

30 timeSeriesInstance  

31 role  

32 token  

33 trafficPattern  

34 dynamicAuthorizationConsultation  

10001 accessControlPolicyAnnc  

10002 AEAnnc  

10003 containerAnnc  

10004 contentInstanceAnnc  

10009 groupAnnc  

10010 locationPolicyAnnc  

10013 mgmtObjAnnc  

10014 nodeAnnc  

10016 remoteCSEAnnc  

10018 scheduleAnnc  

10024 semanticDescriptorAnnc  

10028 flexContainerAnnc  

10029 timeSeriesAnnc  

10030 timeSeriesInstanceAnnc  

10033 trafficPatternAnnc  

10034 dynamicAuthorizationConsultationAnnc  

20001 oldest  

20002 latest  

NOTE: See clause 7.4.13 "Resource Type group".  

 1452 

6.3.4.2.12 m2m:consistencyStrategy 1453 

Used for consistencyStrategy attribute in <group> resource. 1454 
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Table 6.3.4.2.12-1: Interpretation of consistencyStrategy 1455 

Value Interpretation Note 

1 ABANDON_MEMBER  

2 ABANDON_GROUP  

3 SET_MIXED  

NOTE: See clause 7.4.13 "Resource Type group". 

 1456 

6.3.4.2.13 m2m:cmdType 1457 

Used for cmdType attribute in <mgmtCmd> resource. 1458 

Table 6.3.4.2.13-1: Interpretation of cmdType 1459 

Value Interpretation Note 

1 RESET  

2 REBOOT  

3 UPLOAD  

4 DOWNLOAD  

5 SOFTWAREINSTALL  

6 SOFTWAREUNINSTALL  

7 SOFTWAREUPDATE  

NOTE: See clause 7.4.16 "Resource Type mgmtCmd". 

 1460 

6.3.4.2.14 m2m:execModeType 1461 

Used for execModeType attribute in <mgmtCmd> and <execInstance> resource. 1462 

Table 6.3.4.2.14-1: Interpretation of execModetType 1463 

Value Interpretation Note 

1 IMMEDIATEONCE  

2 IMMEDIATEREPEAT  

3 RANDOMONCE  

4 RANDOMREPEAT  

NOTE: See clause 7.4.16 "Resource Type mgmtCmd" and Clause 7.4.17 "Resource Type execInstance". 

 1464 

6.3.4.2.15 m2m:execStatusType 1465 

Used for execStatusType attribute in <execInstance> resource. 1466 

Table 6.3.4.2.15-1: Interpretation of execStatusType 1467 

Value Interpretation Note 

1 INITIATED  

2 PENDING  

3 FINISHED  

4 CANCELLING  

5 CANCELLED  

6 STATUS_NON_CANCELLABLE  

NOTE: See clause 7.4.17 "Resource Type execInstance".  

 1468 

6.3.4.2.16 m2m:execResultType 1469 

Used for execResultType attribute in <execInstance> resource. 1470 
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Table 6.3.4.2.16-1: Interpretation of execResultType 1471 

Value Interpretation Note 

0 STATUS_SUCCESS  

1 STATUS_REQUEST_UNSUPPORTED  

2 STATUS_REQUEST DENIED   

3 STATUS_CANCELLATION_DENIED  

4 STATUS_INTERNAL_ERROR  

5 STATUS_INVALID_ARGUMENTS  

6 STATUS_RESOURCES_EXCEEDED  

7 STATUS_FILE_TRANSFER_FAILED  

8 STATUS_FILE_TRANSFER_SERVER_AUTHENTICATION_FAILURE  

9 STATUS_UNSUPPORTED_PROTOCOL  

10 STATUS_UPLOAD_FAILED  

11 STATUS_FILE_TRANSFER_FAILED_MULTICAST_GROUP_UNABLE_JOIN  

12 STATUS_FILE_TRANSFER_FAILED_SERVER_CONTACT_FAILED  

13 STATUS_FILE_TRANSFER_FAILED_FILE_ACCESS_FAILED  

14 STATUS_FILE_TRANSFER_FAILED_DOWNLOAD_INCOMPLETE  

15 STATUS_FILE_TRANSFER_FAILED_FILE_CORRUPTED  

16 STATUS_FILE_TRANSFER_FILE_AUTHENTICATION_FAILURE  

19 STATUS_FILE_TRANSFER_WINDOW_EXCEEDED  

20 STATUS_INVALID_UUID_FORMAT  

21 STATUS_UNKNOWN_EXECUTION_ENVIRONMENT  

22 STATUS_DISABLED_EXECUTION_ENVIRONMENT  

23 STATUS_EXECUTION_ENVIRONMENT_MISMATCH  

24 STATUS_DUPLICATE_DEPLOYMENT_UNIT  

25 STATUS_SYSTEM_RESOURCES_EXCEEDED  

26 STATUS_UNKNOWN_DEPLOYMENT_UNIT  

27 STATUS_INVALID_DEPLOYMENT_UNIT_STATE  

28 STATUS_INVALID_DEPLOYMENT_UNIT_UPDATE_DOWNGRADE_DISALLOWED  

29 STATUS_INVALID_DEPLOYMENT_UNIT_UPDATE_UPGRADE_DISALLOWED  

30 STATUS_INVALID_DEPLOYMENT_UNIT_UPDATE_VERSION_EXISTS  

31 STATUS_NOT_FINISHED  

NOTE: See clause 7.4.16 "Resource Type mgmtCmd". 

 1472 

6.3.4.2.17 m2m:pendingNotification 1473 

This is used for pendingNotification attribute in <subscription> resource. 1474 

Table 6.3.4.2.17-1: Interpretation of pendingNotification 1475 

Value Interpretation Note 

1 sendLatest  

2 sendAllPending  

NOTE: See clause 7.4.8 "Resource Type subscription".  

 1476 

6.3.4.2.18 m2m:notificationContentType 1477 

Table 6.3.4.2.18-1: Interpretation of notificationContentType 1478 

Value Interpretation Note 

1 All Attributes  

2 Modefied Attributes  

3 ResourceID  

NOTE: See clause 7.4.8 "Resource Type subscription". 

 1479 

6.3.4.2.19 m2m:notificationEventType  1480 

Used for eventNotificationCriteria conditions. 1481 
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Table 6.3.4.2.19-1: Interpretation of notificationEventType 1482 

Value Interpretation Note 

1 Update_of_Resource Default 

2 Delete_of_Resource  

3 Create_of_Direct_Child_Resource  

4 Delete_of_Direct_Child_Resource  

5 Retrieve_of_Container_Resource_With_No_Child_Resource Context : a RETRIEVE request 
targets a subscribed-to 
<container> resource with the 
Result Content parameter set 
to either "child-resources" or 
"attributes+child-resources". 
A notification is initiated if the 
<contentInstance> child 
resource is obsolete or not 
present in the targeted parent 
resource. 

 1483 

6.3.4.2.20 m2m:status 1484 

This is used for [software], [firmware] resources. 1485 

Table 6.3.4.2.20-1: Interpretation of status 1486 

Value Interpretation Note 

1 Successful  

2 Failure  

3 In_Process  

NOTE: See clause D.2, D.3 firmware and software management. 

 1487 

6.3.4.2.21 m2m:batteryStatus 1488 

This is used for [battery] resource. 1489 

Table 6.3.4.2.21-1: Interpretation of batteryStatus 1490 

Value Interpretation Note 

1 NORMAL The battery is operating normally and 
not on power. 

2 CHARGING The battery is currently charging. 

3 CHARGING_COMPLETE The battery is fully charged and still on 
power. 

4 DAMAGED The battery has some problem. 

5 LOW_BATTERY The battery is low on charge. 

6 NOT_INSTALLED The battery is not installed. 

7 UNKNOWN The battery information is not 
available. 

NOTE: See annex D.7 battery management. 

 1491 

6.3.4.2.22 m2m:mgmtDefinition 1492 

This is used for <mgmtObj> resource. 1493 
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Table 6.3.4.2.22-1: Interpretation of mgmtDefinition 1494 

Value Interpretation Note 

1001 [firmware]  

1002 software  

1003 memory  

1004 areaNwkInfo  

1005 areaNwkDeviceInfo  

1006 battery  

1007 deviceInfo  

1008 deviceCapability  

1009 reboot  

1010 eventLog  

1011 cmdhPolicy  

1012 activeCmdhPolicy  

1013 cmdhDefaults  

1014 cmdhDefEcValue  

1015 cmdhEcDefParamValues  

1016 cmdhLimits  

1017 cmdhNetworkAccessRules  

1018 cmdhNwAccessRule  

1019 cmdhBuffer  

0 Unspecified Permits vendor-specific extensions 

NOTE: See clause 7.4.15 mgmtObj. 

 1495 

6.3.4.2.23 m2m:logTypeId 1496 

Used for the logTypeId attribute of [eventLog] Management Resource. 1497 

Table 6.3.4.2.23-1: Interpretation of logTypeId 1498 

Value Interpretation Note 

1 System  

2 Security  

3 Event  

4 Trace  

5 Panic  

 1499 

6.3.4.2.24 m2m:logStatus 1500 

Used for the logStatus attribute of [eventLog] Management Resource. 1501 

Table 6.3.4.2.24-1: Interpretation of logStatus 1502 

Value Interpretation Note 

1 Started The logging activity is started 

2 Stopped The logging activity is stopped 

3 Unknown The current status of the logging 
activity is unknown. 

4 NotPresent The log data is not present and the 
logData attribute shall be ignored. 

5 Error Error conditions for the logging 
activities, and the logging is stopped. 

 1503 

6.3.4.2.25 m2m:eventType 1504 

Used for eventType attribute in <eventConfig> resource. 1505 
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Table 6.3.4.2.25-1: Interpretation of eventType 1506 

Value Interpretation Note 

1 DATAOPERATION  

2 STORAGEBASED  

3 TIMERBASED  

NOTE: See clause 7.4.24 "Resource Type eventConfig". 

 1507 

6.3.4.2.26 m2m:statsRuleStatusType 1508 

Used for statsRuleStatusType attribute in <statsCollect> resource. 1509 

Table 6.3.4.2.26-1: Interpretation of statsRuleStatusType 1510 

Value Interpretation Note 

1 ACTIVE  

2 INACTIVE  

NOTE: See clause 7.4.25 "Resource Type statsCollect". 

 1511 

6.3.4.2.27 m2m:statModelType 1512 

Used for statModelType attribute in <statsCollect> resource. 1513 

Table 6.3.4.2.27-1: Interpretation of statModelType 1514 

Value Interpretation Note 

1 EVENTBASED  

NOTE: See clause 7.4.25 "Resource Type statsCollect". 

 1515 

6.3.4.2.28 m2m:encodingType 1516 

Used for describing encoding type which is applied on the content attribute of the contentInstance resource. 1517 

Table 6.3.4.2.28-1: Interpretation of encodingType 1518 

Value Interpretation Note 

0 Plain - no transfer encoding is applied  

1 base64 encoding (see [9]) is applied 
on string data  

 

2 base64 encoding (see [9]) is applied 
on binary data 

 

 1519 

6.3.4.2.29 m2m:accessControlOperations 1520 

Used for accessControlPolicys. 1521 

Table 6.3.4.2.29-1: Interpretation of accessControlOperations 1522 

Value Interpretation Note 

1 CREATE  

2 RETRIEVE  

4 UPDATE  

8 DELETE  

16 NOTIFY  

32 DISCOVERY  

NOTE: Combinations of these values are specified by adding them together. For example the value 5 is 
interpreted as "CREATE and UPDATE". 

 1523 
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6.3.4.2.30 Void 1524 

6.3.4.2.31 m2m:filterUsage 1525 

Used in m2m:filterCriteria. 1526 

Table 6.3.4.2.31-1: Interpretation of filterUsage 1527 

Value Interpretation Note 

1 Discovery Criteria  

2 Conditional Retrieval This is the default value when the 

filterUsage condition is not present in 

a Retrieve request. 

3 IPE On-demand Discovery  

 1528 

6.3.4.2.32 m2m:notificationTargetPolicyAction 1529 

Table 6.3.4.2.32-1: Interpretation of notificationTargetPolicyAction 1530 

Value Interpretation Note 

1 accept request  

2 reject request  

3 seek authorization from subscription 
originator before responding 

 

4 inform the subscription originator 
without taking any action 

 

 1531 

6.3.4.2.33 m2m:logicalOperator 1532 

Table 6.3.4.2.33-1: Interpretation of logicalOperator 1533 

Value Interpretation Note 

1 AND operation  

2 OR operation  

 1534 

6.3.4.2.34 m2m:filterOperation 1535 

Used in m2m:filterCriteria. 1536 

Table 6.3.4.2.34-1: Interpretation of filterOperation 1537 

Value Interpretation Note 

1 Logical AND This is the default value when the 
filterOperation condition is not present 
in filterCriteria. 

2 Logical OR  

 1538 

6.3.4.2.35 m2m:securityInfoType 1539 

Used in m2m:securityInfo. 1540 
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Table 6.3.4.2.35-1: Interpretation of securityInfoType 1541 

Value Interpretation Note 

1 Dynamic Authorization Request  

2 Dynamic Authorization Response  

3 receiverESPrimRandObject Request  

4 receiverESPrimRandObject Response  

5 ESPrim Object   

6 ESCertKE Message  

 1542 

6.3.4.2.36 m2m:allJoynDirection 1543 

Used for direction attribute of [allJoynApp] resource. 1544 

Table 6.3.4.2.36-1: Interpretation of allJoynDirection 1545 

Value Interpretation Note 

1 AllJoyn_to_oneM2M  

2 oneM2M_to_AllJoyn  

NOTE: See J.6 "Resource type [allJoynApp]". 

 1546 

6.3.4.2.37 m2m:contentFilterSyntax 1547 

Used for contentFilterSyntax element in Filter Criteria  primitive parameter. 1548 

Table 6.3.4.2.37-1: Interpretation of contentFilterSyntax 1549 

Value Interpretation Note 

1 JSON_PATH_SYNTAX 'jsonpath' query syntax. See Annex K.2 
of oneM2M TS-0001 [6] for information 
about the jsonpath syntax. 

 1550 

6.3.4.2.38 m2m:contentSecurity 1551 

Used in m2m:contentInfo. 1552 

Table 6.3.4.2.38-1: Interpretation of contentSecurity 1553 

Value Interpretation Note 

0 ESData has not been applied to the content data.  

1 ESData using JWE and/or JWS with Compact Serialization has been applied to the content data with no 
subsequent transfer encoding. See note 2. 

See Note 3  

2 ESData using JWE and/or JWS with JSON Serialization has been applied to the content data with no 
subsequent transfer encoding.  

See Note 4 

3 ESData using JWE and/or JWS with JSON Serialization has been applied to the content data and 
subsequent base64 encoding (see [9]) has been applied.  

See Note 4 

4 ESData using XML encryption and/or XML-Signature has been applied to the content data has been 
applied with no subsequent transfer encoding.   

See Note 5 

5 ESData using XML encryption and/or XML-Signature has been applied to the content data and 
subsequent base64 encoding (see [9]) has been applied.  

See Note 5 

NOTE 1: See oneM2M TS-0003 [7] for details on these security protocols 
NOTE 2: JWE and/or JWS with Compact Serialization is almost entirely base64URL encoded by default - see 

m2m:e2eCompactJWS and m2m:e2eCompactJWE in Table 6.3.3. Consequently, there is no option for additional base64 
encoding of JWE and/or JWS with Compact Serialization. 

NOTE 3: The ESData envelope (see oneM2M TS-0003 [7]) in this case has media type application/jose. 
NOTE 4: The ESData envelope in this case has media type application/jose+json. 
NOTE 5: The ESData envelope in this case has media type application/xenc+xml or application/xml (the latter is the media type for 

XML Signature). 

 1554 
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6.3.4.2.39 m2m:suid 1555 

Used in m2m:e2eSecInfo and other security features in TS-0003 [7]. 1556 

NOTE: This enumeration is the concatenation of two identifiers. The first identifier identifies the type of 1557 

credential (such as pre-provisioned symmetric key, symmetric key provisioned via a RSPF, or symmetric 1558 

key distributed via MAF and certificate) and the intended scope within which the credential is to be used 1559 

(such as shared with an MEF, shared with an MAF, use in SAEF, use in ESPrim, use in authentication 1560 

encryption in ESData, or use in signature only in ESData). 1561 

Table 6.3.4.2.39-1: Interpretation of suid 1562 

Value Interpretation Note 

10 A pre-provisioned symmetric key intended to be shared with a MEF  

11 A pre-provisioned symmetric key intended to be shared with a MAF   

12 A pre-provisioned symmetric key intended for use in a Security Associated 
Establishment Framework (SAEF) 

 

13 A pre-provisioned symmetric key intended for use in End-to-End Security of 
Primitives (ESPrim) 

 

14 A pre-provisioned symmetric key intended for use with authenticated encryption 
in the Encryption-only or Nested Sign-then-Encrypt End-to-End Security of Data 
(ESData) Data classes 

 

15 A pre-provisioned symmetric key intended for use in Signature-only ESData 
Security Class 

 

21 A symmetric key, provisioned via a Remote Security Provisioning Framework 
(RSPF), and intended to be shared with a MAF  

 

22 A symmetric key, provisioned via a RSPF, and intended for use in a SAEF  

23 A symmetric key, provisioned via a RSPF, and intended for use in ESPrim  

24 A symmetric key, provisioned via a RSPF, and intended for use with 
authenticated encryption in the Encryption-only or Nested Sign-then-Encrypt 
ESData) Data classes 

 

25 A symmetric key, provisioned via a RSPF, and intended for use in Signature-
only ESData Security Class 

 

32 A MAF-distributed symmetric key intended for use in a SAEF  

33 A MAF-distributed symmetric key intended for use in ESPrim  

34 A MAF-distributed symmetric key intended for use with authenticated 
encryption in the Encryption-only or Nested Sign-then-Encrypt ESData Data 
classes 

 

35 A MAF-distributed symmetric key intended for use in Signature-only ESData 
Security Class 

 

40 A certificate intended to be shared with a MEF  

41 A certificate intended to be shared with a MAF   

42 A certificate intended for use in a Security Associated Establishment 
Framework (SAEF) 

 

43 A certificate intended for use in End-to-End Security of Primitives (ESPrim)  

44 A certificate intended for use with authenticated encryption in the Encryption-
only or Nested Sign-then-Encrypt End-to-End Security of Data (ESData) Data 
classes 

 

45 A certificate intended for use in Signature-only ESData Security Class  

NOTE: See TS-0003 [7] for further detail.  

 1563 

6.3.4.2.40 m2m:esprimKeyGenAlgID 1564 

Used in m2m:receiverESPrimRandObject and m2m:originatorESPrimRandObject. 1565 

Table 6.3.4.2.40-1: Interpretation of esprimKeyGenAlgID 1566 

Value Interpretation Note 

1 HMAC-SHA256 See TS-0003 [7] 

NOTE: Further sessionESPrimKey Key Generation Algorithms are anticipated to be added in the future. 

 1567 
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6.3.4.2.41 m2m:esprimProtocolAndAlgID 1568 

Used in m2m:receiveESPrimRandObject and m2m:originatorESPrimRandObject.  1569 

NOTE: This enumeration is the concatenation of two identifiers. The most significant numeral identifies an object 1570 

security technology (that is, a protocol) such as JSON Web Encryption (JWE) Compact Representation 1571 

[i.8]. Further protocols can be supported in the future. The least significant numeral identifies an 1572 

Authenticated Encryption option for that object security technology.  1573 

Table 6.3.4.2.41-1: Interpretation of esprimProtocolAndAlgID 1574 

Value Interpretation Notes 

10 JWE Compact Serialization with "enc" = "A128GCM" AES GCM using 128-bit key 

11 JWE Compact Serialization with "enc" = "A192GCM" AES GCM using 192-bit key 

12 JWE Compact Serialization with "enc" = "A256GCM" AES GCM using 256-bit key  

NOTE 1: JWE Compact Serialization for ESPrim is specified in clause 8.4.3.2 of TS-0003 [7].  
NOTE 2: JWE authentication encryption using AES GCM is specified in [i.8], [i.9]. 

 1575 

6.3.4.2.42 m2m:periodicIndicator 1576 

Used for periodicIndicator attribute of <trafficPattern> resource. 1577 

Table 6.3.4.2.42-1: Interpretation of periodicIndicator 1578 

Value Interpretation Note 

1 Periodic  

2 On demand  

NOTE: See clause 7.4.42 "Resource Type trafficPattern". 

 1579 

6.3.4.2.43 m2m:stationaryIndication 1580 

Used for stationaryIndication attribute of <trafficPattern> resource. 1581 

Table 6.3.4.2.43-1: Interpretation of stationaryIndication 1582 

Value Interpretation Note 

1 Stationary  

2 Mobile (Moving)  

NOTE: See clause 7.4.42 "Resource Type trafficPattern". 

 1583 

6.3.4.2.44 m2m:contentStatus 1584 

Used for Content Status response parameter. 1585 

Table 6.3.4.2.44-1: Interpretation of contentStatus 1586 

Value Interpretation Note 

1 PARTIAL_CONTENT  

2 FULL_CONTENT  

NOTE: See clause 6.4.2 "Response primitive parameter data type". 

 1587 

6.3.4.2.45 m2m:networkAction 1588 

Used in the networkAction element in the m2m:backOffParameters. 1589 
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Table 6.3.4.2.45-1: Interpretation of m2m:networkAction 1590 

Value Interpretation Note 

1 cellular-registration  

2 cellular-attach  

3 cellular-pdpctxact  

4 cellular-sms  

5 default  

 1591 

6.3.5 Complex data types 1592 

6.3.5.1 Introduction 1593 

The present clause defines structured information for specific use in oneM2M protocol. These types are defined to be 1594 

xs:sequence complex types, unless specified otherwise. XML Schema data type definitions for these data types can be 1595 

found in the XSD file called CDT-commonTypes-v2_11_0.xsd.In addition, each oneM2M resource has a corresponding 1596 

complex data type. These are described in Clause 6.5.  1597 

6.3.5.2 m2m:deliveryMetaData 1598 

Used for deliveryMetaData attribute in <delivery> resource. 1599 

Table 6.3.5.2-1: Type Definition of m2m:deliveryMetadata 1600 

Element Path Element Data Type  Multiplicity Note 

tracingOption xs:boolean 1  

tracingInfo m2m:listOfM2MID 0..1  

 1601 

6.3.5.3 m2m:aggregatedRequest 1602 

Used for aggregatedRequest attribute in <delivery> resource. 1603 

Table 6.3.5.3-1: Type Definition of m2m:aggregatedRequest 1604 

Element Path Element Data Type  Multiplicity Note 

request (anonymous) 1..n  

request/operation m2m:operation 1 See clause 6.3.4.2.5 

request/to xs:anyURI 1  

request/from m2m:ID 1 See clause 6.3.3 

request/requestIdentifier m2m:requestID 1 See clause 6.3.3 

request/primitiveContent m2m:primitiveContent 0..1 See clause 6.3.5.5 

request/metaInformation m2m:metaInformation 0..1 See clause 6.3.5.4 

 1605 

6.3.5.4 m2m:metaInformation 1606 

Used for metaInformation attribute in <request> resource, and m2m:aggregatedRequest data type. 1607 
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Table 6.3.5.4-1: Type Definition of m2m:metaInformation 1608 

Element Path Element Data Type  Multiplicity Note 

resourceType m2m:resourceType 0..1 See clause 6.3.4.2.1 

originatingTimestamp m2m:timestamp 0..1  

requestExpirationTimestamp m2m:absRelTimestamp 0..1  

resultExpirationTimestamp m2m:absRelTimestamp 0..1  

operationExecutionTime m2m:absRelTimestamp 0..1  

responseType m2m:responseTypeInfo 0..1 See clause 6.3.4.2.6 

resultPersistence m2m:absRelTimestamp 0..1  

resultContent m2m:resultContent 0..1 See clause 6.3.4.2.7 

eventCategory m2m:eventCat 0..1 See clause 6.3.3 

deiveryAggregation xs:boolean 0..1  

groupRequestIdentifier xs:string 0..1  

filterCriteria m2m:filterCriteria 0..1 See clause 6.3.5.8 

discoveryResultType m2m:discResType 0..1 See clause 6.3.4.2.8 

roleIDs List of m2m:roleID 0..1  

tokenRequestIndicator xs:boolean 0..1  

tokens List of m2m:dynAuthJWT 0..1  

tokenIDs List of m2m:tokenID 0..1  

localTokenIDs List of xs:NCName 0..1  

 1609 

6.3.5.5 m2m:primitiveContent 1610 

Used for Content parameter in request/response primitive and the content attribute in <request> resource. 1611 

See clause 7.2.1.1 and 7.2.1.2. 1612 

6.3.5.6 m2m:batchNotify 1613 

Used for batchNotify attribute in <subscription> resource. 1614 

Table 6.3.5.6-1: Type Definition of m2m:batchNotify 1615 

Element Path Element Data Type  Multiplicity Note 

number xs:nonNegativeInteger 1  

duration xs:duration 1 If the duration is not 
given by the 
Originator, the 
Hosting CSE shall set 
this with the default 
duration value as 
given by the M2M 
Service Provider. 

 1616 

6.3.5.7 m2m:eventNotificationCriteria 1617 

Used for eventNotificationCriteria of a <subscription> resource. 1618 
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Table 6.3.5.7-1:Type Definition of m2m:eventNotificationCriteria 1619 

Element Path Element Data Type  Multiplicity Note 

createdBefore m2m:timestamp 0..1  

createdAfter m2m:timestamp 0..1  

modifiedSince m2m:timestamp 0..1  

unmodifiedSince m2m:timestamp 0..1  

stateTagSmaller xs:positiveInteger 0..1  

stateTagBigger xs:nonNegativeInteger 0..1  

expireBefore m2m:timestamp 0..1  

expireAfter m2m:timestamp 0..1  

sizeAbove xs:nonNegativeInteger 0..1  

sizeBelow xs:positiveInteger 0..1  

operationMonitor m2m:operation 0..5  

attribute m2m:attributeList 0..1  

notificationEventType m2m:notificationEventType 0..5  

missingData m2m:missingData 0..1  

 1620 

6.3.5.8 m2m:filterCriteria 1621 

Used indirectly in the <request> resource and for the Filter Criteria  parameter in a request. 1622 

Table 6.3.5.8-1: Type Definition of m2m:filterCriteria 1623 

Element Path Element Data Type  Multiplicity Note 

createdBefore m2m:timestamp 0..1  

createdAfter m2m:timestamp 0..1  

modifiedSince m2m:timestamp 0..1  

unmodifiedSince m2m:timestamp 0..1  

stateTagSmaller xs:positiveInteger 0..1  

stateTagBigger xs:nonNegativeInteger 0..1  

expireBefore m2m:timestamp 0..1  

expireAfter m2m:timestamp 0..1  

labels m2m:labels 0..1  

resourceType list of m2m:resourceType 0..1  

sizeAbove xs:nonNegativeInteger 0..1  

sizeBelow xs:positiveInteger 0..1  

contentType m2m:typeOfContent 0..n  

attribute m2m:attribute 0..n  

filterUsage m2m:filterUsage 0..1  

limit xs:nonNegativeInteger 0..1  

semanticsFilter m2m:sparql 0..n  

filterOperation m2m:filterOperation 0..1  

contentFilterSyntax m2m:contentFilterSyntax 0..1  

contentFilterQuery xs:string 0..1  

level xs:positiveInteger 0..1  

offset xs:positiveInteger 0..1  

 1624 

6.3.5.9 m2m:attribute 1625 

Used in m2m:filterCriteria. 1626 

Table 6.3.5.9-1: Type Definition of m2m:attribute 1627 

Element Path Element Data Type  Multiplicity Note 

name xs:NCName 1  

value xs:anyType 1  

 1628 
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6.3.5.10 Void 1629 

6.3.5.11 m2m:scheduleEntries 1630 

Table 6.3.5.11-1: Type Definition of m2m:scheduleEntries 1631 

Element Path Element Data Type  Multiplicity Note 

scheduleEntry m2m:scheduleEntry 1..n  

 1632 

6.3.5.12 m2m:aggregatedNotification 1633 

Used in the Notification Data Object. 1634 

Table 6.3.5.12-1: Type Definition of m2m:aggregatedNotification 1635 

Element Path Element Data Type  Multiplicity Note 

notification m2m:notification 1..n  

 1636 

6.3.5.13 m2m:notification 1637 

Table 6.3.5.13-1: Type Definition of m2m:notification 1638 
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Element Path Element Data Type  Multiplicity Note 

notificationEvent (anonymous) 0..1  

notificationEvent/representation xs:anyType 0..1 Representation 
or response 
primitive in of 
resource 
modification in 
XML/JSON 
representation. 

notificationEvent/operationMonitor  (anonymous) 0..1  

notificationEvent/operationMonitor/o
peration 

m2m:operation 1 m2m:operation 
 
This element 
shall only be 
present if the 
operationMonit
or parent 
element is 
present. 
Otherwise it 
shall not. 

notificationEvent/operationMonitor/or
iginator 

m2m:ID 1 m2m:ID 
 
This element 
shall only be 
present if the 
operationMonit
or parent 
element is 
present. 
Otherwise it 
shall not. 

notificationEvent/notificationEventTy
pe 

m2m:notificationEventType 1 This element 
shall only be 
present if the 
notificationEven
t parent 
element is 
present. 
Otherwise it 
shall not. 

verificationRequest xs:boolean 0..1  

subscriptionDeletion xs:boolean 0..1  

subscriptionReference xs:anyURI 1  

creator m2m:ID 0..1  

notificationForwardingURI xs:anyURI 0..1  

notificationTarget m2m:ID 0..1  

targetRemovalRequest xs:boolean 0..1  

targetRemovalAllowance xs:boolean 0..1  

IPEDiscoveryRequest (anonymous) 0..1  

IPEDiscoveryRequest/originator m2m:ID 1 This element 
shall only be 
present if the 
IPEDiscoveryR
equest parent 
element is 
present. 
Otherwise it 
shall not. 

IPEDiscoveryRequest/filterCriteria m2m:filterCriteria 1 This element 
shall only be 
present if the 
IPEDiscoveryR
equest parent 
element is 
present. 
Otherwise it 
shall not. 
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 1639 

6.3.5.14 m2m:actionStatus 1640 

Table 6.3.5.14-1: Type Definition of m2m:actionStatus 1641 

Element Path Element Data Type  Multiplicity Note 

action xs:anyURI 0..1 Reference to the 
action (represented by 
a resource attribute) 

being performed 

status m2m:status 0..1 Indicates the status of 
the operation is 

successful, failure or in 
process. See Table 

6.3.2.2 1 

 1642 

6.3.5.15 m2m:anyArgType 1643 

Table 6.3.5.15-1: Type Definition of m2m:anyArgType 1644 

Element Path Element Data Type  Multiplicity Note 

name xs:NCName 1  

value xs:anyType 1  

 1645 

6.3.5.16 m2m:resetArgsType 1646 

Table 6.3.5.16-1: Type Definition of m2m:resetArgsType 1647 

Element Path Element Data Type  Multiplicity Note 

anyArg m2m:anyArgType 0..n  

 1648 

6.3.5.17 m2m:rebootArgsType 1649 

Table 6.3.5.17-1: Type Definition of m2m:rebootArgsType 1650 

Element Path Element Data Type  Multiplicity Note 

anyArg m2m:anyArgType 0..n  

 1651 

6.3.5.18 m2m:uploadArgsTypes 1652 

Table 6.3.5.18-1: Type Definition of m2m:uploadArgsType 1653 

Element Path Element Data Type  Multiplicity Note 

fileType xs:string 1  

URL xs:anyURI 1  

username xs:string 1  

password xs:string 1  

anyArg m2m:anyArgType 0..n  

 1654 
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6.3.5.19 m2m:downloadArgsType 1655 

Table 6.3.5.19-1: Type Definition of m2m:downloadArgsType 1656 

Element Path Element Data Type  Multiplicity Note 

fileType xs:string 1  

URL xs:anyURI 1  

username xs:string 1  

password xs:string 1  

filesize xs:positiveInteger 1  

targetFile xs:string 1  

delaySeconds xs:positiveInteger 1  

successURL xs:anyURI 1  

startTime m2m:timestamp 1  

completeTime m2m:timestamp 1  

anyArg m2m:anyArgType 0..n  

 1657 

6.3.5.20 m2m:softwareInstallArgsType 1658 

Table 6.3.5.20-1: Type Definition of m2m:softwareInstallArgsType 1659 

Element Path Element Data Type  Multiplicity Note 

URL xs:anyURI 1  

UUID xs:string 1  

username xs:string 1  

password xs:string 1  

executionEnvRef xs:string 1  

anyArg m2m:anyArgType 0..n  

 1660 

6.3.5.21 m2m:softwareUpdateArgsType 1661 

Table 6.3.5.21-1: Type Definition of m2m:softwareUpdateArgsType 1662 

Element Path Element Data Type  Multiplicity Note 

UUID xs:string 1  

version xs:string 1  

URL xs:anyURI 1  

username xs:string 1  

password xs:string 1  

executionEnvRef xs:string 1  

anyArg m2m:anyArgType 0..n  

 1663 

6.3.5.22 m2m:softwareUninstallArgsType 1664 

Table 6.3.5.22-1: Type Definition of m2m:softwareUninstallArgsType 1665 

Element Path Element Data Type  Multiplicity Note 

UUID xs:string 1  

version xs:string 1  

executionEnvRef xs:string 1  

anyType m2m:anyArgType 0..n  

 1666 
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6.3.5.23 m2m:execReqArgsListType 1667 

Table 6.3.5.23-1: Type Definition of m2m:execReqArgsListType 1668 

Element Path Element Data Type  Multiplicity Note 

reset m2m:resetArgsType 0..n  

reboot m2m:rebootArgsType 0..n  

upload m2m:uploadArgsType 0..n  

download m2m:downloadArgsType 0..n  

softwareInstall m2m:softwareInstallArgsTyp
e 

0..n  

softwareUpdate m2m:softwareUpdateType 0..n  

softwareUninstall m2m:softwareUninstallArgs
Type 

0..n  

 1669 

This type is an xs:choice. It shall contain elements from no more than one row listed in the table above. 1670 

6.3.5.24 m2m:mgmtLinkRef 1671 

Table 6.3.5.24-1: Type Definition of m2m:mgmtLinkRef 1672 

Element Path Element Data Type  Multiplicity Note 

(base content) xs:anyURI 1 URI (of type 
xs:anyURI) with name 
and type attributes.  

@name m2m:resourceName 1 The name attribute 
represents the name 
of the referenced 
resource instance. 

@type m2m:mgmtDefinition 1 The type attribute is 
restricted to the 
allowed specializations 
of resource type 
<mgmtObj> 

 1673 

In the above table, names of XML schema attributes are prefixed with a "@" character to differentiate these from 1674 

Resource attribute names. The "@" character is not part of the actual attribute name. 1675 

6.3.5.25 m2m:resourceWrapper 1676 

This data type is used for the m2m:resource Global Element of the Content primitive parameter as defined in clause 1677 

7.5.2. It allows insertion of Global Elements prefixed with the m2m: namespace identifier, or of Global Elements 1678 

defined in another namespace. 1679 

Table 6.3.5.25-1: Type Definition of m2m:resourceWrapper 1680 

Element Path Element Data Type  Multiplicity Note 

 m2m:<resourceType> 
{other namespace 
identifier}:<resourceType> 

(anonymous) 1 A representation of a 
Resource with specific 
type as described in 
clause 7.4 

URI xs:anyURI 1 Hierarchical URI of the 
resource 

 1681 

6.3.5.26 m2m:setOfAcrs 1682 

Table 6.3.5.26-1: Type Definition of m2m:setOfAcrs 1683 
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Element Path Element Data Type  Multiplicity Note 

accessControlRules m2m:accessControlRule 
 

0..n Data type of privileges 
and selfPrivileges 
attributes 

 1684 

6.3.5.27 m2m:accessControlRule 1685 

Table 6.3.5.27-1: Type Definition of m2m:accessControlRule 1686 

Element Path Element Data Type  Multiplicity Note 

accessControlOriginators list of xs:anyURI 1 See the clause 
7.3.3.15 for the detail. 

accessControlOperations m2m:accessControlOperati
ons 

1  

accessControlContexts  0..n  

accessControlContexts/accessContr
olWindow 

m2m:scheduleEntry 0..n  

accessControlContexts/accessContr
olIpAddresses 

 0..1  

accessControlContexts/accessContr
olIpAddresses/ipv4Addresses 

list of m2m:ipv4 0..1 List of IPv4 addresses 

accessControlContexts/accessContr
olIpAddresses/ipv6Addresses 

list of m2m:ipv6 0..1 List of IPv6 addresses 

accessControlContexts/accessContr
olLocationRegions 

m2m:locationRegion 0..1  

accessControlAuthenticationFlag xs:boolean 0..1  

accessControlObjectDetails  0..n  

accessControlObjectDetails/resourc
eType 

m2m:resourceType 0..1 resourceType identifier 
of the targeted parent 
resource 

accessControlObjectDetails/speciali
zationID 

xs:anyURI 0..1 This could be a 
containerDefinition or 
mgmtDefinition 

accessControlObjectDetails/childRe
sourceType 

list of m2m:resourceType 1  

NOTE: Some of the above elements are defined in clause 9.6.2 of TS-0001 [6] with slightly different 
names as follows (name in parenthesis used in TS-0001): accessControlWindow 
(accessControlTimeWindow), accessControlIpAddresses (accessControlIpAddress) , 
specializationID (specialization). 

 1687 

The accessControlContexts/accessControlIpAddresses element may include either the ipv4Addresses element, 1688 

ipv6Addresses element, or both elements. 1689 

Each individual IPv4 address of data type m2m:ipv4 in the list of IPv4 addresses is represented in dotted-decimal 1690 

notation with optional Classless Inter-Domain Routing (CIDR) suffix in accordance with IETF RFC 4632 [29]. Each 1691 

individual IPv6 address of data type m2m:ipv6 in the list of IPv6 addresses is represented in colon separated groups of 1692 

hexadecimal digits with optional network prefix in accordance with IETF RFC 5952 [30]. Example IPv4 and IPv6 1693 

addresses which comply with data types m2m:ipv4 and m2m:ipv6, respectively, are given in Table 6.3.2-1. If the 1694 

accessControlAuthenticationFlag element is not present, then the value is assumed to be FALSE. 1695 

6.3.5.28 m2m:locationRegion 1696 

Table 6.3.5.28-1: Type Definition of m2m:locationRegion 1697 

Element Path Element Data Type  Multiplicity Note 

circRegion List of 3 xs:float 0..1 The values represent 
latitude (+/-90 
degrees), longitude 
(+/-180 degrees), and 
radius (metres) 

countryCode list of m2m:countryCode 0..1  

 1698 
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This is an xs:choice. A locationRegion shall contain either: 1699 

1) A countryCode element, in which case circRegion shall not appear, or 1700 

2) A circRegion element, in which case countryCode shall not appear. 1701 

6.3.5.29 m2m:childResourceRef 1702 

Table 6.3.5.29-1: Type Definition of m2m:childResourceRef 1703 

Element Path Element Data Type  Multiplicity Note 

(base content) xs:anyURI 1 URI of the child 
resource 

@name m2m:resourceName 1 Gives the name of the 

child resource pointed 
to by the URI 

@type m2m:resourceType 1 Gives the 
resourceType of the 
child resource pointed 
to by the URI 

@specializationID xs:anyURI 0..1 Gives resource type 
specialization of the 
child resource pointed 
to by the URI in case 
@type represents a 
<flexContainer>  

 1704 

In the above table, names of XML schema attributes are prefixed with a "@" character to differentiate these from 1705 

Resource attribute names. The "@" character is not part of the actual attribute name. 1706 

6.3.5.30 m2m:responseTypeInfo 1707 

Table 6.3.5.30-1: Type Definition of m2m:responseTypeInfo 1708 

Element Path Element Data Type  Multiplicity Note 

responseTypeValue m2m:responseType 1 See clause 6.3.4.2.6 

notificationURI 

List of xs:anyURI 0..1 This element may be 
included only when 
the responseType is 
set to "2" 
(nonBlockingRequest
Asynch). 
Empty list in this 
element shall be 
allowed. See Clause 
7.5.1.2.5.  

 1709 

6.3.5.31 m2m:rateLimit 1710 

Used in <subscription>. 1711 

Table 6.3.5.31-1: Type Definition of m2m:rateLimit 1712 

Element Path Element Data Type  Multiplicity Note 

maxNrOfNotify xs:nonNegativeInteger 0..1  

timeWindow xs:duration 0..1  

 1713 

6.3.5.32 m2m:operationResult 1714 

Used for operationResult attribute in <request> resource. 1715 
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NOTE: This data type corresponds to the sequence of elements in the response primitive defined in clause 6.4.2. 1716 

Table 6.3.5.32-1: Type Definition of m2m:operationResult 1717 

Element Path Element Data Type  Multiplicity Note 

responseStatusCode m2m:responseStatusCode 1 See clause 6.3.4.2.9 

requestIdentifier m2m:requestID 1 See clause 6.3.3 

primitiveContent m2m:primitiveContent 0..1 See clause 6.3.5.5 

to xs:anyURI 0..1  

from m2m:ID 0..1 See clause 6.3.3 

originatingTimestamp m2m:timestamp 0..1  

resultExpirationTimestamp m2m:absRelTimestamp 0..1  

eventCategory m2m:eventCat 0..1 See clause 6.3.3 

contentStatus m2m:contentStatus 0..1 See clause 6.3.4.2.44 

contentOffset xs:positiveInteger 0..1  

 1718 

6.3.5.33 m2m:aggregatedResponse 1719 

Used when aggregating responses by a group. 1720 

Table 6.3.5.33-1: Type Definition of m2m:aggregatedResponse 1721 

Element Path Element Data Type  Multiplicity Note 

resourceID xs:anyURI 0..1 Reference to the 
<request> resource 
that can be used to 
retrieve the remaining 
member responses. 

responsePrimitive See Table 6.4.2-1 for 
detail. 

0..n  

 1722 

6.3.5.34 m2m:mgmtResource 1723 

Used This data type is used as base type of all <mgmtObj> specializations specified in Annex D. It includes the 1724 

attributes commonly used by all <mgmtObt> resource type specializations. 1725 

It consists of the common attributes included in m2m:announceableResource as defined Table 6.3.6-2 and the additional 1726 

common attributes shared by all <mgmtObj> specializations shown in Table 6.3.5.34-1. 1727 

Table 6.3.5.34-1: Type Definition of m2m:mgmtResource 1728 

Element Path Element Data Type Multiplicity Note 

@resourceName m2m:resourceName 1 common attributes  
as defined in  

m2m:announceable
Resource, see 
Table 6.3.6-2 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

accessControlPolicyIDs m2m:acpType 0..1 

expirationTime m2m:timestamp 1 

dynamicAuthorizationConsultationIDs list of xs:anyURI 0..1 

announceTo list of xs:anyURI 0..1 

announcedAttribute list of xs:NCName 0..1 

mgmtDefinition m2m:mgmtDefinition 1  

objectIDs m2m:listOfURIs 0..1  

objectPaths m2m:listOfURIs 0..1  

description xs:string 0..1  

 1729 

NOTE: objectAttribute is defined in the specializations of mgmtObj. See Annex D. 1730 
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6.3.5.35 m2m:announcedMgmtResource 1731 

This data type is used as base type of the announced variants of announceable <mgmtObj> specializations specified in 1732 

Annex D. It includes the attributes commonly used by all announced <mgmtObj> resource type specializations. Note 1733 

that some specializations of the <mgmtObj> resource are announceable while others are not announceable. 1734 

It consists of the common attributes included in m2m:announcedResource as defined Table 6.3.6-2 and the additional 1735 

common attributes shared by all announced <mgmtObj> specializations shown in Table 6.3.5.35-1. 1736 

Table 6.3.5.35-1: Type Definition of m2m:announcedMgmtResource 1737 

Element Path Element Data Type Multiplicity Note 

@resourceName m2m:resourceName 1 common attributes  
as defined in  

m2m:announcedResource, 
see Table 6.3.6-2 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

accessControlPolicyIDs m2m:acpType 1 

expirationTime m2m:timestamp 1 

link xs:anyURI 1 

dynamicAuthorizationConsultationIDs list of xs:anyURI 0..1 

mgmtDefinition m2m:mgmtDefinition 1  

objectIDs m2m:listOfURIs 0..1  

objectPaths m2m:listOfURIs 0..1  

description xs:string 0..1  

 1738 

NOTE: objectAttribute is defined in the specializations of mgmtObj. See Annex D. 1739 

6.3.5.36 m2m:contentRef 1740 

A complex type that represents the content reference with an associated reference name and URI of the referenced 1741 

resource. 1742 

Table 6.3.5.36-1: Type Definition of m2m:contentRef 1743 

Element Path Element Data Type  Multiplicity Note 

URIReference (anonymous) 1..n  

URIReference/name xs:NCName 1 When the 
URIReference 
element occurs with 
multiplicity > 1, the 
value of each 
URIReference/name 
element shall be 
unique 

URIReference/URI xs:anyURI 1 hierarchical or non-
hierarchical 
resourceID of a 
<contentInstance> 
resource 

 1744 

6.3.5.37 m2m:deletionContexts 1745 

Table 6.3.5.37-1: Type Definition of m2m:deletionContexts 1746 

Element Path Element Data Type  Multiplicity Note 

timeOfDay m2m:scheduleEntry 0..n  

locationRegions m2m:locationRegion 0..n  

 1747 
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6.3.5.38 m2m:flexContainerResource 1748 

This data type is used as base type of all <flexContainer> specializations listed in clause 9.6.1.2.2 of TS-0001 [6]. It 1749 

includes the attributes commonly used by all <flexContainer> resource type specializations. 1750 

It consists of the common attributes shown in Table 0-1 and the resource specific attributes shared by all 1751 

<flexContainer> specializations shown in Table 0-2. 1752 

Table 6.3.5.38-1: Type Definition of m2m:flexContainerResource 1753 

Element Path Element Data Type Multiplicity Note 

@resourceName m2m:resourceName 1  

resourceType m2m:resourceType 1  

resourceID m2m:ID 1  

parentID m2m:nhURI 1  

creationTime m2m:timestamp 0..1  

lastModifiedTime m2m:timestamp 0..1  

labels m2m:labels 0..1  

accessControlPolicyIDs m2m:acpType 0..1  

expirationTime m2m:timestamp 0..1  

dynamicAuthorizationConsultationIDs list of xs:anyURI 0..1  

announceTo list of xs:anyURI 0..1  

announcedAttribute list of xs:NCName 0..1  

stateTag xs:nonNegativeInteger 1  

creator m2m:ID 0..1  

containerDefinition xs:anyURI 1  

ontologyRef xs:anyURI 0..1  

 1754 

6.3.5.39 m2m:announcedFlexContainerResource 1755 

This data type is used as base type of the announced variants of announceable <flexContainer> specializations listed in 1756 

clause 9.6.1.2.2 of TS-0001 [6]. It includes the attributes commonly used by all announced <flexContainer> resource 1757 

type specializations. Note that some specializations of the <flexContainer> resource are announceable while others are 1758 

not announceable. 1759 

It consists of the common attributes shown in Table 0-1 and the resource specific attributes shared by all announced 1760 

<flexContainer> specializations shown in Table 0-2. 1761 

Table 6.3.5.39-1: Type Definition of m2m:announcedFlexContainerResource 1762 

Element Path Element Data Type Multiplicity Note 

@resourceName m2m:resourceName 1  

resourceType m2m:resourceType 1  

resourceID m2m:ID 1  

parentID m2m:nhURI 1  

creationTime m2m:timestamp 0..1  

lastModifiedTime m2m:timestamp 0..1  

labels m2m:labels 0..1  

accessControlPolicyIDs m2m:acpType 1  

expirationTime m2m:timestamp 0..1  

link xs:anyURI 1  

dynamicAuthorizationConsultationIDs list of xs:anyURI 0..1  

stateTag xs:nonNegativeInteger 0..1  

containerDefinition xs:anyURI 1  

ontologyRef xs:anyURI 0..1  

 1763 

6.3.5.40 m2m:missingData 1764 

Used for eventNotificationCriteria attribute in <subscription> resource. The condition only applies to subscribed-to 1765 

resources of type <timeSeries> . If this condition is set in  <subscription> resource, it enables the AE  to keep track of 1766 

the number of  missing data points (i.e. the ñnumberò of the missingData) and the corresponding time-stamps over a 1767 

predefined but renewable duration  (i.e. the ñdurationò of the missingData).  See clause 7.5.1.2.9. 1768 
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Table 6.3.5.40-1: Type Definition of m2m:missingData 1769 

Element Path Element Data Type  Multiplicity Note 

number xs:nonNegativeInteger 1  

duration xs:duration 1  

 1770 

6.3.5.41 m2m:tokenPermission 1771 

Used in m2m:tokenPermissions. 1772 

Table 6.3.5.41-1: Type Definition of m2m:tokenPermission 1773 

Element Path Element Data Type  Mutiplicity Note 

resourceIDs List of m2m:ID 0..1  

privileges m2m:setOfAcrs 0..1  

roleIDs List of m2m:roleID 0..1  

 1774 

6.3.5.42 m2m:tokenClaimSet 1775 

This data type defines how to represent the claim set of oneM2M JSON Web Tokens (JWT) required for generating 1776 

secured tokens (i.e. signed or encrypted representations of JWT's) as defined in clause 7.3.2.6 of TS-0003 [7]. Usage of 1777 

this datatype is specified in TS-0003 [7]. 1778 

Table 6.3.5.42-1: Type Definition of m2m:tokenClaimSet 1779 

Element Path Element Data Type  Mutiplicity Note 

version xs:string 1  

tokenID m2m:tokenID 1  

holder m2m:ID 1  

issuer m2m:ID 1  

notBefore m2m:timestamp 1  

notAfter m2m:timestamp 1  

tokenName xs:string 0..1  

audience list of m2m:ID 0..1  

permissions m2m:tokenPermissions 0..1  

extension xs:string 0..1  

 1780 

6.3.5.43 m2m:dynAuthLocalTokenIdAssignments 1781 

Used for Assigned Token Identifiers parameter of a response primitive. 1782 

Table 6.3.5.43-1: Type Definition of m2m:dynAuthLocalTokenIdAssignments 1783 

Element Path Element Data Type  Multiplicity Note 

localTokenIdAssignment anonymous 1..n  

localTokenIdAssignment/localTokenID xs:NCName 1  

localTokenIdAssignment/tokenID m2m:tokenID 1  

 1784 

6.3.5.44 m2m:dynAuthTokenSummary 1785 

Used for Token Summary provided by a Dynamic Authorization Server to an Originator. 1786 
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Table 6.3.5.44-1: Type Definition of m2m:dynAuthTokenSummary 1787 

Element Path Element Data Type  Multiplicity Note 

tokenID m2m:tokenID 1  

notBefore m2m:timestamp 1  

notAfter m2m:timestamp 1  

tokenName xs:string 0..1 Human readable 

audience list of m2m:ID 0..1  

 1788 

6.3.5.45 m2m:dynAuthTokenReqInfo 1789 

Used for Token Summary provided by a Dynamic Authorization Server to an Originator. 1790 

Table 6.3.5.45-1: Type Definition of m2m:dynAuthTokenReqInfo 1791 

Element Path Element Data Type  Multiplicity Note 

dasInfo anonymous 1..n  

dasInfo/URI xs:anyURI 1 Dynamic Authorization 
Server URI 

dasInfo/dasRequest m2m:dynAuthDasRequest 0..1 Information to send to the 
DAS 

dasInfo/securedDasRequest m2m:dynAuthJWT 0..1 Secured Information to 
send to the DAS 

 1792 

6.3.5.46 m2m:dynAuthDasRequest 1793 

Used in m2m:securityInfo. 1794 

Table 6.3.5.46-1: Type Definition of m2m:dynAuthDasRequest 1795 

Element Path Element Data Type  Multiplicity Note 

originator m2m:ID 1  

targetedResourceType m2m:resourceType 1  

operation m2m:operation 1  

originatorIP (anonymous) 0..1  

originatorIP/ipv4Address m2m:ipv4 0..1 These elements shall only be present if 
the originatorIP parent element is present. 
Exactly one of these elements shall be 
present 

originatorIP/ipv6Address m2m:ipv6 0..1 

originatorLocation m2m:locationRegion 0..1  

originatorRoleIDs List of m2m:roleID 0..1  

requestTimestamp m2m:absRelTimestamp 0..1  

targetedResourceID xs:anyURI 0..1  

proposedPrivilegesLifetime m2m:absRelTimestamp 0..1  

roleIDsFromACPs List of m2m:roleID 0..1  

tokenIDs List of m2m:tokenID 0..1  

 1796 

6.3.5.47 m2m:dynAuthDasResponse 1797 

Used in m2m:securityInfo. 1798 

Table 6.3.5.47-1: Type Definition of m2m:dynAuthDasResponse 1799 

Element Path Element Data Type  Multiplicity Note 

dynamicACPInfo (anonymous) 0..1  

dynamicACPInfo/ 
grantedPrivileges 

m2m:setOfAcrs 0..1 These elements shall only be present if the 
dynamicACPInfo parent element is present. 
Otherwise they shall not. dynamicACPInfo/ 

privilegesLifetime 
m2m:absRelTimestamp 0..1 

tokens List of m2m:dynAuthJWT 0..1  

 1800 
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6.3.5.48 m2m:securityInfo 1801 

Used for the Global Element m2m:securityInfo included into the Content primitive parameter. 1802 

Table 6.3.5.48-1: Type Definition of m2m:securityInfo 1803 

Element Path Element Data Type  Multiplicity Note 

securityInfoType m2m:securityInfoType 1  

dasRequest m2m:dynAuthDasRequest 0..1 This element shall only be present if 
securityInfoType is set to a value of "1" 
(Dynamic Authorization Request)  

dasResponse m2m:dynAuthDasResponse 0..1 This element shall only be present if 
securityInfoType is set to a value of "2" 
(Dynamic Authorization Response)  

esprimRandObject m2m:receiverESPrimRandObject  0..1 This element shall only be present if 
securityInfoType is set to a value of "4" 

(receiverESPrimRandObject Response)  

esprimObject m2m:e2eCompactJWE 
 

0..1 This element shall only be present if 
securityInfoType is set to a value of "5" 
(ESPrim Object)  

escertkeMessage xs:base64Binary 0..1 This element shall only be present if 
securityInfoType is set to a value of "6" 
(ESCertKE Message)  

NOTE: If securityInfoType is set to a value of "3" (receiverESPrimRandObject Request), no other optional element is 

included into the global element m2m:securityInfo 

 1804 

6.3.5.49 m2m:listOfChildResourceRef 1805 

Table 6.3.5.49-1: Type Definition of m2m:listOfChildResourceRef 1806 

Element Path Element Data Type  Multiplicity Note 

resourceRef m2m:childResourceRef 1..n References of 
resources with name 
and type 

 1807 

6.3.5.50 m2m:originatorESPrimRandObject 1808 

Used for originatorESPrimRandObject parameter in End-to-End Security of Primitives. 1809 

Table 6.3.5.50-1: Type Definition of m2m:originatorESPrimRandObject 1810 

Element Path Element Data Type  Multiplicity Note 

esprimRandID xs:NCName 1  

esprimRandValue xs:NCName 1  

esprimRandExpiry m2m:absRelTimestamp 1 See clause 6.3.3 

esprimKeyGenAlgID m2m:esprimKeyGenAlgID 1 See clause 0 

esprimProtocolAndAlgIDs List of m2m:esprimProtocolAndAlgID 1 See clause 6.3.4.2.41 

 1811 

6.3.5.51 m2m:receiverESPrimRandObject 1812 

Used in m2m:securityInfo. 1813 
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Table 6.3.5.51-1: Type Definition of m2m:receiverESPrimRandObject 1814 

Element Path Element Data Type  Multiplicity Note 

esprimRandID xs:NCName 1  

esprimRandValue xs:NCName 1  

esprimRandExpiry m2m:absRelTimestamp 1 See clause 6.3.3 

esprimKeyGenAlgIDs List of m2m:esprimKeyGenAlgID 1 See clause 0 

esprimProtocolAndAlgIDs List of m2m:esprimProtocolAndAlgID 1 See clause 6.3.4.2.41 

 1815 

6.3.5.52 m2m:e2eSecInfo 1816 

Used for the e2eSecInfo attribute of the <CSEBase>, <AE> and <remoteCSE> resources. 1817 

Table 6.3.5.52-1: Type Definition of m2m:e2eSecInfo 1818 

Element Path Element Data Type  Multiplicity Note 

supportedE2ESecFeatures List of m2m:suid 1 See clause 6.3.4.2.39 

certificates List of xs:base64Binary 0..1  

sharedReceiverESPrimRandObject m2m:receiverESPrimRandObject 0..1 See clause 6.3.5.51 

 1819 

6.3.5.53 m2m:tokenPermissions 1820 

Used for permissions attribute in <token> resource and for the permissions element in m2m:tokenClaimSet. 1821 

Table 6.3.5.53-1: Type Definition of m2m:tokenPermissions 1822 

Element Path Element Data Type  Mutiplicity Note 

permission m2m:tokenPermission 0..n  

 1823 

6.3.5.54 m2m:backOffParameters 1824 

Used for Used in the backOffParameters attribute in the <cmdhNwAccessRule> resource. 1825 

Table 6.3.5.54-1: Type Definition of m2m:backOffParameters 1826 

Element Path Element Data Type  Mutiplicity Note 

backOffParametersSet (anonymous) 1..n  

backOffParametersSet/networkAction m2m:networkAction 0..1  

backOffParametersSet/initialBackoffTime xs:nonNegativeInteger 1 Unit: ms 

backOffParametersSet/additionalBackoffTime xs:nonNegativeInteger 1 Unit: ms 

backOffParametersSet/maximumBackoffTime xs:nonNegativeInteger 1 Unit: ms 

backOffParametersSet/optionalRandomBackoffTime xs:nonNegativeInteger 0..1 Unit: ms 

 1827 

6.3.5.55 m2m:listOfDataLinks 1828 

Table 6.3.5.55-1: Type Definition of m2m:listOfDataLinks 1829 
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Element Path Element Data Type  Mutiplicity Note 

dataLinkEntry m2m:dataLink 1..n This data type is a 
list of triples, each 
triple containing 
the following 
fields: 
 
1. A text string 
with the name of a 
data link 
2. A URI of the 
resource 
(container or 
flexContainer) that 
holds the data 
3. A text field for 
identifying simple-
type data 

 1830 

6.3.5.56 m2m:dataLink 1831 

Table 6.3.5.56-1: Type Definition of m2m:dataLink 1832 

Element Path Element Data Type  Multiplicity Note 

@name m2m:anyURI 1 The name attribute 
represents the name 
of the input- / 
outputDataPoint or 
operationInput / -
Output as specified in 
the ontology for the 
referenced resource 
instance. 

dataContainerID m2m:ID 1 URI of the referenced 
<container> or 
<flexContainer> 
resource instance 

attributeName xs:NCName 0..1 Contains  
(a) the name of a 
customAttribute in 
case the URI points 
to a <flexContainer> 
or  
(b) the string "#latest" 
in case the URI 
points to a 
<container> 

NOTE: In the above table, names of XML schema attributes are prefixed with a "@" character to differentiate 
these from Resource attribute names. The "@" character is not part of the actual attribute name. 

 1833 

6.3.6 Universal and Common attributes 1834 

TS-0001 [6] defines a number of Universal Attributes (which appear in all resources) and Common Attributes (which 1835 

appear in more than one resource and have the same meaning whenever they do appear). The type and values shall be 1836 

supported according to the description given in Table 6.3.6-1. 1837 

If a Resource is represented as an XML document then the resource attributes (if present) appear in the order listed in 1838 

this table. They appear before any resource-specific attributes.  1839 
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Table 6.3.6-1: Universal and Common Attributes 1840 

Attribute Name Data Type Value restrictions 
and Notes 

resourceType m2m:resourceType This attribute is only 
determined at 
creation time by the 
Hosting CSE 

resourceID m2m:ID This attribute is 
determined at 
creation time by the 
hosing CSE and used 
for non-hierarchical 
addressing method 

parentID m2m:nhURI This attribute is 
determined by the 
Hosting CSE and 
specified in all 
resource types. For 
<CSEBase> 
however, the value of 
this attribute shall be 
an empty string. 

creationTime m2m:timestamp This attribute is 
determined by the 
Hosting CSE when 
the resource is locally 
created 

lastModifiedTime m2m:timestamp This attribute is 
determined by the 
Hosting CSE when 
the addressed 
resource is modified 
by means of the 
UPDATE operation 

labels m2m:labels Absence of this 
attribute means there 
are no labels 

accessControlPolicyIDs m2m:acpType accessControlPolicyI
Ds 

expirationTime m2m:timestamp 

 
expirationTime 

link xs:anyURI Absence of this 
attribute means that 
this is not an 
announced resource 

announceTo list of xs:anyURI Absence of this 
attribute means that 
this is not an 
announced resource 

announcedAttribute list of xs:NCName Absence of this 
attribute means that 
this is not an 
announced resource 

stateTag xs:nonNegativeInteger This attribute is 
determined by the 
Hosting CSE. When a 
resource is created 
this counter is set to 
'0' and it will be 
incremented on every 
modification of the 
resource 

resourceName m2m:resourceName  

dynamicAuthorizationC
onsultationIDs 

list of xs:anyURI dynamicAuthorization
ConsultationIDs 

creator m2m:ID The AE-ID or CSE-ID 
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Attribute Name Data Type Value restrictions 
and Notes 

of the entity which 
created the resource 
containing this 
attribute. 

 1841 

Table 6.3.6-2 describes some complex types that group together the universal and common attributes, to be used by 1842 

Resource Type definitions. Note that stateTag and creator only appear in a limited number of resource types, and 1843 

therefore are not included in these definitions, instead they are declared in the corresponding XSD files of the resources 1844 

that support them.  1845 



 © oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC) Page 71 of 327 
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1. 

Table 6.3.6-2: Complex Data Types declaring groups of resource common attributes 1846 

XSD type name Child Elements Child Element 
Datatype  

Multiplicity Description 

m2m:resource @resourceName m2m:resourceName  1  

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

m2m:regularResource @resourceName m2m:resourceName 1 Declares the 
universal / common 
attributes included in 
the non-
announceable 
resource types. 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

accessControlPolicyIDs m2m:acpType 0..1 

expirationTime m2m:timestamp 1 

dynamicAuthorizationCo
nsultationIDs 

list of xs:anyURI 0..1 

m2m:announceableResource @resourceName m2m:resourceName 1 Declares the 
universal / common 
attributes included in 
the majority of 
announceable 
resource types. 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID xs:anyURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

accessControlPolicyIDs m2m:acpType 0..1 

expirationTime m2m:timestamp 1 

dynamicAuthorizationCo
nsultationIDs 

list of xs:anyURI 0..1 

announceTo list of xs:anyURI 0..1 

announcedAttribute list of xs:NCName 0..1 

m2m:announcedResource @resourceName m2m:resourceName 1 Declares the 
universal / common 
attributes in the 
announced variant 
of the preceding 
resources 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

accessControlPolicyIDs m2m:acpType 1 

expirationTime m2m:timestamp 1 

link xs:anyURI 1 

dynamicAuthorizationCo
nsultationIDs 

list of xs:anyURI 0..1 

m2m:subordinateResource @resourceName m2m:resourceName  1 Declares the 
universal / common 
attributes included in 
the non-
announceable 
resource types 
without 
accessControlPolicyI
Ds 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

expirationTime m2m:timestamp 1 

m2m:announceableSubordinateRe
source 

@resourceName m2m:resourceName 1 Declares the 
universal / common 
attributes used by 
resource types that 
are subordinate 
children of other 
resources 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID xs:anyURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

expirationTime m2m:timestamp 1 

announceTo list of xs:anyURI 0..1 
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announcedAttribute list of xs: NCName 0..1 

m2m:announcedSubordinateResou
rce 

@resourceName m2m:resourceName 1 Declares the 
common / universal 
attributes used in the 
announced variants 
of the subordinate 
resource types 

resourceType m2m:resourceType 1 

resourceID m2m:ID 1 

parentID m2m:nhURI 1 

creationTime m2m:timestamp 1 

lastModifiedTime m2m:timestamp 1 

labels m2m:labels 0..1 

expirationTime m2m:timestamp 1 

link xs:anyURI 1 

 1847 

NOTE: In Table 6.3.6-2, names of XML schema attributes are prefixed with a "@" character to differentiate these 1848 

from Resource attribute names. The "@" character is not part of the actual attribute name. 1849 

6.4 Message parameter data types 1850 

6.4.1 Request primitive parameter data types 1851 

The data types of request primitive parameters are specified in this clause. 1852 

Detailed request primitive parameter descriptions and usage can be found in clause 8.1.2 of the oneM2M TS-0001 [6]. 1853 

Further details on the representation of primitives are specified in clauses 7.2.1.1 and 8. Table 6.4.1-1 shows the 1854 

structure of the request primitive. This is defined as the m2m:requestPrimitive data type in the XSD file CDT-1855 

requestPrimitive-v2_11_0.xsd. 1856 
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Table 6.4.1-1: Data Types for Request primitive parameters 1857 

Primitive Parameter Data Type Multiplicity Default Handling  
NOTE 2 

Note 

Operation m2m:operation 1 Not applicable See clause 6.3.4.2.5 

To xs:anyURI 1 Not applicable  

From 
m2m:ID 0..1 Not applicable See clause 6.3.3 

Also see NOTE 2 below. 

Request Identifier m2m:requestID 1 Not applicable See clause 6.3.3 

Resource Type m2m:resourceType 0..1 No default See clause 6.3.4.2.1 

Content m2m:primitiveContent 0..1 No default  See clause 6.3.5.5 

Role IDs List of m2m:roleID  0..1 Not applicable  

Originating Timestamp m2m:timestamp 0..1 No default  

Request Expiration 
Timestamp 

m2m:absRelTimestamp 0..1 

Can be given by 
CMDH policy (Annex 
D.12) 

"Result Expiration 
Timestamp" shall be later 
than "Request Message 
Expiration Timestamp" 

Result Expiration 
Timestamp 

m2m:absRelTimestamp 0..1 Can be given by 
CMDH policy (Annex 
D.12) 

 

Operation Execution 
Time 

m2m:absRelTimestamp 0..1 Can be given by 
CMDH policy (Annex 
D.12) 

 

Response Type m2m:responseTypeInfo 0..1 Use 'blockingRequest' See clause 6.3.5.30 

Result Persistence 
m2m:absRelTimestamp 0..1 Can be given by 

CMDH policy (Annex 
D.12) 

 

Result Content 

m2m:resultContent 0..1 The default value 
depends on a given 
operation. See Table 
8.1.2-1 of TS-0001 [6]. 

See clause 6.3.4.2.7 

Event Category m2m:eventCat 0..1 No default See clause 6.3.3 

Delivery Aggregation 

xs:boolean 0..1 Can be given by 
CMDH policy (Annex 
D.12), otherwise 
FALSE 

 

Group Request 
Identifier 

xs:string 0..1 No default  

Filter Criteria m2m:filterCriteria 0..1 No default See clause 6.3.5.8 

Discovery Result Type m2m:discResType 0..1 Use 'structured' See clause 6.3.4.2.8 

Tokens 
List of 
m2m:dynAuthJWT 

0..1 Not applicable See clause 6.3.3 

Token IDs List of m2m:tokenID 0..1 Not applicable  

LocalTokenIDs List of xs:NCName 0..1 No default  

Token Request 
Indicator 

xs:boolean 0..1 No default  

NOTE 1: Default handling is the request handling procedure on a Transit/Hosting CSE when the request parameter is 
not included in a request primitive. This is not applicable for mandatory parameters which are marked as 'M' in 
Table 7.1.1.1 1. 

NOTE 2: From parameter shall be present for all requests except for <AE> CREATE where it is optional. 

 1858 

6.4.2 Response primitive parameter data types 1859 

The data types of response primitive parameters are specified in this clause. 1860 

Detailed response message parameter descriptions and usage can be found in clause 8.1.3 of TS-0001 [6]. Further 1861 

details on the representation of primitives are specified in clauses 7.1.1.1 and 8. Table 6.4.2-1 shows the structure of the 1862 

response primitive. This is defined as the m2m:responsePrimitive data type in the XSD file CDT-responsePrimitive-1863 

v2_11_0.xsd. 1864 
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Table 6.4.2-1: Data Types for Response primitive parameters 1865 

Primitive Parameter Data Type Multiplicity Note 

Response Status Code m2m:responseStatusCode 1 See clause 6.3.4.2.9 

Request Identifier m2m:requestID 1 See clause 6.3.3 

Content m2m:primitiveContent 0..1 See clause 6.3.5.5 

To m2m:ID  0..1 See clause 6.3.3 

From m2m:ID 0..1  

Originating Timestamp m2m:timestamp 0..1 See Table 6.3.3-1 

Result Expiration 
Timestamp 

m2m:absRelTimestamp 0..1 See Table 6.3.3-1 

Event Category m2m:eventCat 0..1 See clause 6.3.3 

Content Status m2m:contentStatus 0..1 See clause 6.3.4.2.44 

Content Offset xs:positiveInteger 0..1  

Assigned Token 
Identifiers 

m2m:dynAuthLocalTokenIdAssignments 0..1 See clause 6.3.5.43 

Token Request 
Information 

m2m:dynAuthTokenReqInfo 0..1 See clause 6.3.5.45 

 1866 

6.5 Resource data types 1867 

6.5.1 Description 1868 

Each oneM2M Resource Data Type is defined using XML Schema (XSD), and supplied as a separate XSD document. 1869 

This XML Schema defines the attributes of the Resource in accordance with TS-0001 [6]. It represents an entire 1870 

resource. In other words if and only if a requestor retrieves an entire resource in XML format, the XML that is returned 1871 

shall be valid with respect to the schema for that resource. Note that the payload of a Create or Update request primitive 1872 

does not necessarily have to be valid according to the schema, as this payload is not required to contain values for all 1873 

the resource attributes. For example, a resource might contain mandatory read-only attributes which do not appear in a 1874 

Create or Update request. 1875 

Each Resource Type , along with its Announced variant (if there is one) is defined in a separate XSD file. The name of 1876 

that file should be prefixed with 'CDT-' and followed by the resource type name and version of the present document.  1877 

The individual Resource Types inherit from a set of base resource types. These definitions, which can be found in the 1878 

file CDT-commonTypes-v2_11_0.xsd, contain definitions for the common and universal attributes, and establish an 1879 

inheritance hierarchy shown in Figure 6.5.1-1.  1880 
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 1881 

Figure 6.5.1-1: Resource Types 1882 

6.5.2 resource 1883 

6.5.2.1 Description 1884 

This XSD type definition includes the six universal attributes that are present in all oneM2M resource type definitions. 1885 

It forms the root of the resource inheritance hierarchy. 1886 

6.5.2.2 Reference 1887 

See Table 6.3.6-2. 1888 

6.5.2.3 Usage 1889 

This type is used indirectly by all resource types. It is used directly just by the <CSEBase> resource type. 1890 

6.5.3 regularResource 1891 

6.5.3.1 Description 1892 

This type definition includes the universal and common attributes used by the non-annouceable M2M resources.  1893 

6.5.3.2 Reference 1894 

See Table 6.3.6-2. 1895 

6.5.3.3 Usage 1896 

This type is used by the following resource types: 1897 

<delivery>, <eventConfig>, <execInstance>, <m2mServiceSubscriptionProfile>, <mgmtCommand>, <request>, 1898 

<serviceSubscribedNode>, <statsCollect>, <statsConfig>, <subscription>, <serviceSubscribedAppRule>, 1899 
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<notificationTargetMgmtPolicyRef>, <notificationTargetPolicy>, <policyDeletionRules>, 1900 

<dynamicAuthorizationConsultation>, <role>, <token> 1901 

6.5.4 announceableResource 1902 

6.5.4.1 Description 1903 

This type definition includes the universal and common attributes used by M2M resource types that are capable of 1904 

being announced. In addition to the attributes of a regularResource, it includes (as optional) the common attributes that 1905 

are used by the announcement mechanism. 1906 

6.5.4.2 Reference 1907 

See Table 6.3.6-2. 1908 

6.5.4.3 Usage 1909 

This type is used by the following resource types: 1910 

<AE>, <container>, <group>, <locationPolicy>, <node>, <remoteCSE>, <semanticDescriptor>, <timeSeries>, 1911 

<trafficPattern>  1912 

It is also used by the specializations of <mgmtObj>. 1913 

6.5.5 announcedResource 1914 

6.5.5.1  Description 1915 

This type definition includes the universal and common attributes used by a resource that is announcing an 1916 

announceable resource. In addition to the attributes of a regularResource, it includes (as optional) the link common 1917 

attribute. 1918 

6.5.5.2 Reference 1919 

See Table 6.3.6-2. 1920 

6.5.5.3 Usage 1921 

This type is used by the following resource types: 1922 

<AEAnnc>, <containerAnnc>, <groupAnnc>, <locationPolicyAnnc>, <nodeAnnc>, <remoteCSEAnnc>, 1923 

<semanticDescriptorAnnc>, <trafficPatternAnnc>.  1924 

It is also used by the xxxAnnc variants of the <mgmtObj> specializations. 1925 

6.5.6 announceableSubordinateResource 1926 

6.5.6.1 Description 1927 

This type definition includes the common attributes used by resource types that are subordinate children of other 1928 

resource types. It excludes attributes like accessControlPolicyIDs, as this attribute is defined for such resources. 1929 

6.5.6.2 Reference 1930 

See Table 6.3.6-2. 1931 
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6.5.6.3 Usage 1932 

This type is used by the following resource types: 1933 

<accessControlPolicy>, <contentInstance>, <schedule>, <timeSeries>  1934 

, <timeSeriesInstance>.  1935 

It is also used by the xxxAnnc variants of the <mgmtObj> specializations. 1936 

6.5.7 announcedSubordinateResource 1937 

6.5.7.1 Description 1938 

This type definition includes the common attributes used by the Announced variants of the resource types that are 1939 

subordinate children of other resource types. 1940 

6.5.7.2 Reference 1941 

See Table 6.3.6-2 1942 

6.5.7.3 Usage 1943 

This type is used by the following resource types: 1944 

<accessControlPolicyAnnc>, <contentInstanceAnnc>, <scheduleAnnc>, <timeSeriesAnnc>, 1945 

<timeSeriesInstanceAnnc>. 1946 

6.5.8 announcedSubordinateResource 1947 

6.5.8.1 Description 1948 

This type definition includes the universal and common attributes used by the non-annouceable M2M resources except 1949 

the accessControlPolicyIDs attribute. 1950 

6.5.8.2 Reference 1951 

See Table 6.3.6-2. 1952 

6.5.8.3 Usage 1953 

This type is used by the following resource types: 1954 

<pollingChannel>. 1955 

6.6 Response status codes 1956 

6.6.1 Introduction 1957 

The present clause specifies the assignment of oneM2M Response Status Code (RSC) values, which are returned in the 1958 

Response Status Code parameter of Response primitive. 1959 

The RSC may be delivered as oneM2M defined structured data, or the mapped native status code for transport protocol 1960 

binding (e.g. HTTP, CoAP, MQTT). 1961 
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6.6.2 RSC framework overview 1962 

The RSCs are categorized as one of 6 classes: 1963 

Table 6.6.2-1: Definition of Response Status Code class 1964 

Status Class Code Class Interpretation 

Informational 1xxx The request is successfully received, but the request is still on process. 

Success 2xxx The request is successfully received, understood, and accepted. 

Redirection 3xxx (Not used in present release) 

Originator Error 4xxx The request was malformed by the Originator and, is rejected. 

Receiver Error 5xxx The requested operation cannot be performed due to an error condition at the 
Receiver CSE. 

Network Service Error 6xxx The requested operation cannot be performed due to an error condition at the 
Network Service Entity. 

 1965 

6.6.3 Definition of Response Status Codes 1966 

6.6.3.1 Overview 1967 

The tables in the following clauses specify the RSCs for oneM2M releases. Each RSC includes: a response status 1968 

represented as numeric code. The supplemental information may be returned when it is needed. 1969 

6.6.3.2  Informational response class 1970 

Table 6.6.3.2-1 specifies the RSCs for acknowledgement responses for each release. 1971 

Table 6.6.3.2-1: Informational response class 1972 

Numeric Code Description 

1000 ACCEPTED 

 1973 

6.6.3.3 Successful response class 1974 

Table 6.6.3.2-1 specifies the RSCs for successful responses. 1975 

Table 6.6.3.3-1: RSCs for successful response class 1976 

Numeric Code Description 

2000 OK 

2001 CREATED 

2002 DELETED 

2004 UPDATED 

 1977 

6.6.3.4 Redirection response class 1978 

In the present document, no values in this response class are defined. 1979 

Table 6.6.3.4-1: RSCs for redirection response class 1980 

Numeric Code Description 

  

 1981 

6.6.3.5 Originator error response class 1982 

Table 6.6.3.5-1 specifies the RSCs for Originator error responses. 1983 
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41xx codes are oneM2M specific. 1984 

Table 6.6.3.5-1: RSCs for Originator error response class 1985 

Numeric Code Description 

4000 BAD_REQUEST 

4004 NOT_FOUND 

4005 OPERATION_NOT_ALLOWED 

4008 REQUEST_TIMEOUT 

4101 SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE 

4102 CONTENTS_UNACCEPTABLE 

4103 ORIGINATOR_HAS_NO_PRIVILEGE 

4104 GROUP_REQUEST_IDENTIFIER_EXISTS 

4105 CONFLICT 

4106 ORIGINATOR_HAS_NOT_REGISTERED 

4107 SECURITY_ASSOCIATION_REQUIRED 

4108 INVALID_CHILD_RESOURCE_TYPE 

4109 NO_MEMBERS 

4110 GROUP_MEMBER_TYPE_INCONSISTENT 

4111 ESPRIM_UNSUPPORTED_OPTION 

4112 ESPRIM_UNKNOWN_KEY_ID 

4113 ESPRIM_UNKNOWN_ORIG_RAND_ID 

4114 ESPRIM_UNKNOWN_RECV_RAND_ID 

4115 ESPRIM_BAD_MAC 

4116 ESPRIM_IMPERSONATION_ERROR 

 1986 

6.6.3.6 Receiver error response class 1987 

Table 6.6.3.6-1 specifies the RSCs for Receiver error responses. 1988 

51xx codes are oneM2M specific, which are used in generic procedures. 1989 

52xx codes are oneM2M specific, which are used in resource specific procedures. 1990 

Table 6.6.3.6-1: RSCs for Receiver error response class 1991 

Numeric Code Description 

5000 INTERNAL_SERVER_ERROR 

5001 NOT_IMPLEMENTED 

5103 TARGET_NOT_REACHABLE 

5105 RECEIVER_HAS_NO_PRIVILEGE 

5106 ALREADY_EXISTS 

5203 TARGET_NOT_SUBSCRIBABLE 

5204 SUBSCRIPTION_VERIFICATION_INITIATION_FAILED 

5205 SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE 

5206 NON_BLOCKING_REQUEST_NOT_SUPPORTED 

5207 NOT_ACCEPTABLE 

5208 DISCOVERY_DENIED_BY_IPE 

5209 GROUP_MEMBERS_NOT_RESPONDED 

5210 ESPRIM_DECRYPTION_ERROR 

5211 ESPRIM_ENCRYPTION_ERROR 

5212 SPARQL_UPDATE_ERROR 

 1992 

6.6.3.7 Network system error response class 1993 

Table 6.6.3.7-1 specifies the RSCs for when the external system reported errors over Mcn reference point. 1994 
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Table 6.6.3.7-1: RSCs for Network system error response class 1995 

Numeric Code Description 

6003 EXTERNAL_OBJECT_NOT_REACHABLE 

6005 EXTERNAL_OBJECT_NOT_FOUND 

6010 MAX_NUMBER_OF_MEMBER_EXCEEDED 

6020 MGMT_SESSION_CANNOT_BE_ESTABLISHED 

6021 MGMT_SESSION_ESTABLISHMENT_TIMEOUT 

6022 INVALID_CMDTYPE 

6023 INVALID_ARGUMENTS 

6024 INSUFFICIENT_ARGUMENTS 

6025 MGMT_CONVERSION_ERROR 

6026 MGMT_CANCELLATION_FAILED 

6028 ALREADY_COMPLETE 

6029 MGMT_COMMAND_NOT_CANCELLABLE 

 1996 

6.7 oneM2M specific MIME media types 1997 

The present sub-clause defines oneM2M specific MIME media types which may be used by protocol bindings. 1998 

The oneM2M specific MIME media types are defined under the vendor tree of "application" mediate type which is 1999 

prefixed with 'application/vnd.onem2m-'. 2000 
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Table 6.7-1: oneM2M specific MIME media types 2001 

oneM2M specific MIME subtype mapped oneM2M data type Note 

vnd.onem2m-res+xml m2m:resource For oneM2M resource operation. The 
type of oneM2M resource in content 
shall be indicated by "ty" parameter. 
XML serialization rule is applied. 
(See clause 7.5.2) 

vnd.onem2m-res+json m2m:resource Same information of above. JSON 
serialization rule is applied. 
(See clause 7.5.2) 

vnd.onem2m-res+cbor m2m:resource Same information of above. CBOR 
serialization rule is applied. 
(See clause 7.5.2) 

vnd.onem2m-ntfy+xml m2m:notification or 
m2m:aggregatedNotification 

For Notify operation for resource 
subscription. XML serialization rule is 
applied. 
(See clause 7.5.1) 

vnd.onem2m-ntfy+json m2m:notification or 
m2m:aggregatedNotification 

Same information of above. JSON 
serialization rule is applied. 
(See clause 7.5.1) 

vnd.onem2m-ntfy+cbor m2m:notification or 
m2m:aggregatedNotification 

Same information of above. CBOR 
serialization rule is applied. 
(See clause 7.5.1) 

vnd.onem2m-preq+xml m2m:requestPrimitive For exchanging serialized oneM2M 
request primitive. XML serialization 
rule is applied. 
(See clause 6.4.1 and 7.2.1.1) 

vnd.onem2m-preq+json m2m:requestPrimitive Same information of above. JSON 
serialization rule is applied. 
(See clause 6.4.1 and 7.2.1.1) 

vnd.onem2m-preq+cbor m2m:requestPrimitive Same information of above. CBOR 
serialization rule is applied. 
(See clause 6.4.1 and 7.2.1.1) 

vnd.onem2m-prsp+xml m2m:responsePrimitive For exchanging Response 
parameters. XML serialization rules 
is applied. 
(See clause 6.4.2 and 7.2.1.2) 

vnd.onem2m-prsp+json m2m:responsePrimitive Same information of above. JSON 
serialization rule is applied. 
(See clause 6.4.2 and 7.2.1.2) 

vnd.onem2m-prsp+cbor m2m:responsePrimitive Same information of above. CBOR 
serialization rule is applied. 
(See clause 6.4.2 and 7.2.1.2) 

 2002 

6.8 Virtual Resources 2003 

A virtual resource is used to trigger processing and/or retrieve results, but does not have a permanent representation in a 2004 

CSE. Table 6.8-1 lists the Virtual Resources. 2005 

Table 6.8-1: Virtual Resources 2006 

Virtual Resource Type resourceName Parent Resource Notes 

<latest> la <container> See clause 7.4.27 

<oldest> ol <container> See clause 7.4.28 

<fanOutPoint> fopt <group> See clause 7.4.14 

<semanticFanOutPoint> sfop <group> See clause 7.4.35 

<pollingChannelURI> pcu <pollingChannel> See clause 7.4.22 

<notificationTargetSelfReference> ntsr <subscription> See clause 7.4.33 

 2007 

Each resource instance listed in "Parent Resource" column of Table 6.8-1 has one virtual resource child of each type 2008 

listed against it in the table. These child resource instances have fixed resourceNames, as shown in the second column. 2009 
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A virtual resource shall be addressed using the hierarchical addressing method formed by taking the structured or 2010 

unstructured resource identifier of the parent resource and appending a "/" followed by the resourceName of the virtual 2011 

resource. 2012 

7 oneM2M procedures 2013 

7.1 Introduction 2014 

The following clauses (7.2 to 7.6) describe prerequisites such as primitive format and procedure outline with three 2015 

generic scenarios that are Originator, Receiver, and Resource Handling in accordance with CRUD+N operations. In 2016 

addition, for specific resource type they provide common or resource specific attributes, data type definition for the 2017 

attributes, and child resources as well as they explain resource specific procedures on CRUD operations to 2018 

communicate with oneM2M compliant M2M Platform System by oneM2M protocols and APIs as follows: 2019 

¶ Primitive formats and generic procedures 2020 

¶ Common operations 2021 

¶ Resource type-specific definitions and procedures 2022 

¶ Notification definition and procedures 2023 

7.2 Primitive format and generic procedure 2024 

7.2.1 Primitive format 2025 

7.2.1.1 Request primitive format 2026 

Table 7.2.1.1-1 summarizes the primitive parameters of the Request primitive, indicating their presence depending on 2027 

the C, R, U, D or N operations. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present.  2028 

Refer to clause 8.1.2 of the oneM2M TS-0001 [6] for additional information on the request primitive parameters. 2029 
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Table 7.2.1.1-1: Request Primitive Parameters 2030 

Primitive Parameter CREATE RETRIEVE UPDATE DELETE NOTIFY 

Operation M M M M M 

To M M M M M 

From O 
See note 

M M M M 

Request Identifier M M M M M 

Resource Type M NP NP NP NP 

Content M O M NP M 

Role IDs O O O O O 

Originating Timestamp O O O O O 

Request Expiration Timestamp O O O O O 

Result Expiration Time O O O O O 

Operation Execution Time O O O O O 

Response Type O O O O O 

Result Persistence O O O O NP 

Result Content O O O O NP 

Event Category O O O O O 

Delivery Aggregation O O O O O 

Group Request Identifier O O O O O 

Filter Criteria NP O O O NP 

Discovery Result Type NP O NP NP NP 

Tokens O O O O O 

Token IDs O O O O O 

Local Token IDs O O O O O 

Token Request Indicator O O O O O 

NOTE:  The From parameter is Mandatory for all requests except for AE CREATE. For AE 
CREATE, it is Optional. 

 2031 

The Content parameter in a Request shall contain one of the following: 2032 

1) A partial Resource. This applies to Create and Update request primitives. In the case of Create request the 2033 

Content parameter shall contain a single root element whose name is the name of the Resource and whose 2034 

content consists of one or more attributes, child Resources or childResource references. In the case of an 2035 

Update request primitive, the Content parameter shall contain the attribute and new values. Attributes to be 2036 

deleted from the resource shall be indicated without a value. In both cases the resource type is as defined in 2037 

clause 7.4, however since a partial resource is being transferred it is not required to be valid according to the 2038 

XSD for that resource in terms of the presence of resource attributes. Any attribute that is present, however, 2039 

shall comply to the data type defined in the XSD of that resource. 2040 

2) A Notification Data Object. This applies to Notification request primitives. The data type of the data object is 2041 

named <m2m:notification> and is described in Clause 7.5.1 2042 

3) An Aggregated Notification. This applies to Notification request primitives. The data type of the data object is 2043 

named <m2m:aggregatedNotification> and contains multiple <m2m:notification> objects. This is described in 2044 

clause 7.5.1. 2045 

4) An AttributeList element, as described in clause 7.5.2. This is used in partial retrieve request primitives to 2046 

indicate a list of attribute names whose values shall be retrieved in the response. 2047 

5) A ResponsePrimitive object as described in clause 7.5.1. This applies to Notification request primitives which 2048 

are sent when accessing resources in asynchronous non-blocking mode. 2049 

7.2.1.2 Response primitive format 2050 

Table7.2.1.2-1 summarizes the primitive parameters for Response primitive, indicating their presence depending on the 2051 

C, R, U, D or N operations of the associated Request primitive and whether this operation was successful or caused an 2052 

error. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present. 2053 

Refer to clause 8.1.3 of TS-0001 [6] for additional information on the request primitive parameters. 2054 

NOTE: Response Code and Status Code parameters are merged into the Response Status Code parameter. 2055 
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Table7.2.1.2-1 : Response Primitive Parameters 2056 

Primitive parameter Ack CREATE 
Success 

RETRIEVE 
Success 

UPDATE 
Success 

DELETE 
Success 

NOTIFY 
Success 

Error 

Response Status Code M M M M M M M 

Request Identifier M M M M M M M 

Content O O M O O O O 

To O O O O O O O 

From O O O O O O O 

Originating Timestamp O O O O O O O 

Result Expiration Timestamp O O O O O O O 

Event Category O O O O O O O 

Content Status NP NP O NP NP NP NP 

Content Offset NP NP O NP NP NP NP 

Assigned Token Identifiers NP O O O O O O 

Token Request Information NP NP NP NP NP NP O 

 2057 

The Content parameter in a Response shall contain one of the following: 2058 

1) A complete or partial Resource. This applies to a response primitive sent in reply to create and retrieve request 2059 

message. A partial resource also applies to a response primitive sent in reply to update request message. The 2060 

Content parameter shall contain a single root element whose name is the name of the Resource and whose 2061 

content consists of one or more attributes, child resources or childResource references. In this case the 2062 

resource type is as defined in clause 7.4. However if a partial resource is being transferred, it is not required to 2063 

be valid according to the XSD for that resource, in terms of the presence of resource attributes. Any attribute 2064 

that is present, however, shall comply to the data type defined in the XSD of that resource. 2065 

2) The URI of a resource. This is included directly as the content of the Content parameter (like in case 6) 2066 

3) A partial resource and its hierarchical URI. These are included in a root element called m2m:resource defined 2067 

in clause 7.5.2. The URI is included as an attribute of m2m:resource. 2068 

4) A list of URIs. This can be used for transferring the childResource URIs in a Discovery response. These are 2069 

included in an element called m2m:URIList defined in clause 7.5.2.  2070 

5) A list of childResourceRef. This can be used for transferring the child resource references in a Discovery 2071 

response. These are included in an element called m2m:resourceRefList defined in clause 7.5.2. 2072 

6) An Aggregated Response. This is sent as a result of a Group operation. This uses the element 2073 

m2m:aggregatedResponse defined in clause 7.5.2. 2074 

7) Human-readable error message. This is included in an element called m2m:debugInfo defined in clause 7.5.2. 2075 

7.2.2 Description of generic procedures 2076 

7.2.2.1 Generic resource request procedure for originator 2077 

A generic resource Request procedure shall be comprised of the following actions. Additional actions specific to 2078 

individual procedures are listed in the respective clauses by referencing these actions and providing additional steps. 2079 

The Originator shall execute the following steps in order: 2080 
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 2081 

Finish

Orig-1.0: ñCompose of  a Request  primitiveò

Orig-5.1: ñReceive a Response primitive 

from the Hosting CSEò

Orig-6.0: ñProcess Response primitiveò

nonBlockingRequestAsynch

Orig-2.0: ñSend a Request primitive  to the 

Receiver CSEò

Start

Orig-5.0: ñSend a Request primitive with 

op=Rò

Orig-5.2: ñCompletion of operation 

by Response Status Code parameterò

Processing 

Success

Orig-8.0: ñCreate a Response  primitiveò

Orig-3.0: 

ñCheck Response Typeò

Orig-5.3: ñExtract a result from 

Response primitive of Orig-5.1ò

nonBlockingRequestSynch

Orig-9.0: ñSend a Response  primitiveò

Orig-7.0: ñReceive a Request  primitive 

with op=Nò

FailOrig-9.1: ñExtract Response  primitive of 

Orig-2.0 from Orig-7.0ò

Orig-4.1: ñWait for Response primitive

(Ack)ò

Orig-4.1: ñWait for Response primitive

(Ack)ò
Orig-4.0: ñWait for Response primitiveò

blockingRequest

 2082 

Figure 7.2.2.1-1: Generic procedure of Originator 2083 

Orig-1.0 "Compose Request primitive": Please refer to clause 7.3.1.1 for details. 2084 

Orig-2.0 "Send a Request primitive to the Receiver CSE": The Request primitive shall be included mandatory 2085 

parameters which are Operation, To, From and Request Identifier parameter. Please refer to clause 7.3.1.2 for details. 2086 

Orig-3.0 "Check Response Type": In this step, the Originator checks that the communication method is either 2087 

blockingRequest, nonBlockingRequestSynch, nonBlockingRequestAsynch or flexBlocking by using the Response Type 2088 

parameter (see detail in clause 8.1.2 in the oneM2M TS-0001 [6]). If the Response Type parameter does not exist, the 2089 

communication method is óblockingRequest' as specified at clause 6.4.1.  2090 

If the Response Type is blockingRequest it waits for Response primitive and goes to step Orig-4.0. If the Response 2091 

Type is nonBlockingRequestSync, it waits for acknowledgement of the Response primitive and goes to step Orig-4.1. If 2092 

the Response Type is nonBlockingRequestAsynch, it waits for acknowledgement of Response primitive and goes to 2093 

step Orig-4.1. If the Response Type is flexBlocking, the Originator shall wait for a Response primitive as in Orig-4.0 2094 

and Orig-4.1 below, If the Response primitive is an acknowledgement it shall proceed according to Orig-4.1 2095 

(nonBlockingRequestSynch or nonBlockingRequestAsynch) otherwise it shall proceed according to Orig-4.0 2096 

(blockingRequest). 2097 
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Orig-4.0 and Orig-4.1 "Wait for Response primitive": Please refer to clause 7.3.1.3 for details.  2098 

Orig-5.0 "Send a Request primitive with op=R": The op=R means Retrieve operation. The Request primitive shall be 2099 

included mandatory parameters which are Operation, To, From and Request Identifier parameter. The Response Type 2100 

of the ñRequestò primitive shall be blockingRequest. See clause 7.3.1.4 for details. 2101 

Orig-5.1 "Receive a Response primitive from the Hosting CSE": The Originator shall receive mandatory parameters 2102 

which are Response Status Code, Request Identifier and Content parameter. A Request Identifier shall be identical to 2103 

the Orig-5.0. An information of Content parameter is the result of the Orig-2.0 when the Receiver completed handling 2104 

of Request primitive of Orig-2.0. 2105 

Orig-5.2 "Completion of operation by Response Status Code parameter": When the Response Status Code is successful 2106 

and Content parameter exists, it goes to Orig-5.3. When the Response Status Code is acknowledgment which indicates 2107 

processing at the Receiver, it goes to Orig-5.0. When the Response Status Code is error such as Originator error 2108 

(4XXX)  or Receiver error (5XXX)  or Network error (6XXX)  or absence of Content parameter, it goes to finish with 2109 

error. 2110 

Orig-5.3 "Extract a result from Response primitive of Orig-5.1": The information of operationResult attribute of the 2111 

<request> resource in Content parameter from Orig-5.1 is extracted from Response primitive which is included Request 2112 

Identifier, Response Status Code and optional Content parameter. The <request> resource shall be included mandatory 2113 

attributes as specified in clause 9.6.12 [6]. The Request Identifier in operationResult attribute shall be identical of Orig-2114 

2.0 2115 

Orig-6.0 "Process Response primitive": A Request Identifier shall be identical to the Orig-2.0. The Originator 2116 

processes the response. 2117 

Orig-7.0 "Receive a Request primitive with op=N": The op=N means Notify operation. The Originator receives Request 2118 

primitive with mandatory parameters which are Operation, To, From, Request Identifier and Content parameter. An 2119 

Operation parameter shall be Notify. A Content parameter is the notification information as specified in clause 7.5.1.1.  2120 

Orig-8.0 "Create a Response primitive": The Originator creates Response primitive with mandatory parameters which 2121 

are Response Status Code and Request Identifier parameter. A Request Identifier shall be identical to the Orig-7.0. 2122 

Orig-9.0 "Send a Response primitive": The Response primitive which is created at Orig-8.0 shall be sent to the 2123 

Receiver. Please refer to clause 7.3.2.3 for details. 2124 

Orig-9.1"Extract Response primitive of Orig-2.0 from Orig-7.0": The information of operationResult attribute in 2125 

<request> resource from Orig-7.0 in Response primitive is included Request Identifier, Response Status Code and 2126 

optional Content parameters. The <request> resource shall be included mandatory attributes as specified in clause 2127 

9.6.12 of oneM2M TS-0001 [6]. The Request Identifier in operationResult attribute shall be identical of Orig-2.0. 2128 

7.2.2.2 Generic procedure for handling a Request at a receiver 2129 

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall 2130 

execute "Create an error response" (refer to clause 7.3.3.13 for details) and then "Send Response primitive" (refer to 2131 

clause 7.3.2.4 for details). The corresponding Response code shall be included in the Response primitive. 2132 
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 2133 

Figure 7.2.2.2-1: Generic procedure of Receiver 2134 

Recv-1.0 "Check the validity of received request primitive": See clause 7.3.2.1 for details. 2135 

Recv-2.0 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest, 2136 

nonBlockingRequestSynch or nonBlockingRequestAsynch by using Response Type parameter (see detail in clause 2137 

8.1.2 in TS-0001 [6]). If the request is blockingRequest or Response Type parameter is not included, it goes to step 2138 

Recv-6.0 "Resource handling procedure". If the request is nonBlockingRequestSynch, it goes to step Recv-3.0 "Create 2139 

<request> resource locally" If the request is nonBlockingRequestAsynch, it goes to step Recv-3.0 "Create <request> 2140 

resource locally". If the request is flexBlocking, the Receiver CSE shall make the decision to respond using blocking or 2141 

non-blocking based on its own local context (memory, processing capability, etc.) unless specified further in the 2142 

resource-specific procedure. 2143 

Recv-3.0 "Create <request> resource locally": Please refer to clause 7.3.2.2 for details. 2144 

Recv-4.0 "Create a successResponse": Please refer to clause 7.3.3.12 for details. 2145 

Recv-5.0 "Send Response Primitive": Please refer to clause 7.3.2.4 for details. 2146 
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Recv-6.0 "Resource handling procedure": Please refer to Figure 7.2.2.2-2 for details. 2147 

Recv-7.0 "Update <request> resource": Please refer to clause 7.3.2.5 for details. This step is only valid when the request 2148 

is non-blocking. 2149 

Recv-8.0 "Send Notification": Please refer to clause 7.5.1.2.5 for details. 2150 

Recv-9.0 "Wait for a Response primitive": Please refer to clause 7.3.1.3 for details. 2151 

Recv-10.0 "Send Response Primitive": Please refer to clause 7.3.3.16 for details. 2152 

 2153 
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 2154 

Figure 7.2.2.2-2: Resource handling procedure 2155 

The above figure describes the generic procedure to resource handling procedures. 2156 

Recv-6.0.1 "Requested operation is an AE registartion?": If the requested operation is an AE registartion, then it goes to 2157 

Recv-6.0.2 "Check Service Subscription Profile". Otherwise, it goes to Recv-6.1. 2158 
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Recv-6.0.2 "Check Service Subscription Profile": Please refer to clause 7.3.2.7 for details. 2159 

Recv-6.1 "Hosting CSE of the targeted resource?": The step checks if the receiver is a transit CSE or the Hosting CSE 2160 

of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that 2161 

the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2"Check existence of the 2162 

addressed resource", Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 "CMDH processing 2163 

supported?", No branch). Please refer to clause 7.3.2.8 for details. 2164 

Recv-6.2 "Check existence of the addressed resource": Please refer to clause 7.3.3.1 for details. 2165 

Recv-6.3 "Check authorization of the Originator": Please refer to clause 7.3.3.15 for details. 2166 

Recv-6.4 "Check validity of resource representation": Please refer to clause 7.3.3.3 and clause 7.3.3.4 for details. Notify 2167 

is not applicable for this step. 2168 

Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed": The step represents five common operations 2169 

which are "Create the resource (clause 7.3.3.5)", "Retrieve the resource (clause 7.3.3.6)", "Update the resource (clause 2170 

7.3.3.7)", "Delete the resource (clause 7.3.3.8)" and "Notify processing (clause 7.3.3.9)".  2171 

Recv-6.6 "Announce/De-announce the resource": The step represents two common operations which are "Announce the 2172 

resource" and "De-announce the resource". Please refer to clause 7.3.3.10 and clause 7.3.3.11 for details. Notify is not 2173 

applicable for this step. 2174 

Recv-6.6.1 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest or not 2175 

by using Response Type parameter (see detail in clause 8.1.2 in TS-0001 [6]). If the request was blockingRequest or 2176 

Response Type parameter was not included, it goes to step Recv-6.7 "Create a success response". Otherwise, it goes 2177 

back to the generic procedure of the receiver (Figure 7.2.2.2-1). 2178 

Recv-6.7 "Create a success response": Please refer to clause 7.3.3.12 for details. 2179 

Recv-6.9 "CMDH processing supported?": This step checks whether the Receiver supports the CMDH processing. If 2180 

the receiver supports CMDH processing, it goes to Recv-6.10 "Queue request primitive and execute CMDH message 2181 

forwarding procedure" otherwise, it goes to Recv-6.11 ñForwardingò. 2182 

Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure": the Receiver CSE shall queue 2183 

the received request primitive and execute the "CMDH message forwarding procedure". Please refer to Annex H.2.4. 2184 

for details. 2185 

Recv-6.11 "Forwarding": carry out message forwarding as defined in clause 7.3.2.6. 2186 

7.3 Common operations 2187 

7.3.1 Originator actions 2188 

7.3.1.1 Compose request primitive 2189 

The originator shall compose a Request message that shall be mapped to a specific protocol. 2190 

The Request shall include mandatory parameters which is Operation, To, From and Request Identifier. 2191 

The Request may include the time related parameters which is Originating Timestamp, Request Expiration 2192 

Timestamp, Result Expiration Timestamp and Operation Execution Time. 2193 

The Request may include the other parameters as specified in Table 7.2.1.1-1: Request Primitive Parameters. 2194 

When including a resource representation in the request primitive for create and update, the originator shall take into 2195 

account the validation rules as specified in "Check validity for resource representation for create" and "Check validity 2196 

for resource representation for update" respectively. 2197 

EXAMPLE: Any attributes marked with NP shall not be present in the resource representation for the 2198 

corresponding request primitive. 2199 
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7.3.1.2 Send a request to the receiver CSE 2200 

The originator shall determine the receiver CSE. 2201 

The receiver of the Request shall be the registrar CSE of the originator in case the originator is not IN-CSE. 2202 

If the originator is the IN-CSE, the receiver of the Request shall be the CSE whose identifier is the prefix of the To 2203 

parameter of the Request. 2204 

If this results in no matching CSE, then the request is rejected with a Response Status Code indicating "NOT_FOUND" 2205 

error. 2206 

If this results in multiple CSEs, the request is rejected with a Response Status Code indicating 2207 

"INTERNAL_SERVER_ERROR" error. 2208 

7.3.1.3 Wait for response primitive 2209 

The originator shall wait for the Response primitive from the receiver that corresponds to the Request primitive that was 2210 

sent by the originator. Correlation between the Request and the corresponding Response is handled by the transport 2211 

layer or by Request Identifier parameter of the primitive. 2212 

If  no Response primitive is received within a certain time, specified by server policy and/or by the underlying transport 2213 

technology, this shall be handled as if a Response primitive with a Response Status Code indicating 2214 

"REQUEST_TIMEOUT" error was received. 2215 

7.3.1.4 Retrieve the <request> resource 2216 

When the Originator needs to retrieve information about an associated previously issued non-blocking request, the 2217 

Originator shall request to Retrieve the attributes of the <request> resource. The Originator shall compose the Request 2218 

primitive with the following parameters and send the Request to the Receiver CSE. See clauses 7.3.1.1 and 7.3.1.2. 2219 

NOTE:  The Originator may include optional parameters described in clause 8.1.2 of TS-0001 [6]. 2220 

Table 7.3.1.4-1: Request primitive parameter settings 2221 

Parameter Name Value  

Operation Retrieve 

To This shall be set to the URI of the <request> resource received in the response 
(acknowledgement) to the previously issued non-blocking request. 

From Id of the Originator 

Request Identifier The identifier of this request message. 

Content Optionally includes the name of attributes that needs to be retrieved. 

Response Type blockingRequest. 

 2222 

7.3.2 Receiver CSE actions 2223 

7.3.2.1 Check the validity of received request primitive 2224 

The validity checking of the message carrying the received request primitive is specified by the protocol mapping 2225 

Technical Specifications (CoAP binding [22], HTTP binding [23], and MQTT binding [24]). The received resource 2226 

representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions. 2227 

If the Request Expiration Timestamp is given in the request and expired, the Receiver CSE shall reject the request with 2228 

an "REQUEST_TIMEOUT" Response Status Code parameter value. 2229 

If the From parameter is not present in the request except AE Create request, the Receiver CSE shall reject the request 2230 

with "BAD_REQUEST" Response Status Code parameter value. 2231 

If the received request is communicated within an established Security Association (TS-0003 [[7]]), and  2232 

¶ the Receiver knows that the Registree using the established Security Association is an AE, and  2233 
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¶ the Receiver knows the AE-ID(s) of the Registree using the established Security Association, and 2234 

¶ the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security 2235 

Association, 2236 

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED " Response Status Code 2237 

parameter value. 2238 

If the received request is communicated within an established Security Association, and 2239 

¶ the Receiver knows that the Registree using the established Security Association is a CSE, and  2240 

¶ the Receiver knows the CSE -ID of the Registree using the established Security Association, and 2241 

¶ if one of the following applies: 2242 

- the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than 2243 

the CSE-ID of the Registree using the established Security Association, or 2244 

- the From parameter is an CSE-Relative C-Type AE-ID-Stem, or 2245 

- the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem, and the 2246 

CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other 2247 

than the CSE-ID of the Registree for the established Security Association, 2248 

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code 2249 

parameter value. 2250 

NOTE: An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion 2251 

(see TS-0001 [6]). 2252 

If the received request is communicated outside of an established Security Association, and 2253 

¶ If the From parameter includes an AE-ID, and 2254 

¶ The request is not a CREATE <AE> Request, and 2255 

¶ The From parameter does not match the AE-ID of an AE currently registered to the Receiver 2256 

then the request shall be rejected with a "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code 2257 

parameter value. 2258 

If the received request is communicated outside of an established Security Association, and the From parameter 2259 

includes a CSE-ID, then the request shall be rejected with an "SECURITY_ASSOCIATION_REQUIRED" Response 2260 

Status Code parameter value. 2261 

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the 2262 

"CMDH message validation procedure" defined in Annex H.2.3. shall be carried out. 2263 

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" 2264 

error. 2265 

If Resource Type is not present or is invalid in a CREATE request ,the request shall be rejected with a Response Status 2266 

Code indicating "BAD_REQUEST" error. 2267 

If the Filter Criteria  parameter is included in a CREATE request, the request shall be rejected with a Response Status 2268 

Code indicating "BAD_REQUEST" error. 2269 

If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content 2270 

Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error. 2271 

If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request 2272 

shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error. 2273 
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7.3.2.2 Create <request> resource locally 2274 

Creation of a <request> resource can only be done on a Receiver CSE implicitly. When the Receiver CSE receives a 2275 

request for targeting any other resource type or requesting a notification in non-blocking mode, i.e. the Response Type 2276 

parameter of the request is set to either 'nonBlockingRequestSynch' or 'nonBlockingRequestAsynch', and if the 2277 

Receiver CSE supports the <request> resource type as indicated by the 'supportedResourceType' attribute of the 2278 

<CSEBase> resource, the Receiver CSE shall create an instance of <request> resource based on the following steps. If 2279 

the Receiver CSE does not support the <request> resource type, the 'nonBlockingRequestSynch' request shall be 2280 

rejected with a Response Status Code indicating "NON_BLOCKING_REQUEST_NOT_SUPPORTED" error. For the 2281 

'nonBlockingRequestAsynch'request, a Receiver CSE that does not support the <request>  resource type shall be able to 2282 

respond to an acceptable request with a response containing an Acknowledgement without a reference to a resource 2283 

containing the context of the request. 2284 

The Receiver CSE of a non-blocking request is the Hosting CSE for the <request> resource that shall be associated with 2285 

the non-blocking request. 2286 

1) Assign a value to the common attributes of <request> resource according to the following table:  2287 

Table 7.3.2.2-1: Common attributes settings for <request> resource 2288 

Attribute Name Value  

resourceType Request 

resourceID Hosting CSE shall assign a value to this attribute. 

expirationTime The value of the expirationTime shall be chosen dependent on the Request 
Expiration Timestamp, Result Expiration Timestamp, Operation 
Execution Time and Result Persistence parameters associated with the 
original request. If the value consistent with the Request Expiration 
Timestamp, Result Expiration Timestamp, Operation Execution Time and 
Result Persistence parameters is too long, the Hosting CSE shall reject the 
request. 
The expirationTime of the <request> resource should last longer than the 
specified Result Persistence if provided in the request. 

parentID The parent resource of a <request> resource shall be the <CSEBase> 
resource of the Hosting CSE. 

creationTime Date/time of creation of this resource. 

lastModifiedTime Date/time which is equal to the creationTime. 

accessControlPolicyIDs Populate with the resource identifier of an <accessControlPolicy> that contains 
the following: 
In the privileges attribute 

¶ Allow RETRIEVE, UPDATE and DELETE operations for the Hosting CSE. 

¶ Allow RETRIEVE and DELETE operations for the Originator, i.e. the value 
of the parameter From in the associated non-blocking request. 

In the selfPrivileges attribute 
1. Allow UPDATE operations for the Originator, i.e. the value of the parameter 

From in the associated non-blocking request. 

labels Originator ID 

stateTag 0 

resourceName Hosting CSE shall assign a value to this attribute. 

 2289 

2) Assign a value to the resource-specific attributes of <request> resource according to the following table:  2290 
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Table 7.3.2.2-2: Resource-specific attributes settings for <request> resource 2291 

Attribute Name Value  

operation The value of the parameter Operation in the associated non-blocking request. 

target The value of the parameter To in the associated non-blocking request. 

originator The value of the parameter From in the associated non-blocking request. 

requestID The value of the parameter Request Identifier in the associated non-blocking 

request. 

metaInformation The content of this attribute is set to information in optional parameters 
described in clause 8.1.2 of [6] given in the associated non-blocking request. 

content The value of the parameter Content, if any, in the associated non-blocking 
request. 

requestStatus The Receiver CSE shall set this to "PENDING". 

operationResult Empty 

 2292 

7.3.2.3 Create a success response (acknowledgement)  2293 

The Receiver CSE shall create a Response primitive. The Receiver CSE shall include the following parameters in the 2294 

Response primitive. 2295 

Table 7.3.2.3-1: Response primitive parameter settings 2296 

Parameter Name Value  

Response Status Code "ACCEPTED" 

Request Identifier The value of the parameter Request Identifier in the associated non-blocking 
request. 

Originating Timestamp Timestamp when this message was built 

Content Reference to the <request> of the associated non-blocking request only if 
<request> resource is supported. 

 2297 

7.3.2.4 Send response primitive (acknowledgement) 2298 

A Response primitive shall be sent back to the originator. 2299 

7.3.2.5 Update <request> resource  2300 

Changes in the attributes of a <request> resource shall be done by the Hosting CSE implicitly due to changes of the 2301 

status (requestStatus) of the associated non-blocking request or due to the reception of an operation result 2302 

(operationResult) in response to the associated non-blocking request. The Receiver CSE shall update attributes of an 2303 

instance of <request> resource based on the following steps. 2304 

1) Update a value to the common attributes of <request> resource according to the following table:  2305 

Table 7.3.2.5-1: Common attributes settings for <request> resource 2306 

Attribute Name Value  

lastModifiedTime Date/time of the last modification. 

stateTag This value is incremented on every modification. 

 2307 

2) Update a value to the resource-specific attributes of <request> resource according to the following table:  2308 
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Table 7.3.2.5-2: Resource-specific attributes settings for <request> resource 2309 

Attribute Name Value  

requestStatus If the Receiver CSE is a Transit CSE and the previously received request has 
been successfully forwarded to the next hop, this shall be set to 
"FORWARDED". 
If the Receiver CSE is a Transit CSE and the previously received request has 
been rejected by the next hop, this shall be set to "FAILED". 
If the Receiver CSE is the Target CSE (i.e. To parameter in the request 

message starts with the CSEBase URI of the Receiver CSE) and the originally 
requested operation has been completed, this shall be set to "COMPLETED". 

operationResult Hosting CSE shall contain the response message of the originally requested 
operation ï if any ï in line with the rc parameter in the associated non-blocking 
request. 

 2310 

7.3.2.6 Forwarding 2311 

 2312 

If the Request Expiration Timestamp, Result Expiration Timestamp or Operation Execution Time is set in the 2313 

request, the receiver CSE should forward the request before the earliest of the times. If the any of the timestamps are in 2314 

the past, it shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value and not 2315 

forward the request. 2316 

Acting as an originator the CSE shall perform the following procedures: 2317 

1) "Send a Request to the receiver CSE". Please refer to clause 7.3.1.2 for details. 2318 

2) "Wait for Response primitive". Please refer to clause 7.3.1.3 for details. 2319 

When the Response is received the receiver CSE shall: 2320 

1) Primitive specific procedure: Forward the Response to the original CSE. 2321 

7.3.2.7 Check Service Subscription Profile 2322 

In order to validate whether or not the AE registration request complies with the subscriberôs service subscription 2323 

profile, the Receiver shall check if a corresponding <serviceSubscribedNode> child resource of the subscriberôs 2324 

<m2mService SubscriptionProfile> resource, with a CSE-ID attribute exists which matches the Receiver owned CSE-2325 

ID. If this condition is met, the Receiver shall further check whether the Registree AE is included in the linked (i.e., 2326 

ruleLinks attribute) <serviceSubscribedAppRules> resource(s). 2327 

7.3.2.8 Check Hosting CSE of the targeted resource 2328 

The Receiver shall check the To parameter of the request, depending upon the addressing modes in the request 2329 

following handling shall be done: 2330 

To parameter with Absolute Resource ID representation : 2331 

If the To parameter in the request starts with M2M-SP-ID(i.e Absolute Resource ID representation)  but M2M-SP-ID in 2332 

the To parameter is different from M2M-SP-ID of the receiver, then receiver is a transit CSE. 2333 

If the To parameter in the request starts with M2M-SP-ID (i.e Absolute Resource ID representation) of the receiver, but 2334 

the CSE-ID in the To parameter is different from the CSE-ID of the receiver, then the receiver is a transit CSE. 2335 

If the To parameter in the request starts with M2M-SP-ID (i.e Absolute Resource ID representation) of the receiver, and 2336 

the CSE-ID in the To parameter is same as CSE-ID of the receiver, then the receiver is the Hosting CSE. 2337 

To parameter with SP-Relative Resource ID representation: 2338 

If the To parameter in the request starts with CSE-ID (i.e SP-Relative Resource ID representation) of the receiver, and 2339 

the CSE-ID in the To parameter is different from CSE-ID of the receiver, then the receiver is a transit CSE. 2340 
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If the To parameter in the request starts with CSE-ID (i.e SP-Relative Resource ID representation) of the receiver, and 2341 

the CSE-ID in the To parameter is same as CSE-ID of the receiver, then the receiver is the Hosting CSE. 2342 

To parameter with CSE-Relative Resource ID representation: 2343 

If the To parameter in the request doest not start with CSE-ID (i.e CSE-Relative Resource ID representation), then the 2344 

receiver is the Hosting CSE. 2345 

When receiver is a transit CSE, then either CMDH Message Forwarding (Recv-6.9) or Forwarding (Recv-6.10) shall 2346 

apply as depicted in Figure 7.2.2.2-2 Resource handling procedure. 2347 

7.3.3 Hosting CSE actions 2348 

7.3.3.1 Check supported resource types 2349 

If the request is a valid request, but the Hosting CSE does not implement the requested resource type, then the Hosting 2350 

CSE shall reject the request and return an error response with Response Status Code indicating "NOT 2351 

IMPLEMENTED". 2352 

7.3.3.2 Check existence of the addressed resource 2353 

If the Request Expiration Timestamp is given in the request and expired, the Hosting CSE shall reject the request with 2354 

an "REQUEST_TIMEOUT" Response Status Code parameter value. Otherwise, the Hosting CSE should handle the 2355 

request before the time specified in Request Expiration Timestamp. 2356 

The Hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does 2357 

not exist, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error. 2358 

The Hosting CSE shall also check if the conditions specified in the Filter Criteria  parameter in the 2359 

Retrieve/Update/Delete operation are met. If the condition check fails, the Hosting CSE shall reject the request with a 2360 

Response Status Code indicating "NOT_FOUND" error.  2361 

If the Hosting CSE does not support the content format (i.e. type of serialization) requested by the originator, the 2362 

request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error. 2363 

7.3.3.3 Check validity of resource representation for CREATE 2364 

The handling below shall apply to each attribute in the resource for CREATE request primitives and the handling 2365 

depends on the "presence in CREATE request" column of the resource table. If the request is rejected based on the rules 2366 

below, then the other attributes do not have to be checked. 2367 

If the CREATE request has a Resource Type that is not listed in the child resource tables, defined in 7.4 corresponding 2368 

to the addressed resource, then the request shall be rejected with a Response Status Code indicating 2369 

"INVALID_CHILD_RESOURCE_TYPE" error. 2370 

If no resource representation is present in the CREATE request, then the request is rejected with a Response Status 2371 

Code indicating "BAD_REQUEST" error. 2372 

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then 2373 

the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error. 2374 

There are three cases where the Hosting CSE shall configure or override an expirationTime value that differs from the 2375 

value specified in the resource representation (if present). 2376 

1) The Originator does not specify an expirationTime  2377 

2) The Originator requests an expirationTime that is later than expirationTime of the parent  2378 

3) The Hosting CSE determines the expirationTime requested by the Originator does not meet its requirements 2379 

(E.g. based on a local policy) 2380 
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In each of these cases, the Hosting CSE shall configure an expirationTime into the resource that is less than or equal to 2381 

the expirationTime of the parent resource. In addition, the Hosting CSE shall communicate the modified value back to 2382 

the originator in the response if the Result Content parameter permits this. 2383 

If the creator attribute is present in the resource representation and supported by the type of resource to be created its 2384 

value shall be NULL. If the originator provides a value for the creator attribute but resource type does not support the 2385 

creator attribute, then the Hosting CSE shall reject the request with a Response Status Code indicating 2386 

"BAD_REQUEST" error. If the originator provides a value for the creator attribute within the request, the Hosting CSE 2387 

shall reject the request with a Response Status Code indicating "BAD_REQUEST" error. 2388 

M attribute  for create request 2389 

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall check if the 2390 

value is acceptable according to internal policies. 2391 

If the provided value is not accepted, the Hosting CSE shall reject the request with a Response Status Code indicating 2392 

"BAD_REQUEST" error. 2393 

If the attribute is not present in the resource representation in the CREATE request the Hosting CSE shall reject the 2394 

request with a Response Status Code indicating "BAD_REQUEST" error. 2395 

O attribute  for create request 2396 

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall check if the 2397 

value is acceptable according to internal policies. 2398 

If the provided value is not accepted then the Hosting CSE shall reject the request with a Response Status Code 2399 

indicating "BAD_REQUEST" error. 2400 

NP attribute for create request 2401 

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall reject the request 2402 

with a Response Status Code indicating "BAD_REQUEST" error. 2403 

7.3.3.4 Check validity of resource representation for UPDATE 2404 

The handling below shall apply to each attribute in the resource for UPDATE request primitives and the handling 2405 

depends on the "presence in UPDATE request" column of the resource table. If the request is rejected based on the rules 2406 

below, then the other attributes do not have to be checked. 2407 

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then 2408 

the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error. 2409 

O attribute  for update request 2410 

If the attribute is present in the resource representation in the UPDATE request, the Hosting CSE shall check if the 2411 

value is acceptable according to internal policies. 2412 

If the provided value is not accepted, the Hosting CSE shall reject the request with a Response Status Code indicating 2413 

"BAD_REQUEST " error. 2414 

NP attribute for update request 2415 

If the attribute is present in the resource representation in the UPDATE request, the Hosting CSE shall reject the request 2416 

with a Response Status Code indicating "BAD_REQUEST" error. 2417 

7.3.3.5 Create the resource 2418 

If the Operation Execution Time is given in the request, the Hosting CSE should perform the following procedures at 2419 

the time and shall not perform the procedures before the time. 2420 

A new resource shall be created and correlated to the addressed and existing parent resource. As the result of the 2421 

resource creation, the lastModifiedTime attribute of the parent resource shall be set to the same value as the 2422 

creationTime attribute of the created resource. The following rules shall be applied. 2423 
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The structured resource identifier of the created resource shall be the identifier of its parent resource with the 2424 

resourceName appended. (e.g. myCSE/myContainer, for an application resource with resourceName "myContainer" 2425 

created in the parent resource myCSE). 2426 

When configuring the resourceName attribute of the new resource, the Hosting CSE shall use the name provided in the 2427 

resourceName attribute within the content of the request. The Hosting CSE shall first check for the presence of any 2428 

resources having a resourceName attribute that matches the one specified in the request and that have the same parent 2429 

as the new resource being created. If such a resource exists, then the Hosting CSE shall reject the request with a 2430 

Response Status Code indicating "CONFLICT" error. If the resourceName is not provided in the request, the Hosting 2431 

CSE shall generate and assign a name to the resourceName attribute of the new resource. 2432 

If expirationTime attribute is present in the resource representation of the to be created resource and the expirationTime 2433 

is set to a non-negative time, then an expiration timer shall be started by the Hosting CSE. At timer expiration the 2434 

related resource is deleted by "Delete the addressed resource". 2435 

Attributes of the parent resource shall be updated, if applicable. For example, the currentByteSize attribute of a 2436 

<container> resource will be updated upon child <contentInstance> resource creation. An attribute update of a parent 2437 

resource is resource type specific, so they are specified in clause 7.4. 2438 

If the creator attribute is present in the resource representation, and is supported by the type of resource to be created, 2439 

and is NULL, then the Hosting CSE shall include the creator attribute in the resource to be created. The Hosting CSE 2440 

shall assign the creator attribute with a value equal to the value carried in the From request parameter. If the creator 2441 

attribute is not present in the resource representation of the request, the Hosting CSE shall not include the creator 2442 

attribute in the resource to be created. 2443 

For setting the attributes in the resource representation the following rules shall apply in CREATE request primitives: 2444 

M attribute  for create request 2445 

If the provided value is acceptable, the Hosting CSE shall use the provided value in the resource representation of the 2446 

created resource. 2447 

O attribute  for create request 2448 

If a value is provided and accepted, then the Hosting CSE shall use the provided value in the resource representation of 2449 

the created resource. 2450 

If the attribute is not provided or accepted, but the multiplicity of the attribute is "1" in the resource, the Hosting CSE 2451 

shall assign default value or assign value based on local policy, or the value of specified in clause 7.4. 2452 

If the attribute is not present in the resource representation in the CREATE request and the multiplicity of the attribute 2453 

is "0..1" in the resource, the Hosting CSE shall create the resource without the attribute unless otherwise specified in 2454 

resource type-specific procedures defined in clause 7.4. 2455 

NP attribute for create request 2456 

If the attribute is not present in the resource representation in the CREATE request, and the multiplicity of the attribute 2457 

is "1" in the resource, then the Hosting CSE shall create the resource with the default value. 2458 

7.3.3.6 Retrieve the resource 2459 

If the Operation Excution Time is given in the request, the Hosting CSE should perform the following procedures at 2460 

the time and shall not perform the procedures before the time. 2461 

When the resource is read to provide a response to Retrieve request primitives: 2462 

Full  retrieve request: the request target is a resource given in the To parameter 2463 

The content of the Response to the Retrieve Request shall comply to the Result Content parameter in the Request. If the 2464 

Result Content is not provided in the Request, the representation of the resource which includes all the attributes shall 2465 

be returned. 2466 

Partial retrieve request: there are two cases: 2467 
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Case 1)  the request target is a resource given in the To parameter and specific attribute names are provided in the 2468 

Content parameter: 2469 

The values of the resource attribute(s) provided in the Content parameter shall be retrieved. 2470 

Case 2) the request target is a resource given in the To parameter, the resource attribute is provided in the To 2471 

parameter as a fragment identifier component of URI following '#' character [2]. The resource attribute shall be 2472 

represented as a short name and shall belong to short name list in Table 8.2.3-1 to Table 8.2.3-5. 2473 

The resource attribute provided in the To parameter shall be retrieved. 2474 

7.3.3.7 Update the resource 2475 

If the Operation Execution Time parameter is given in the request, the Hosting CSE should perform the following 2476 

procedures at that time and shall not perform the procedures before that time. 2477 

Attributes that are not included in the Content parameter of the addressed resource shall not be changed by the Hosting 2478 

CSE. For attributes provided in the Content parameter, their content shall be updated while the following rules apply:  2479 

If  the announceTo attribute or announcedAttribute attribute of the resource is requested to be updated, the Hosting CSE 2480 

shall update the attribute as described in the "announce the resource or attribute" and "de-announce the resource or 2481 

attribute" procedures as specified in the clause 7.3.3.10 and clause 7.3.3.11, respectively. 2482 

O attribute  for update request 2483 

If an attribute value is provided and the value is accepted, the Hosting CSE shall use the provided value in the resource 2484 

representation of the updated resource. 2485 

If the attribute is not provided, but the attribute exists in the target resource, the Hosting CSE shall leave the value of 2486 

that attribute unchanged. 2487 

If this attribute is provided in the Content parameter and does not exist in the target resource, the Hosting CSE shall 2488 

create such attribute with the provided value. 2489 

If this attribute is set to NULL in the Content parameter and exists in the target resource, the Hosting CSE shall delete 2490 

such attribute if the deletion of the attribute is allowed by the local policy. 2491 

If the expirationTime attribute is present and modified by the procedure and it is set to a non-negative time, then an 2492 

expiration timer shall be re-started by the Hosting CSE. At timer expiration the related resource is deleted by "Delete 2493 

the addressed resource". 2494 

NP attribute for update request 2495 

If the update is successful, the Hosting CSE shall set the lastModifiedTime to the current time and the Hosting CSE 2496 

shall increment the stateTag if present. 2497 

7.3.3.8 Delete the resource 2498 

If the Operation Excution Time is given in the request, the Hosting CSE should perform the following procedures at 2499 

the time and shall not perform the procedures before the time. 2500 

The addressed resource with all its attributes shall be deleted. Any expiration timer shall be stopped. This same 2501 

procedure shall be invoked (recursively) for each child resource of the deleted resource in case the child resource is only 2502 

linked to the deleted resource. 2503 

The parent resource of the addressed resource shall be updated to remove the reference to the deleted resource. If the 2504 

parent resource has a lastModificationTime attribute then this attribute shall be set to the time of the deletion. 2505 

If the resource is announced, the CSE shall try to de-announce the resource correspondingly. 2506 



 © oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC)Page 100 of 327 
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1. 

7.3.3.9 Notify processing 2507 

7.3.3.9.1 Notify processing when To parameter is an <AE> resource 2508 

If the Operation Excution Time is given in the request, the Hosting CSE should perform the following procedures at 2509 

the time and shall not perform the procedures before the time. 2510 

When the Hosting CSE receives a Notify request primitive targeting (i.e. To parameter) its <AE> resource, the Hosting 2511 

CSE re-targets the primitive to the AE if the <AE> resource does not have any <pollingChannel> resource as a child.  2512 

1) Get pointOfAccess attribute value of the corresponding <AE> resource. If there is no available pointOfAccess 2513 

address then the Hosting CSE shall send the Notify response primitive with a Response Status Code indicating 2514 

"TARGET_NOT_REACHABLE" error. 2515 

2) Forward the Notify request primitive to the first address retrieved from pointOfAccess value 2516 

3) If the forwarding is failed due to "Target not reachable", iterate 2) with the next address.  2517 

4) If the Hosting CSE cannot forward it in the end, then it send the Notify response primitive with a Response 2518 

Status Code indicating "TARGET_NOT_REACHABLE" error. 2519 

7.3.3.9.2 Notify processing when To parameter is the <CSEBase> resource 2520 

If the Operation Execution Time is given in the request, the Hosting CSE should perform the following procedures at 2521 

the time and shall not perform the procedures before the time. 2522 

When the Hosting CSE receives a Notify request primitive targeting (i.e. To parameter) its <CSEBase> resource, the 2523 

Hosting CSE shall process the Content of the Notify request primitive. See clause 7.5.1. 2524 

7.3.3.10 Announce the resource or attribute 2525 

If CREATE request that contains an announceTo attribute is received,  2526 

¶ Compose the CREATE Request primitive as follows: 2527 

- The link attribute is set to the URI of the original resource. 2528 

- If accessControlPolicyIDs attribute of the original resource is not present, accessControlPolicyIDs 2529 

attribute is set to the same value with the parent resource or from the local policy of the original resource. 2530 

- Attributes marked with MA in TS-0001 [6]. Such attributes shall be included if present in the original 2531 

resource and set to same value as in the original resource. 2532 

- Attributes marked with OA that are included in the announcedAttribute attribute. Such attributes shall be 2533 

included if present in the original resource and set to same value as in the original resource. 2534 

- The resourceType attribute is set to the announced variant of the original resource (see the Table 2535 

6.3.4.2.1-1) 2536 

¶ If announceTo attribute contains a list of CSE-ID(s) ,  2537 

- Check if the parent resource of the original resource has been announced to the announcement target 2538 

CSE(s). 2539 

Á If yes , announce the original resource by sending a CREATE Request to the CSE(s) specified in 2540 

the announceTo and that targets the announced parent resource. 2541 

Á If no, check if the CSE hosting the original resource has registered and created a <remoteCSE> 2542 

resource to the announcement target CSE(s). 2543 

Á If yes , announce the original resource by sending a CREATE Request to the CSE(s) 2544 

specified in the announceTo and that targets the <remoteCSE> of the CSE hosting the 2545 

original resource. 2546 
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Á If no, then check if the CSE hosting the original resource has been announced to the 2547 

announcement target CSE(s) and created a <remoteCSEAnnc> resource. 2548 

¶ If yes, announce the original resource by sending a CREATE Request to the CSE(s) 2549 

specified in the announceTo and that targets the <remoteCSEAnnc> resource 2550 

¶ If no, then CSE hosting the original resource shall perform the following steps. 2551 

o Announce itself to the CSE(s) specified in the announceTo attribute such 2552 

that its <remoteCSEAnnc> resource is present at the announcement target 2553 

CSE(s). 2554 

o Send a CREATE Request to the CSE(s) specified in the announceTo of the 2555 

request and that target the <remoteCSEAnnc> resource. 2556 

¶ Otherwise, Send a CREATE Request to the CSE(s) represented by exact URI(s) in the announceTo of the 2557 

request. 2558 

¶ Wait for the Response primitive 2559 

¶ Add the URI of successfully announced resource to the announceTo attribute of the resource  2560 

¶ Include updated announceTo attribute in the Content parameter in the Response to the received CREATE 2561 

Request. 2562 

If UPDATE request that adds the URI or CSE-ID into the announceTo attribute is received, 2563 

¶ Compose the CREATE Request primitive as follows: 2564 

- Link is set to the URI of the original resource. 2565 

- If accessControlPolicyIDs of the original resource is not present, accessControlPolicyIDs is set to the 2566 

same value with the parent resource or from the local policy of the original resource. 2567 

- Attributes marked with MA and attributes marked with OA that are included in the announcedAttribute 2568 

attribute. Such attributes shall be present in the original resource and set to same value as the original 2569 

resource. 2570 

¶ If announceTo attribute contains a list of CSE-ID(s) ,  2571 

- Check if the parent resource of the original resource has been announced to the announcement target 2572 

CSE(s). 2573 

Á If yes , announce the original resource by sending a CREATE Request to the CSE(s) specified in 2574 

the announceTo and that targets the announced parent resource. 2575 

Á If no, check if the CSE hosting the original resource has registered and created a <remoteCSE> 2576 

resource to the announcement target CSE(s). 2577 

Á If yes , announce the original resource by sending a CREATE Request to the CSE(s) 2578 

specified in the announceTo and that targets the <remoteCSE> of the CSE hosting the 2579 

original resource. 2580 

Á If no, then check if the CSE hosting the original resource has been announced to the 2581 

announcement target CSE(s) and created a <remoteCSEAnnc> resource. 2582 

¶ If yes, announce the original resource by sending a CREATE Request to the CSE(s) 2583 

specified in the announceTo and that targets the <remoteCSEAnnc> resource 2584 

¶ If no, then CSE hosting the original resource shall perform the following steps. 2585 

o Announce itself to the CSE(s) specified in the announceTo attribute such 2586 

that its <remoteCSEAnnc> resource is present at the announcement target 2587 

CSE(s). 2588 
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o Send a CREATE Request to the CSE(s) specified in the announceTo of the 2589 

request and that target the <remoteCSEAnnc> resource. 2590 

¶ Otherwise, Send a CREATE Request to the CSE(s) represented by exact URI(s) in the announceTo of the 2591 

request. Wait for Response primitive 2592 

¶ Add the URI of successfully announced resource to the announceTo attribute of the resource  2593 

¶ Include updated announceTo attribute in the Content parameter in the Response to the received UPDATE 2594 

Request. 2595 

If UPDATE request that adds the attribute name into the announcedAttribute attribute is received, 2596 

¶ Compose the UPDATE Request. The UPDATE Request shall provide the attribute name for the attribute to be 2597 

announced, and the initial value for the attribute in the Content parameter. The initial value shall be the same 2598 

with the value from the original resource. The attribute that will be announced shall be marked as OA. 2599 

¶ Send UPDATE Requests to all announced resources listed in the announceTo attribute. 2600 

¶ Wait for Response primitive. 2601 

¶ Add the attribute name of the successfully announced attribute to the announcedAttribute attribute. 2602 

¶ Include updated announcedAttribute attribute in the Content parameter in the Response to the received 2603 

UPDATE Request. 2604 

If an attribute(s) specified as MA (See TS-0001 [6]) or an attribute(s) included in the announcedAttribute attribute is 2605 

updated: 2606 

¶ Compose an UPDATE Request primitive by including the updated attribute(s) with its associated updated 2607 

value. 2608 

¶ Send the UPDATE Request to all CSE(s) represented by the URI(s) in the announceTo attribute of the original 2609 

resource. 2610 

If an attribute(s) specified as MA (See TS-0001 [6]) or an attribute(s) included in the announcedAttribute attribute is 2611 

deleted: 2612 

¶ Compose an UPDATE Request primitive by including the updated attribute(s) with its value set to NULL. 2613 

¶ Send the UPDATE Request to all CSE(s) represented by the URI(s) in the announceTo attribute of the original 2614 

resource. 2615 

7.3.3.11 De-announce the resource or attribute 2616 

If UPDATE Request that deletes the URI from the announceTo attribute is received: 2617 

¶ Compose the DELETE Request primitive. 2618 

¶ Send a DELETE Request to the CSE(s) represented by URI(s) in the announceTo attribute of the resource, 2619 

which is not included in the announceTo of the request. The To parameter in the DELETE Request shall be set 2620 

to the URI for the announced resource that will be deleted. 2621 

¶ Wait for Response primitive. 2622 

¶ Remove the URI of successfully de-announced resource from the announceTo attribute of the resource. 2623 

¶ Include updated announceTo attribute in the Content parameter in the Response to the UPDATE Request of 2624 

the original resource. 2625 

If DELETE Request is received: 2626 

¶ Compose the DELETE Request primitive. 2627 
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¶ Send DELETE Requests to all announced resources addressed by the URI(s) in the announceTo attribute of 2628 

the resource. 2629 

¶ Wait for Response primitive. 2630 

If UPDATE request that deletes the attribute name from the announcedAttribute attribute is received: 2631 

¶ Compose the UPDATE Request primitive. The To parameter in the UPDATE Request shall be set to the URI 2632 

for the announced resource. The UPDATE Request shall set the attribute that will be de-announced (i.e. to be 2633 

deleted) in the Content parameter to NULL. The attribute that will be de-announced shall be marked as OA. 2634 

¶ Send UPDATE Requests to all announced resources listed in the announceTo attribute of the original resource. 2635 

¶ Wait for Response primitive. 2636 

¶ Delete the attribute name of the successfully de-announced attribute from the announcedAttribute attribute. 2637 

¶ Include updated announcedAttribute attribute in the Content parameter in the Response to the received 2638 

UPDATE Request. 2639 

7.3.3.12 Create a success response 2640 

The Hosting CSE shall create a success response primitive with a Response Status Code indicating: 2641 

¶ "CREATED" in case of Create operation; 2642 

¶ "OK" in case of Retrieve operation; 2643 

¶ "UPDATED" in case of Update operation; 2644 

¶ "DELETED" in case of Delete operation; and 2645 

¶ "OK" in case of Notify operation. 2646 

The Hosting CSE shall include Request Identifier parameter in the response primitive.  2647 

The Hosting CSE shall include the Content parameter in a Retrieve Response. The Hosting CSE shall include the 2648 

Content parameter in a Create/Update/Delete Response unless the Result Content is set to 0 (nothing). If the Result 2649 

Content is not given in the Request, the default value for Delete is 0 (nothing), for Create/Retieve/Update it is 1 (all 2650 

attributes).  2651 

The information of the Content parameter shall comply to the value of the Result Content request parameter of the 2652 

corresponding Request. 2653 

More details can be found in clause 7.2.1.2 (Response primitive format). 2654 

The Hosting CSE may include To, From, Originating Timestamp, Result Expiration Timestamp, Event Category 2655 

parameters. 2656 

7.3.3.13 Create an error response 2657 

The receiver shall create an error response primitive with a Response Status Code indicating the detected error 2658 

condition. 2659 

NOTE: Possible error codes and its error handling is described in resource specific procedure. 2660 

7.3.3.14 Resource discovery procedure 2661 

If the Operation Excution Time is given in the request, the Hosting CSE should perform the following procedures at 2662 

the time and shall not perform the procedures before the time. 2663 

A resource discovery is used to discover resources in a CSE. A Resource discovery request is done by sending Retrieve 2664 

request with filterUsage, one of the Filter Criteria parameters, configured as "discovery" and the request may include 2665 
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other Filter Criteria parameters as well. A resource discovery request procedure shall be comprised of the following 2666 

actions. 2667 

Originator: 2668 

The Originator shall follow the steps from Orig-1.0 to Orig-6.0 specified in clause 7.2.2.1 Generic Resource Request 2669 

Procedure for Originator. 2670 

In addition to Orig-1.0, the following steps shall be performed. 2671 

The To parameter in the Retrieve Request indicates the root of where the discovery begins. 2672 

The Retrieve Request shall include filterUsage element, which is not either "Discovery CriteriaConditional Retrieval" 2673 

or "IPE On-demand Discovery", in Filter Criteria. 2674 

The Retrieve Request may include other elements of Filter Criteria. 2675 

Receiver: 2676 

The Receiver shall follow the steps from Recv-1.0 to Recv-7.0 specified in clause 7.2.2.2 Generic Resource Request 2677 

Procedure for Receiver. 2678 

Hosting CSE shall not perform steps from Recv-6.3 to Recv-6.6 and perform the following steps instead. 2679 

The Receiver shall find resources, which match all the configured Filter Criteria and which the Originator has 2680 

"Discover" privilege, among all the children/descendent resource of the addressed resource". 2681 

If  the addressed resource is an <AE> resource representing the IPE by its labels attribute, the Hosting CSE shall find 2682 

resources using the Filter Criteria. When the Hosting CSE finds no match, the Hosting CSE shall check the filterUsage 2683 

element. If the filterUsage element is set to "IPE On-demand Discovery", then the Hosting CSE shall send the Notify 2684 

request to the IPE to trigger external discovery procedure (see clause 7.5.1.2.8 for more details). If the Hosting CSE 2685 

receives successful Notify response, the Hosting CSE shall find resources among the resources on the Hosting CSE 2686 

listed in the Notify response using the Filter Criteria  and check the Originator's "Discover" privilege. If the Hosting 2687 

CSE receives an unsuccessful Notify response from the IPE, then the Hosting CSE shall use the same Response Status 2688 

Code in the response to the Originator. 2689 

In Recv-6.7, the Receiver shall include addresses for all the found resources in the CSE-relative resource identifier 2690 

format. 2691 

The Receiver shall perform Recv-6.8 and the procedure is terminated. 2692 

7.3.3.15 Check authorization of the originator 2693 

Depending on the target resource type, the Hosting CSE shall use accessControlPolicyIDs of the different resources. 2694 

¶ If the resource type does not have the accessControlPolicyIDs attribute definition, the Hosting CSE shall 2695 

evaluate the accessControlPolicyIDs associated with the parent of that resource (e.g. for <schedule>, <oldest>, 2696 

<latest>, <contentInstance>) 2697 

¶ Some resources provide specific handling for the accessControlPolicyIDs attribute, for such resources these 2698 

procedures are to be followed (e.g. handling given in TS-0001 clause 9.6 for <container>, 2699 

<m2mServiceSubscriptionProfile>, <serviceSubscribedNode>). 2700 

¶ For other resources, the Hosting CSE shall evaluate the accessControlPolicyIDs of the resource. In case 2701 

accessControlPolicyIDs attribute value is not set, or does not point to a valid resource or is not reachable then 2702 

system default policies shall apply. 2703 

The evaluation procedure shall be performed as following: 2704 

1)  The Hosting CSE retrieves the access control rules from privilege attribute of the <accessControlPolicy> 2705 

which is linked as the accessControlPolicyIDs. If the target is <accessControlPolicy> resource, it retrieves the 2706 

rules from selfPrivilege attribute instead. 2707 
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2)  The Hosting CSE checks the following conditions for the access control rules. If there is any rule satisfying all 2708 

conditions then the evaluation is successful, otherwise it is failed. For more details, see the clause 7.1.5 in TS-2709 

0003 [[7]]. 2710 

¶ accessControlOriginators of the rule includes the Originator information. The accessControlOriginators 2711 

parameter comprises a list of domain, CSE-IDs, AE-IDs, the resource-ID of a <group> resource that contains 2712 

<AE> or <remoteCSE> as member or Role-ID. The accessControlOriginators parameter can be set to reserved 2713 

keyword "all" to grant access to all originators. It is allowed to include the wildcard character, "*", into the 2714 

URI string of domain, CSE-ID and AE-ID at any level. See the clause 9.6.2.1 in TS-0001 [6]. 2715 

Table 7.3.3.15-1 Types of Parameters in accessControlOriginators 2716 

Name Description Wildcard applicability 

domain A M2M-SP-ID representing domain Allowed 

originatorID CSE-ID Allowed 

AE-ID Allowed 

group The resource-ID of a <group> resource which contains 
<AE> or <remoteCSE> as member 

Not allowed 

all Any Originators are allowed Not allowed 

Role-ID A Role Identifier as defined in clause 7.1.14 of TS-0001 [6] Not allowed 

 2717 

¶ accessControlContexts of the rule includes the request context, if the rule includes the accessControlContexts. 2718 

- If the accessControlOriginators includes a groupID, the Hosting CSE checks if the Originator is a 2719 

member of that group resource.  2720 

¶ accessControlOperations of the rule matches the operation type of the request.  2721 

¶ If the accessControlAuthenticationFlag is TRUE, then access control rule applies only if the Originator is 2722 

considered to be authenticated by the Hosting CSE according to clause 7.1.2 in TS-0003 [[7]].  2723 

If the evaluation failed, and the Hosting CSE does not support Dynamic Authorization, authorization failure information 2724 

shall be returned to the Originator. If the evaluation failed and the Hosting CSE supports Dynamic Authorization, then 2725 

it shall trigger Dynamic Authorization. For more details, see the clause 7.3 in TS-0003 [7]. If Dynamic Authorization 2726 

results in a failure, authorization failure information shall be returned to the Originator.  2727 

7.3.3.16 Send response primitive 2728 

A Response primitive shall be sent back to the Originator. If the primitive is successful response and the Result 2729 

Expiration Timestamp is given in the request, then the Hosting CSE or Transit CSE should send the primitive before 2730 

the Result Expiration Timestamp. 2731 

7.3.3.17 Using Filter Criteria for identification of target resources 2732 

7.3.3.17.0 Introduction 2733 

When the Filter Criteria  primitive parameter is present in a request primitive, it shall be applied for identification of the 2734 

applicable target resources of the respective operation. This may apply to Retrieve, Delete, Discovery and Semantic 2735 

Resource Discovery operations as specified in clauses 7.3.3.6, 7.3.3.8, 7.3.3.14, and 0 respectively. 2736 

The Filter Criteria  primitive parameter defines conditions on resource attributes. Resources matching the conditions 2737 

shall be selected as target of the operation. Table 7.3.3.17.0-1 summarizes the various filter criteria and conditions. Each 2738 

row in the table represents a different filter condition type. 2739 

If multiple conditions of the same type (i.e. same condition tag) are present in the Filter Criteria parameter, these shall 2740 

be combined by applying logical OR operation. This applies to condition tags labels, resourceType, contentType or 2741 

attribute for multiplicity n > 1.  2742 

If multiple conditions of different type (i.e. different condition tags) are present in the Filter Criteria parameter, then the 2743 

combined condition shall be derived by applying the logical operation specified by the filterOperation condition. By 2744 

default logical AND operation shall be used if the filterOperation condition is not present.  2745 
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EXAMPLE:  2746 

1. labels=floor1, stateTagSmaller=3 will match if both conditions are true [default AND when filterOperation is 2747 

not specified] 2748 

2. labels=floor1, stateTagSmaller=3, filterOperation=1 will match if both conditions are true 2749 

3. labels=floor1, stateTagSmaller=3, filterOperation=2 will match if either condition is true 2750 

4. labels=floor1, labels=floor2, filterOperation=1 will match if either condition is true [ filterOperation has no 2751 

effect when all condition tags are the same] 2752 

5. labels=floor1, stateTagSmaller=3, labels=floor2, filterOperation=2 will match if any of these conditions are 2753 

true resource has [labels with value "floor1" OR "floor2"] OR stateTagSmaller than 3.  2754 
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Table 7.3.3.17.0-1: Summary on Filter conditions 2755 

Condition Tag Multiplicity Targeted Resource 
Attribute 

Matching Condition 

createdBefore,  0..1 

creationTime 

creationTime < createdBefore, see clause 
0 

createdAfter 0..1 createdAfter Ò creationTime , see clause 0 

unmodifiedSince  0..1 

lastModifiedTime 

lastModifiedTime < unmodifiedSince, see 
clause 7.3.3.17.2 

modifiedSince 0..1 unmodifiedSince Ò lastModifiedTime, see 
clause 7.3.3.17.2 

stateTagSmaller  0..1 

stateTag 

stateTagSmaller < stateTag, see clause 
7.3.3.17.3 

stateTagBigger 0..1 stateTag Ò stateTagBigger, see clause 
7.3.3.17.3 

expireBefore  0..1 

expirationTime 

expirationTime < expireBefore, see clause 
7.3.3.17.4 

expireAfter 0..1 expireAfter Ò expirationTime , see clause 
7.3.3.17.4 

labels 0..n labels see clause 7.3.3.17.5 

resourceType 0..n resourceType see clause 7.3.3.17.6 

sizeBelow 0..1 

contentSize 

contentSize < sizeBelow, see clause 
7.3.3.17.7 

sizeAbove 0..1 sizeAbove Ò contentSize, see clause 
7.3.3.17.7 

typeOfContent 0..n contentInfo matched with typeOfContent component in 
contentInfo, see clause 7.3.3.17.8 

attribute 0..n (variable) name and value of Filter Criteria attribute 
matches resource attribute, see clause 
7.3.3.17.9 

limit 0..1 (not applicable) Constraint on maximum number of 
targeted resources, see clause 7.3.3.17.10 

filterUsage 0..1 (not applicable) Indicator specifying the use case of Filter 
Criteria parameters 

semanticsFilter 0..n (not applicable) Filtering conditions expressed in SPARQL 
[i.6]. These are applicable to the descriptor 
attribute of <semanticDesciptor> children 
associated with discoverable resources. 
When multiple semanticsFilter elements 
are provided, the matching condition is 
fulfilled if any of the individual conditions is 
matched. 

filterOperation 
 

0..1 (not applicable) Indicates the logical operation (AND/OR) 
to be used for different conditions. The 
default value is logical AND. 

contentFilterSyntax 0..1 (not applicable) Indicates the Identifier for syntax to be 
applied for content-based discovery.  

contentFilterQuery 0..1 content The query string shall be specified when 
contentFilterSyntax parameter is present. 
See clause 7.3.3.17.13 for applicable 
syntax for content-based discovery. 

level 0..1 (not applicable) Constraint on maximum number of levels 
in the resource tree that retrieve operation 
shall span, see clause 7.3.3.17.14. 

offset 0..1 (not applicable) The number of direct child and descendant 
resources the Hosting CSE shall skip over 
and not include within a retrieve response, 
see clause 7.3.3.17.15. 

 2756 

7.3.3.17.1 Conditions on the creationTime attribute 2757 

The Filter Criteria  elements createdBefore and createdAfter define a time interval which is tested against the 2758 

creationTime attribute of the applicable resources.  2759 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:  2760 
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1) only createdBefore given in Filter Criteria:  2761 

creationTime < createdBefore 2762 

2) only createdAfter given in Filter Criteria: 2763 

createdAfter Ò creationTime)  2764 

3) both, createdBefore and createdAfter given in Filter Criteria:  2765 

(createdAfter Ò creationTime) AND (creationTime < createdBefore) 2766 

NOTE: In case 3) the Filter Criteria  will only generate a match if createdAfter < createdBefore. 2767 

7.3.3.17.2 Conditions on the lastModifiedTime attribute 2768 

The Filter Criteria  elements lastModifiedBefore and lastModifiedAfter define a time interval which is tested against 2769 

the lastModifiedTime attribute of the applicable resources.  2770 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:  2771 

1) only unmodiedSince given in Filter Criteria :  2772 

lastModifiedTime < unmodifiedSince 2773 

2) only modifiedSince given in Filter Criteria :  2774 

modifiedSince Ò lastModifiedTime 2775 

3) both, unmodifiedSince and modifiedSince given in Filter Criteria :  2776 

(modifiedSince Ò lastModifiedTime) AND (lastModifiedTime < unmodifiedSince)) 2777 

NOTE: In case 3) the Filter Criteria  will only generate a match if modifiedSince < unmodifiedSince. 2778 

7.3.3.17.3 Conditions on stateTag attribute 2779 

The Filter Criteria elements stateTagSmaller and stateTagBigger define a number range which is tested against the 2780 

stateTag attribute of the applicable resources.  2781 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:   2782 

1) only stateTagSmaller given in Filter Criteria :  2783 

stateTag < stateTagSmaller 2784 

2) only stateTagBigger given in Filter Criteria :  2785 

stateTagBigger Ò stateTag 2786 

3) both, stateTagSmaller and stateTagBigger given in Filter Criteria : 2787 

(stateTagBigger Ò stateTag) AND (stateTag < stateTagSmaller) 2788 

NOTE: In case 3) the Filter Criteria  will only generate a match if stateTagBigger < stateTagSmaller. 2789 

7.3.3.17.4 Conditions on expirationTime attribute 2790 

The Filter Criteria  elements expireBefore and expireAfter define a time interval which is tested against the 2791 

expirationTime attribute of the applicable resources.  2792 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled: 2793 

1) only expireBefore given in Filter Criteria :  2794 

expirationTime < expireBefore 2795 

2) only expiredAfter given in Filter Criteria :  2796 

expireAfter Ò expirationTime 2797 

3) both, expireBefore and expireAfter given in Filter Criteria : 2798 

(expireAfter Ò expirationTime) AND (expirationTime < expireBefore) 2799 

NOTE: In case 3) the Filter Criteria will only generate a match if expireAfter < expireBefore. 2800 
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7.3.3.17.5 Conditions on labels attribute 2801 

The Filter Criteria  element labels defines a list of labels which is tested against the labels attribute of the applicable 2802 

resource instances.  2803 

This filter criterion shall be satisfied if any of the labels in Filter Criteria matches any of the labels in the respective 2804 

resource attribute. 2805 

7.3.3.17.6 Conditions on resourceType attribute 2806 

The Filter Criteria  element resourceType defines a list of resource types which is tested against the resourceType 2807 

attribute of the resource.  2808 

This filter criterion shall be satisfied if any of the numbers in the resourceType Filter Criteria  element matches the 2809 

resourceType attribute. 2810 

7.3.3.17.7 Conditions on contentSize attribute 2811 

The Filter Criteria  elements sizeBelow and sizeAbove define a number range which is tested against the value of the 2812 

contentSize attribute of applicable <contentInstance> resources.  2813 

This filter criterion shall be satisfied if any of the following three conditions is fulfilled:   2814 

1) only sizeBelow given in Filter Criteria :  2815 

contentSize < sizeBelow 2816 

2) only sizeAbove given in Filter Criteria :  2817 

sizeAbove Ò contentSize 2818 

3) both, sizeBelow and sizeAbove given in Filter Criteria : 2819 

(sizeAbove Ò contentSize) AND (contentSize < sizeBelow) 2820 

NOTE: In case 3) the Filter Criteria will only generate a match if sizeAbove < sizeBelow. 2821 

7.3.3.17.8 Conditions on typeOfContent of contentInfo attribute 2822 

The Filter Criteria  element typeOfContent defines a string (or multiple such strings) which is compared against the 2823 

contentInfo attribute of applicable <contentInstance> resources.  2824 

One or multiple such typeOfContent elements may be included in the Filter Criteria  parameter.  2825 

This filter criterion shall be satisfied if any of the typeOfContent elements in Filter Criteria  matches the typeOfContent 2826 

part of the contentInfo attribute in a <contentInstance> resource. 2827 

7.3.3.17.9 Conditions on attribute name and value pairs 2828 

The Filter Criteria  elements attribute defines one or more pairs (attribute/name, attribute/value, see clause 6.3.4.8) that 2829 

are compared against all applicable resource representations which include a resource attribute with a name as given in 2830 

'attribute/name'. 2831 

This filter criterion shall be satisfied if any of the attribute elements in the Filter Criteria  parameter matches both, 2832 

attribute/name and attribute/value in any applicable resource representation. 2833 

Attribute names used in any of the above specific conditions shall be omitted from this attribute name and value pair 2834 

condition, i.e. the following attributes shall not be used for this condition as it may conflict with the explicit criteria 2835 

defined for those attributes: creationTime, lastModifiedTime, stateTag, expirationTime, labels, resourceType, 2836 

contentSize and contentInfo. 2837 

The attribute value may include wildcard (*) in case of discovery requests. The wildcard (*) can match 0 or more 2838 

characters. For example, a wildcard can be used within the value of a creator attribute condition (E.g.creator=CAE-ID*  2839 

or creator=*ID123).  2840 
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7.3.3.17.10 Constraint on number of retrieved resources by limit element 2841 

The limit  element of the Filter Criteria  parameter does not represent a filter condition. It imposes a limit on the number 2842 

of resources that should be retrieved with the given Retrieve request primitive. 2843 

The number of resources retrieved with the request primitive (and to be included into the corresponding response 2844 

primitive) shall not exceed the number indicated in the limit  element of the Filter Criteria  parameter. 2845 

7.3.3.17.11 Filter Usage request parameter 2846 

The filterUsage element of the Filter Criteria  parameter does not represent a filter condition. It indicates how the Filter 2847 

Criteria parameter shall be used. If this parameter is not provided, the Retrieve request primitive which includes this 2848 

element triggers a generic retrieve operation. The data type of filterUsage is defined in clause 6.3.4.2.31. 2849 

7.3.3.17.12 Filter Operation request attribute 2850 

The filterOperation element of the Filter Criteria  parameter does not represent a filter condition. It indicates the logical 2851 

operation to be performed between the condition tags when multiple condition tags of different types are specified. If 2852 

this parameter is not provided logical AND operation shall be used by default. The data type of filterOperation is 2853 

defined in clause 6.3.4.2.34. 2854 

7.3.3.17.13 Conditions on content-based discovery 2855 

7.3.3.17.13.1 Introduction 2856 

The Filter Criteria elements contentFilterSyntax and contentFilterQuery are used for 'content based discovery'. 2857 

The contentFilterSyntax element specifies the syntax to be used by the contentFilterQuery element to express the 2858 

content-based discovery conditions. A contentFilterQuery shall be included if the contentFilterSyntax parameter is 2859 

present. 2860 

The contentFilterQuery element contains the query expression for content-based discovery. 2861 

7.3.3.17.13.2 JSON path syntax 2862 

When the contentFilterySytax element has the value 'JSON_PATH_SYNTAX', the contentFilterQuery element shall 2863 

be expressed using 'jsonpath query syntax' (see Annex K.2 oneM2M 0001[6]). If the Hosting CSE does not support this 2864 

syntax, NOT_IMPLEMENTED error shall be returned. 2865 

7.3.3.17.14 Constraint on number of applicable levels in resource tree 2866 

The level element of the Filter Criteria  parameter does not represent a filter condition. It imposes a maximum limit on 2867 

the depth of child resources in the resource tree that the Hosting CSE shall perform a Retrieve request upon. The level 2868 

of 1 shall indicate the direct child resources. 2869 

7.3.3.17.15 Constraint on number of resources to skip over in retrieve response 2870 

The offset element of the Filter Criteria  parameter does not represent a filter condition. It specifies the number of direct 2871 

child resources and their descendants that the Hosting CSE shall skip over and not include within the response to a 2872 

Retrieve request primitive. An offset of 1 shall indicate the first direct child resource. 2873 

7.3.3.18 Semantic resource discovery 2874 

7.3.3.18.0 Introduction 2875 

Semantic resource discovery is used to find resources in a CSE based on the semantic descriptions contained in the 2876 

descriptor attribute of <semanticDescriptor> resources. Since an overall semantic description (forming a graph [i.5]) 2877 

may be distributed across a set of <semanticDescriptor> resources, the semantic descriptions have to be retrieved 2878 

(before or as needed) during the execution of the discovery request. 2879 
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Semantic resource discovery is initiated by sending a Retrieve request with the discovery criteria in the semanticsFilter 2880 

parameter(s) with two alternatives: 2881 

a) Targeting a <semanticFanOutPoint> virtual resource, see clause 7.4.35. 2882 

b) Targeting a resource other than <semanticFanOutPoint>. In this alternative the semantic resource discovery 2883 

request procedure shall be comprised of the following actions: 2884 

Originator: 2885 

The Originator shall follow the steps from Orig-1.0 to Orig-6.0 specified in clause 7.2.2.1 Generic Resource Request 2886 

Procedure for Originator. 2887 

In addition to Orig-1.0, the following steps shall be performed. 2888 

The To parameter in the Retrieve Request shall indicate the root of where the semantic discovery begins. 2889 

The filterCriteria of the Retrieve Request shall include the filterUsage parameter configured as "discovery" and the 2890 

semanticsFilter parameter. 2891 

Receiver: 2892 

The Receiver shall follow the steps from Recv-1.0 to Recv-7.0 specified in clause 7.2.2.2 Generic Resource Request 2893 

Procedure for Receiver. 2894 

After Recv-1.0 "Check the validity of received request primitive": check that the syntax of the semanticsFilter 2895 

corresponds to a valid SPARQL query request [33]. If the semanticsFilter content does not correspond to a valid 2896 

SPARQL query request, the Receiver shall generate a Response Status Code indicating a "NOT_ACCEPTABLE" error. 2897 

The Hosting CSE shall follow the steps from Recv-1.0 to Recv-6.2 specified in clause 7.2.2.2.The Hosting CSE shall 2898 

not perform steps from Recv-6.3 to Recv-6.6 and perform the following steps instead: 2899 

1) The Hosting CSE shall find the <semanticDescriptor> resource(s) to which the Originator has "Discover" access 2900 

right, under the addressed resource. 2901 

If the relatedSemantics attribute does not exist, the "Annotation-based method" (using resourceDescriptorLink) 2902 

detailed in clause 7.3.3.18.1 shall be used. 2903 

If the relatedSemantics attribute exists the "Resource link-based method" (using the relatedSemantics attribute) 2904 

detailed in clause 7.3.3.18.2 shall be used. 2905 

2) The Hosting CSE shall perform Recv-6.7 "Create a success response" where the Response shall include the 2906 

resources matched based on the SPARQL engine result. 2907 

7.3.3.18.1 Annotation-based method 2908 

In the annotation-based method, related <semanticDescriptor> resources are identified within the RDF semantic 2909 

description itself using a special annotation property called m2m:resourceDescriptorLink. This property points to 2910 

another <semanticDescriptor> resource which may contain relevant information for matching the semantic filter. 2911 

Whenever, during the execution of the SPARQL request (on the semantic description in the descriptor attribute of the 2912 

<semanticDescriptor>) such an annotation property is found, the execution is halted, the content of the descriptor 2913 

attribute of the referred to <semanticDescriptor> is retrieved, and the execution is continued on the combined content of 2914 

the already present and the just retrieved semantic information. 2915 

7.3.3.18.2 Resource link-based method 2916 

In this option, the relatedSemantics attribute contains the list of <semanticDescriptor> resources which shall be 2917 

retrieved for the purpose of creating the overall graph against which the SPARQL request is executed. 2918 

The Hosting CSE retrieves the <semanticDescriptor> child resource of the request target and the addresses provided in 2919 

the relatedSemantics attribute. For each address from the relatedSemantics list the Hosting CSE: 2920 

¶ checks that the Originator has "Discover" access rights, and the existence of the addressed resource. 2921 

¶ retrieves the description in the descriptor attribute under the addressed resource. 2922 



 © oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC)Page 112 of 327 
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1. 

The Hosting CSE shall aggregate all the retrieved descriptors and deliver the content for SPARQL request processing, 2923 

along with the semanticFilter content.  2924 

NOTE: In the resource link-based method, no actions need to be performed during the execution of the SPARQL 2925 

request if the notation property onem2m:resourceDescriptorLink is encountered. 2926 

Afterwards, the Hosting CSE performs Recv-6.7 "Create a success response" where the Response shall include the 2927 

resources matched based on the SPARQL engine result.. 2928 

7.3.4 Management common operations 2929 

7.3.4.1 Identify the managed entity and the technology specific protocol 2930 

The Hosting CSE shall identify the managed entity to be managed via the <node> resource which is the parent resource 2931 

in case of an addressed <mgmtObj> resource. In case of a <mgmtCmd> resource the entity to be managed is indicated 2932 

in the execTarget attribute which addresses either a <node> resource or a group of resources of type <node>. Hence, in 2933 

all cases the managed entity is ultimately identified through the <node> resource, from which the identifier of the 2934 

device can be retrieved.  2935 

Then the Hosting CSE shall determine the technology specific protocol to be used for communicating with the managed 2936 

entity based on the objectID of the addressed <mgmtObj> resource. If the managed entity cannot be identified, the 2937 

Hosting CSE shall reject the request with the Response Status Code indicating 2938 

"EXTERNAL_OBJECT_NOT_REACHABLE" in the Response primitive. 2939 

7.3.4.2 Locate the technology specific data model objects to be managed on the 2940 

managed entity 2941 

The Hosting CSE shall locate the technology specific data model object to be managed on the managed entity by the 2942 

objectPaths attribute of the <mgmtObj> resource addressed by the URI provided in the To primitive parameter. In the 2943 

case that the To addresses an [objectAttribute], the Hosting CSE shall locate the technology specific data model object 2944 

on the managed entity through the objectPaths attribute of the <mgmtObj> resource of the addressed [objectAttribute], 2945 

combined with their relative position in the technology specific data model object tree. If the technology specific data 2946 

model object cannot be located, the Hosting CSE shall reject the request with the Response Status Code indicating 2947 

"EXTERNAL_OBJECT_NOT_FOUND" in the Response primitive. 2948 

In the case that the management server is external to the Hosting CSE, the Hosting CSE shall identify the management 2949 

server that is capable of performing the operation on the technology specific data model object. If the management 2950 

server cannot be identified, the Hosting CSE shall reject the request with the Response Status Code indicating 2951 

"EXTERNAL_OBJECT_NOT_REACHABLE" in the Response primitive. 2952 

7.3.4.3 Establish a management session with the managed entity or management 2953 

server 2954 

In the case that the management server is embedded with the CSE, if there is no existing management session between 2955 

the Hosting CSE and the managed entity, the Hosting CSE shall also trigger the managed entity to establish a 2956 

management session with the Hosting CSE by sending triggering message to the managed entity using the determined 2957 

technology specific protocol in case such triggering mechanism is supported by the technology specific protocol. If the 2958 

triggering mechanism is not supported by the technology specific protocol, the Hosting CSE shall reject the request 2959 

with the Response Status Code indicating "MGMT_SESSION_CANNOT_BE_ESTABLISHED". If the management 2960 

session cannot be established with the managed entity, the Hosting CSE shall reject the request with the Response 2961 

Status Code indicating "MGMT_SESSION_CANNOT_BE_ESTABLISHED". If the management session cannot be 2962 

established within a limited time span as per local policy, the Hosting CSE shall reject the request with the Response 2963 

Status Code indicating "MGMT_SESSION_ESTABLISHMENT_TIMEOUT" in the Response primitive. 2964 

In the case that the management server is external to the Hosting CSE, if there is no existing management session 2965 

between the Hosting CSE and the management server that manages the technology specific data model objects, the 2966 

Hosting CSE shall establish a session with the managed entity with the necessary access control privileges to perform 2967 

the technology specific request on the technology specific protocol.. If the management session cannot be established 2968 

with the management server, the Hosting CSE shall reject the request with Response Status Code indicating 2969 

"MGMT_SESSION_CANNOT_BE_ESTABLISHED". If the management session cannot be established within a 2970 
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limited time span as per local policy, the Hosting CSE shall reject the request with Response Status Code indicating 2971 

"MGMT_SESSION_ESTABLISHMENT_TIMEOUT" in the Response primitive.  2972 

7.3.4.4 Send the management request(s) to the managed entity corresponding to the 2973 

received Request primitive 2974 

The Hosting CSE shall send the management request(s) to the managed entity or management server in the established 2975 

management session in order to perform the management operation as requested by the received Request primitive. The 2976 

management request shall address the technology specific data model object on the managed entity as determined in 2977 

clause 7.3.4 or in the primitive specific clauses. The management request being used is specific to the technology 2978 

specific protocol according to a pre-defined mapping relationship with the Request primitive. The internal data structure 2979 

of the technology specific data model object addressed by the technology specific request shall be determined based on 2980 

the mapping relationship of the <mgmtObj>, or <mgmtCmd> resources and the technology specific data model objects 2981 

or based on the generic mapping rule as specified in TS-0001 [6] clauses, 9.6.15, 9.6.16, and 9.6.17. The Hosting CSE 2982 

shall extract the management results received from the managed entity or management server in order to prepare a 2983 

Response primitive to be sent to the originator later. Unless explicitly stated, if the management request cannot be 2984 

performed successfully, the Hosting CSE shall reject the Request primitive with the management server in the Response 2985 

primitive according to the mapping relationship with the technology specific protocol. 2986 

7.4 Resource type-specific procedures and definitions 2987 

7.4.0 Introduction 2988 

This clause specifies the structure of each individual resource type and the resource type specific details of procedures 2989 

(i.e. differences from the generic procedures specified in clauses 7.2 and 7.3) to be performed by the originator and 2990 

receiver of a request message. 2991 

The applicability of each of the following resource type-specific procedures to an interface reference point (i.e. Mca, 2992 

Mcc and Mcc') is defined in clause 10.2 (Resource Type-Specific Procedures) of TS-0001 [6]. 2993 

7.4.1 Resource type specification conventions 2994 

7.4.1.1 Resource type definition conventions 2995 

This clause provides general information on conventions applied to resource type specifications and how to interpret the 2996 

provided information. Each resource type is defined in a tabular format as shown in the tables below. A reference to the 2997 

XSD file associated with the given resource type is provided in the format shown in table 7.4.1.1-1. Further information 2998 

on usage and limitations of the XSD is given in clause 6.1.  2999 

Table 7.4.1.1-2: Data type definition of <resourceType> 3000 

Data Type ID File Name Note 

Actual Data Type ID XSD file name  

 3001 

Information about universal/common resource attributes of a resource type is provided in the format shown in table 3002 

7.4.1.1-3. The column "Request optionality" specifies the presence of each resource attribute in the Content parameter 3003 

of the request primitive. This is defined as Mandatory (M), Optional (O), or NP (Not Present). The table applies only to 3004 

Create and Update operations. A Retrieve request operation may include a Content parameter containing a list of 3005 

attribute names to be retrieved. A Delete request shall not include a Content parameter. 3006 

Universal/common resource attributes do not have any default value. However, value restrictions and notes given in 3007 

Table 6.3.6-1 apply. 3008 
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Table 7.4.1.1-4: Universal/Common Attributes of <resourceType> resource 3009 

Attribute Name Request Optionality  

Create Update 

Universal/common 
attribute name 

M/O/NP 
O/NP 

 3010 

Information about resource specific attributes of the resource type is provided in the format shown in Table 7.4.1.1-5. 3011 

Request optionality shall be interpreted the same way as described for universal/common attributes above. 3012 

Table 7.4.1.1-5: Resource Specific Attributes of <resourceType> resource 3013 

Attribute Name Request Optionality  Data Type Default Value and 
Constraints Create Update 

resource specific 
attribute name 

M/O/NP 

O/NP Assigned XSD datatype  Applicable constraints 
on attribute values and 
default value if 
applicable  

 3014 

Request primitives shall comply with the request optionality of universal/common and resource specific attributes in 3015 

Create and Update request primitives as defined for each individual resource type in the following clauses. The values 3016 

of each resource attribute shall comply with its assigned datatype and any indicated constraints. See clause 6.1 for 3017 

limitations on using the XSD files associated with the resource type for validation of compliance. 3018 

Table 7.4.1.1-6 provides the information of child resources of the resource type.  3019 

Table 7.4.1.1-6: Child resources of <resourceType> resource 3020 

Child Resource Type  Child Resource 
Name 

Multiplicity Ref. to Resource Type 
Definition 

<resourceType> "[variable]" or fixed 
name 

Multiplicity of child 
resource instances in 
the corresponding 
resource type 

Reference to the resource 
type definition in the 
present document. 

 3021 

7.4.1.2 Resource type-specific procedure conventions  3022 

This clause describes resource type specific procedures referring generic procedures defined in clause 7.2.2. Each 3023 

operation specific procedure describes procedures for the Originator and the Receiver. If the resource and operation 3024 

specific procedure is the same as the generic procedure, the Originator and Receiver procedure refer to them. 3025 

Otherwise, the deviation/addition is clearly described with related procedure numbers (e.g. Recv 6.1) in clause 7.2.2.  3026 

If a deviation/addition procedure includes sub-procedures in one more level(s), proper numbering is used to show the 3027 

levels (e.g. "1)", "a)"). If sub-procedures do not care the order, bullets are used instead of numbers 3028 

7.4.2 Resource type <accessControlPolicy> 3029 

7.4.2.1 Introduction 3030 

The <accessControlPolicy> resource is comprised of privileges and selfPrivileges attributes which represent a set of 3031 

access control rules defining which entities (defined as accessControlOriginators) have the privilege to perform certain 3032 

operations (defined as accessContolOperations) within specified contexts (defined as accessControlContexts) and are 3033 

used by the CSEs in making access decision to specific resources. 3034 

The detailed description can be found in clause 9.6.2 in TS-0001 [6]. 3035 
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Table 7.4.2.1-1: Data type definition of <accessControlPolicy> resource 3036 

Data Type ID File Name Note 

accessControlPolicy CDT-accessControlPolicy-v2_11_0.xsd  

 3037 

Table 7.4.2.1-2: Universal/Common Attributes of <accessControlPolicy> resource 3038 

Attribute Name Request Optionality  

Create Update 

@resourceName O NP 

resourceType NP NP 

resourceID NP NP 

parentID NP NP 

expirationTime O O 

labels O O 

creationTime NP NP 

lastModifiedTime NP NP 

announceTo O O 

announcedAttribute O O 

 3039 

Table 7.4.2.1-3: Resource Specific Attributes of <accessControlPolicy> resource 3040 

Attribute Name Request Optionality  Data Type Default Value and 
Constraints Create Update 

privileges M O m2m:setOfAcrs No default 

selfPrivileges M O m2m:setOfAcrs No default 

 3041 

The following table includes the information of child resources of the resource type.  3042 

Table 7.4.2.1-4: Child Resources of <accessControlPolicy> resource 3043 

Child Resource Type  Child Resource Name Multiplicity Ref. to Resource Type Definition 

<subscription> [variable] 0..n Clause 7.4.8 

 3044 

7.4.2.2 accessControlPolicy resource specific procedure on CRUD operations  3045 

7.4.2.2.0 Introduction 3046 

This sub-clause describes accessControlPolicy resource specific behaviour for CRUD operations. 3047 

7.4.2.2.1 Create 3048 

Originator: 3049 

No changes from the generic procedures in clause 7.2.2.1. 3050 

Receiver: 3051 

No change from the generic procedures in clause 7.2.2.2. 3052 

7.4.2.2.2 Retrieve 3053 

Originator: 3054 

No changes from the generic procedures in clause 7.2.2.1. 3055 

Receiver: 3056 

No change from the generic procedures in clause 7.2.2.2. 3057 
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7.4.2.2.3 Update 3058 

Originator: 3059 

No change from the generic procedures in clause 7.2.2.1. 3060 

Receiver: 3061 

No change from the generic procedures in clause 7.2.2.2. 3062 

7.4.2.2.4 Delete 3063 

Originator: 3064 

No change from the generic procedures in clause 7.2.2.1. 3065 

Receiver: 3066 

No change from the generic procedures in clause 7.2.2.2. 3067 

7.4.3 Resource Type <CSEBase> 3068 

7.4.3.1 Introduction 3069 

A <CSEBase> resource shall represent a CSE. This <CSEBase> resource shall be the root for all the resources that are 3070 

residing on the CSE. The detailed description can be found in clause 9.6.3 in TS-0001 [6]. 3071 

Table 0-1: Data type definition of <CSEBase> resource 3072 

Data Type ID File Name Note 

CSEBase CDT-CSEBase-v2_11_0.xsd  

 3073 

 3074 

The value of the parentID attribute for the <CSEBase> resource shall be an empty string since the <CSEBase> resource 3075 

does not have a parent. 3076 

Table 0-2: Resource Specific Attributes of <CSEBase> resource 3077 

Attribute Name Data Type Default Value and 
Constraints 

cseType m2m:cseTypeID No default 

CSE-ID m2m:ID No default 

supportedResourceT
ype 

list of 
m2m:resourceType 

No default 

pointOfAccess m2m:poaList No default 

nodeLink xs:anyURI No default 

dynamicAuthorization
ConsultationIDs 

list of xs:anyURI 
No default 

e2eSecInfo m2m:e2eSecInfo No default 

 3078 
































































































































































































































































































































































































