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Beginning of IOT £9
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A The Internet of Thlngs may be a hot topic in the
industryd dzi A 0 Q& V 2.in the eaylyS &

was laying the groundwork
for what would become the Internet of Things

(loTO | O AuolDialf) He Wrote

A df we had computers that knew everything there
was to know about things using data they
gathered without any help from uswe would be
able to track and count everything, and greatly
NERdzOS 461 aGSs fz2aa | yR




Beginning of IG-Eontd £%
Ad

We need to empower
computers with their own means of gathering
Information, so they can see, hear and smell the
world for themselves, in all its random glory.

A RFID and sensor technology enable computers tc
observe, identify and understand the warld
without the limitations of humasentered datab €



Beginning of IG€ontd £%

A At that time, thisvision required major technology
Improvements

A After all, how would weonnect everythingn the
planet? (IPv4 >> |Pv6)

A What type ofwireless communications could be built
Into devices?( Low Power Tech ekpRaSigfoxetc )

A Whatchanges would need to be made to the existing
Internet infrastructure to support billionef new
devices communicating? ( advent of 5G, etc )

A What wouldpower these devices? ( lasting 10 years
or SO )

A What must be developed to make tselutions cost
effective?There were more questions than answers to
the loTconcepts in 1999.



Beginning of IG€ontd £%

A Todaymany of these obstacles have been solvEde
size and cost of wireless radios has dropped
tremendously. IPyand other mechanisms allows us to
assign a communications address to billions of devices
Electronics companies are building-®) cellular
wireless connectivity into a wide range of devices with
5G standard round the corner. Mobile data coverage
has improved significantly. While not perfect, battery
technology has improved and solar recharging has
been built into numerous devices. There will be billions
of objects connecting to the network with the next
several years. As per estimatidih-30 billion
connected devices will be connected 2§20




Beginning of IG-tontd £%

A loTdescribes a system where items in the
physical world, and sensors within or attached
to these items, are connected to the Internet
via wireless and wired Internet connections.
These sensors can use various types of local
area connections such as RFID, NFERIWI
Bluetooth, andZigbee Sensors can also have
wide area connectivity such as GSM, GPRS,
3G, and LTE and other technologies like NB
loT.



Beginning of IG-tontd £%

A TheloTwill:

A 1. Connect both inanimate and living things.
Today, the vision dbThas expanded to connect
everything from industrial equipment to everyday
objects. The types of items range from gas
turbines to automobiles to utility meters. It can
also include living organisms such as plants, farn
animals and people.

I For example, Cow Tracking Project in which data

collected from radio positioning tags to monitor cows
for illness and track behavior in the herd.



Beginning of IG€ontd £%

I Wearable computing and digital health devices,
such as Nike+ Fuel band akibit, are examples
of how people are connecting in the Internet of
Things landscape.

I Therefore, definition is now expanded to the
Internet of Everythingl0B), which includes
people, places, objects and things ( Physical and
virtual, ( Apps) ).

I Basically anything you can attach a sensor and
connectivity to can participate in the new
connected ecosystems.



Beginning of IG-tontd £%

A 2. Use sensors for data collectioifhe

physical objects that are being connected will

POSSEess one or more sensors. Each sensor wi

monitor a specific condition such as location,

vibration, motion and temperature.

I InloT, these sensors will connect to each other
and to systems that can understand or present
Information from the sensd® data feeds. These

sensors will provide new information to a
company@ systems and to people.



Beginning of IG-tontd £%

A 3. Change what types of item communicate over
an |IP Networkln the past, people
communicated with people and with machines.

I loT-enabled objects will share information about their

condition and the surrounding environment with
people, software systems and other machines.

I This information can be sharednealtime or
collected and shared at defined intervals.
A Going forward, everything will have a digital
identity and connectivity, which means you can
identify, track and communicate with objects



Beginning of IG-tontd £%

A loT data differs from traditional computing The data
can be small in size and frequent in transmission. The
no. of devices, or nodes, that are connecting to the
network are also greater iloTthan in traditional PC
computing.Machineto-Machine communications and
Intelligencedrawn from the devices and the network
will allow businesses to automate certain basic tasks
without depending on central or cloud based
applications and serviceghese attributes present
opportunities to collect a wide range of data but also
provide challenges in terms of designing the
appropriate data networking and security.




Beginning of IG-tontd £%

A The Three Cs obT:

A A. CommunicationloTcommunicates information to
people and systems, such as state and health of
SdzA LIYSyu o6So3Id AuUQa 2y
YR RFUOIF FNRBY aSyazNhaA UKl
aAdyad LY Y2ald OlFlasaz ¢S
Information before or it was collected manually and
iInfrequently.

A For example, an IGdhabledHVAC systersan report if
its air filter is clean and functioning properly




Beginning of IG€ontd £%

A GPSenabled assetgan communicate their
current location and movement. Location Is
Important for items that move, such as trucks,

out 1tQ also applicable for locating items and

people within an organization.

A In thehealthcare industry loTcan help a hospital
track the location of everything from wheelchairs
to cardiac defibrillators to surgeons.

A In thetransportation industry, a business can
deliver realtime tracking and condition of parcels
and pallets.




Beginning of IG€ontd £%

A B. Control and Automation. In a connected world, a person will
KIS @GAaAo0AtAlE Ayid2 I RSOAOSQ
consumer will also be able to remotely control a device.

A For example, a business camotely turn on or shut down a
specific piece of equipmendr adjust the temperature in a climate
controlled environment.

A Meanwhile, a consumer can us&Tto unlock their car or start the
washing machine.

A Once a performance baseline has been established, a process can
send alerts for anomalies and possibly deliver an automated
response. For exampld,the brake pads on a truck are about to
fail, it can prompt the company to take the vehicle out of service
and automatically schedule maintenance
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Beginning of IG€ontd £%

Cost SavingdMany companies will adopbTto save money.

Measurement provides actual performance data and equipment health,
Instead of just estimates. Businesses, particularly industrial companies,
lose money when equipment fails.

With new sensor informatioripTcan help a company save money by
minimizing equipment failure and allowing the business to perform
planned maintenance

Sensors can alsneasuringtems, such as driving behavior and speed, to
reduce fuel expense and wear and tear on consumables.

New smart meters in homes and businesses can also provide data that
helps people understand energy consumption and opportunities for cost
savings
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A Internet of Things [BITUT Y.2060]:

A Aqglobal infrastructurefor the information
society, enablingadvanced serviceby
(physical and virtual
based on existing andvolving interoperable
iInformation and communication
technologies.



Whatis Internet of Things? ’:

Thelnternet of Things(loT)is the phenomenon
that Is connecting to the Internet, an ever
growingoceanof intelligent sensingand remote

manageab
transmittec

real time, G

e things data from which s
,analyzecandactioneduponin near
eliveringguantum gainsin personal

convenience security and quality of life on the
one hand and businessautomation, efficiency

andgrowth

on the other



Whatis Machine to Machine  J{
Communication? o

Machine to Machine Communication(M2M)

asthe meansof connectionof the IoT Devices
to the Machines and Applications usually
deployedin an internet basedcloud, enabling
the transmissionof the Device data in the

uplink,anddeliveryof configuration,alertsand
remote management information In the

downlink,  without requiring __human
Intervention




What is Machine to Machine  FF

Communication?

A ETSI has defined M2M Communications in ETSI TR 1(
725V1.1.1 (201-86) as .

A Physical telecommunication based interconnection
for data exchange between two ETSI M2M compliant
entities, like: device, gateways and network
Infrastructure.

A M2M Ecosystencomprises of telecom service
providers, M2M application service providers, Sensors,
hardware OEMSs, supply chain, middleware,
deployment and asset management.




The Internet of Thingg An explosion of ,.:
Connected 509001200

1992 1 Million

2003 0.5 Billion _ .

2012 o Bi”ior‘]— loT Inception in 2009
2015 18.2 Billion

2016 22.9 Billion

2017 24.8 Billion

2018 34.8 Billion

2019 42.1 Billion

2020 50.1 Billion



loT Is a key enabler to Smart Cities ,_f
gIOba”y' ImpOrtance 150 9001:2008

Smart Water
River and Canals Water Balance & Usage
DrinkingWater Usage andupply
Smart Lighting
Intelligent and weather adaptive lighting in streets and offices
Waste Management
Detection of rubbish levels in containers to optimize the trash collection routes.
Disaster Aversion, Management & Control
Monitoring soil moisture, vibrations and earth density to detect dangerous patterns
Coastal Area Warning
5GE9FAK 19>=LQ 9F< ! ALQ 1MJN=ADD9F; =
Wearable panic buttons and automatic detection and alarm in abnormal human conditions
City Surveillance and Crime Control
Pollution Control and Awareness

Control of CO2 emissions of factories, pollution emitted by cars and toxic gases generated
in farms

Intelligent Transport Systems
Connected Cars, V2V and V21 communications

[ - N



|OT¢ The Enabler of SSC ”f

A Importance of 10T in SSC

A Development of Smart Cities under Smart City
Mission oiGovtof India.



£

Smart Cities

A In India, 100 Smart Cities spanning across countt
and are being built which will impact 100 Million
population and cost will be around $3 Billion
USD. In this direction, ITU has formed Study
Group ITUT 20 for Internet of Things and Smart
Cities and Communities. This initiatives, is furthel
helping In building standardized smart cities with
global standards which will be sustainable and
will impact the minimal with the usage of right
technologies and which will help in making cities
sustainable.



5G- Enabler of IOT ’f

A Industry groups and institutions have identified a set of
eight requirements for 5G:9

A & 1-10 Gbpsconnections to end points in the field
A @ 1 millisecond endo-end round trip delay (latency)
A B 1000X bandwidth per unit area

A @ 10-100X number of connected devices

A & (Perception of) 99.999% availability

A & (Perception of) 100% coverage

A B 90% reduction in network energy usage

A B Up to tenyear battery life for low power, machine
type devices.
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Security Is the critical enabler for
l0T/M2M

Constitutes the biggest Impediment
to proliferation



Encapsulatiorg OSI Model

A= KRl R kA &= Rl KA KA~ K

Application r Data |
Presentation r Data ﬁ
Session ’ Data |
——

Transport Segment
Network r Packet |
e

Data Link Frame

Physical ' Bit |

£
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OSI| Model

Host Layers

Media Layers

Data Layers-Function
Application
Data Network Process to Application

Presentation
Data Representation & Encryption

Session
Inter-Host Communication

Transport
Endto-End Connections & Reliability

Network
Path Determination & IP

Data Link
MAC & LLC (Physical Addressing)

Physical
Media, Signal, & Binary Transmission

150 9001:2008




/ Layers of O3odel-Protocols used

£
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Application .

End User Layer
HTTP. FTP. IRC. 55H. DN5

.\_1

Presentation .

Syntax Layer
55L. 55H. IMAP. FTP. MPEG. JPEG

-

Session e Synch & send to port
«  API's. Sockets, WinSock
Tran spo rt ¢ End-to-end connections
« TCP, UDP
Network * Packets
« |P,ICMP. IP5ec. IGMP
Data Link * Frames
# Ethernet. PPP. Switch. Brideoe
Physical * Physical Structure

Coax. Fiber. Wireless, Hubs, Repeaters
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AOn the I nternet, nobody kno\

© The New Yorker Collection 1993 Peter Steiner from
cartoonlink.com



The loT threats are more serious, enhanced from
merely manipulating information to @@m‘;r@IJIJi]ng

actuation.....from the digital to physica IJ with the

possibility to cause grave @@nseq lenc Jﬁ' public
health, safety, and se rutry/

loT requires g ter security and privacy than the
I” int

“virtual” t r the “wireless” mobile

£9

150 9001:2008
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Trust

A Before we talk about security in 10T (
Ecosystem , comprising various stakeholders

f A1SZ RSOAOS al ydzF I O
End Users, etc) , Let us delve briefly on Trust
Trust in IOT Ecosystem.



Trust I
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A Definition of Trust
A Attributes of Trust
A Understanding of Trust

A Relationship between 10T security, Privacy an
Trust.

A Trust in ICT Environment




ITUDef £

A Trust: Trust is an accumulated value from history and the
expecting value for future. Trust is quantitatively and/or
gualitatively calculated and measured, which is used to
evaluate values of physical components, vatahains
among multiple stakeholders, and human behaviours
iIncluding decision making.

A NOTE 1 Trust is applied to social, cyber and physical
domains.

A NOTE 2 Trust [ITUT X.509]: Generally, an entity can be
said to "trust" a second entity when it (the first entity)
assumes that the second entity will behave exactly as the
first entity expects. The key role of trust is to describe the
relationship between an authenticating entity and an
authority; an entity shall be certain that it can trust the
authority to create only valid and reliable certificates.



ITUDef £

A NOTE g Trust [ITUT X.1163]: The relationship
between two entities where each one Is certain that
the other will behave exactly as it expects.

A NOTE 4 Trust [ITUT X.1252]: The firm belief in the
reliability and truth of information or in the ability and
disposition of an entity to act appropriately, within a
specified context.

A NOTE 5 Trust [ITUT Y.2701]: Entity X is said to trust
entity Y for a set of activities if and only if entity X
relies upon entity Y behaving in a particular way with
respect to the activities.

A NOTE @ Trust [ITUT Y.2720]: A measure of reliance on
the character, ability, strength, or truth of someone or
something.



TRUS

Attributes

Social Domain

r Confidence 1 Dependence r Go0odRess:

r Belief \l Ability \ Honesty 1

r Expectation Jif Faith J(f Integrity ‘

r Surety 1 Reputation \ Assurance 1

) g Cyber Domain .
Correctness Completeness][ Credibility

r Relevance \ Accuracy ][ Confidentialityﬂ

Physical Domain

J \\ J

Stability Dependability Reliability
Scalability Reconfigurability Availability




Relationship among securityf'f
privacy and trust

A Security: systems need a variety of methods
to prevent behaviours with malicious intents.
Security mainly concerns technological
aspects such as the confidentiality,
availability and integrity. It also includes
attack detection and recovery/resilience.



Relationship among securityJ’f
privacy and trust

A Privacy: users need the protection of their
personal information related to their
nehaviours and interactions with other
neople, services and devices. Privacy mainly
concerns user aspects to support anonymity
and restrictive handling of personal user
data.




Relationship among securityJ’f
privacy and trust

A Trust: trust is broader concept that can cover
security and privacy (Figure in nekut one

slide). Trust revo
data, devices wil

ves confidence that people,
function or behave In

expected ways.

‘rust can be used to build

new valuechain for future ICT infrastructure

and services.



Relationship among Ao
security, privacy and trust

A For example, security controls have controlled a
system and data securely in soetgberphysical
domains. However, traditional secure system
concerns about how to authorize the entities as
well as how to provide data to the authorized
entities. Trust can give reliability to security and
privacy as a parameter by measuring a
discrepancy between observation and objective
or subjective expectation of the reliable entities
and data.



Relationship among security,
privacy and trust

New value-chain for future ICT
infrastructures and services

TRUST

User Technological
Aspect Aspect

Privacy = Security

£

150 9001:2008




loT Needs Trust ,:

Confidentiality ntegrity Authentication Non-repudiation
of Origin

8 O o0 0 » o
g

|

.

Eavesdropping Modification Faked Identity Claims

Final Report, M2M Security Work Group,

7/18/2019 TEC

42



|IOF SecuritycNUTSHEHmportance I

150 9001:2008

A. Scale of 10T 2015: 15Bn > 2020: 31Bn > 2025: 75Bn > 2030BhZ2%5artner )

B. Security in IOT comprises of
1.End Point Devices Security
2. Network Communication Security
3. Application Level Security
4. Service Layer Security

Implementing above four security basically leads to Trusted Environment wherein the end u
trusts the IOT Ecosystem.

1. Trust in ICT Environments
2. Physical Domain trust

3. Cyber trust

4. Crosslomain service trust

C. |OT- Security >> data / Information Security
Maintain
1. Confidentialityg of data / Information
2. Integrity- a Qa
3. Availability a Qa
4. Accountability a a
5. Audit ability- a a



IOTF Security¢cNUTSHELL ,.f
Importance

D. Some IOT Standards

1. Industrial Internet Consortium (I1C)Industrial Internet of Things,
Volume G4: Security Framework

2. |IEEE Internet of ThingdEEE 363, R; 1619, P2600, P2413,
802.1AE, 802.1X

3. InternationaElectrotechnicaCommission (IEC)IEC/TR 62443-3.
a{ SOdzZNRA U& T2NJ Ay Rdzau N I-Partl28zi 2 Y
Patch management in the IACS environment.

International Organization for Standardization (ISO)Internet of
Things Reference Architecture (IoT RA)

Cloud Security Allianee

Internet Engineering Task Force (IEETF)
ITUT SG20

3rd Generation Partnership Project (3GPP):
oneM2M etc

P
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IOT-Security £

A The future oiloTTM2M cannot be realized
without addressing security and privacy risks
and policy issues.

A Securing and protecting the things that matter
mostt our systems, oubata,and our
privacyt Is ashared responsibility

A Security and privacynust become part of
SOSNE LINRPRdzOUQa FSIFdoc



|OT-Security: Affected Stakeholders ,':

A The Following stakeholders are affected by the
loTTM2M Security threats

A M2M Application Service Provider;

A Manufacturer of M2M Devices and/or M2M
Gateways;

A M2M Device/Gateway Management entities;
A M2M Service Provider:

A Network Operator

A User/Consumer



DefineSecurity for loBs: T

Qa 0T security deals
with safeguarding
connected devices,
physical and virtual, in
addition to the networks
and IT security, for the
Internet of things a

150 9001:2008

G 2 K S ihk Supidort of
security services Is
addressed at the M2M
Service Layer level or at the
M2M Application level, the
ability to establish security
associations between
corresponding M2M nodes
IS required. Ideally, this
ability could apply to nodes
affiliated with different

M2M Application Service
Providers and M2M Service
t N2 A RS NA © Pé
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Protecting loT Data Is critical %=

loT Pyramid

This includes sensors in iPhones, cars, and , of Value

Al

other household objects, but it also includes ' control

e an Machine
Leammg

like power grids, airplanes, and pedcve
. ) AnaleS
oil extraction.

orecasting

t
Ag9red nalytics

ce tion
Source: perability g Data Integrd
ero

Int

M2M Communications

ng & Analytics

sic Reporti ,

pata Verificatio”

jon
pata Creation & Collectio

Datais at the heart of connecteddevicesand services

DataAnalyticsrepresentsthe enormousvaluefrom loT

Final Report, M2M Security Work Group, 48

7/18/2019 TEC



|IOT ChallengesPerspective £

Final Report, M2M Security Work Group,

7/18/2019 TEC
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